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Ujuwwnwuph punhwunip punyewqghpp
BEdwjh wpnhwlwunyeyniup

owdlwagpnipjwu wjwunwywu wignphpdutipp wwwhny Gu «ult tinwhh» hwpdwlydwu
dhowyuwjpnud, npwnbin hwpdwyynnp nbuund £ dwdlwgpnigjwt wignphpdh dnunpt ni
tlpp, pwjg sh Ywpnn htnliby Spwgph wofuwnwlph pupwgpnud wnwgwgwsd dhowliljwy
wnpdbipubipht: Uwlwju, npny nbwpbpnd, dwélwgpniygjwu wignphpd  wwpniuwlynn
Spwghppp wofuwwnnud £ swyuwonmuwwugwsd dhowdwipnud, npnbin hwpdwyynnp dnunph ni
Giph wyjwiubiphg pwgh hwuwubihnygyntu niuh twl dpwgph Ywwwpdwt pupwgpnid
wnwowgwd vhowtlw) wnfuubpht b pun gwuynyjwu Ywpnn £ thnthnfub) Spwgph
Ywwwpdwu pupwgpp: Fwthwughly dwdlwgpnipjwu wignphpdubpp twuwgdwd Gu
wjuyhuh  swywonwwuywsd  uwppwynpnwitbph  Jpw  wofuwwnbine  hwdwp: Uu
wighphpdubipp  uwbndynid GU  «ult wnuhh»  wignphpdutph  hhdwt  Jpw, pwg
Swolwgpdwu  pwuwlht  ninnuyhnpbu  ognwgnpstiint  thnfjuwpbt  Swdywgpdwu
wighphpedp oguwgnpdnid £ hwwnnty wynwwyubip, npnup unbindyt) Gu pwuwint hhdwu
Ypw: Swdlwagpnipjwu pninp gnpdnnnipniuttipp hpwlwuwgynd Gu oguwagnpdtiny wyu
wnnwyubpp wjuybu, np hwpdwlyynnp swpnnwuw nnipu pbipk wnnwwlubiph
Jwnnigdwt hwdwp ogunwgnpdywd Swdlwgpdwl pwlwht, wuqwd bpb Upwl
hwuwubh |hubu wnnwwlubpp, huwpwynpnieniu niubuw hbinbb) W unyuhuly pun
guuynijwu thnthnfubip dwdwgndwt pupwgph pninp gnpdnnniejniuubipp: (Gwthwughy
Swolwgpdwu wignphedutpp Yppwnynwd Gu qununup punpdwu (Oblivious transfer),
Swowgnpyws wnduubph Jpw thunpdwu wignphpdubph dby, huswbu uwl npwbu
hwupwjht pwuwhny dwélwagpdwu hwdwlwnpgbiph wpwqwagnpd wjpunpwup:

AES Swéljwagph wnweoht pwthwughy hpwlwuwgnwip ubipyuywgyt) £ 2002 pwlwuhu
2nh Ynnuhg: 2nph AES pwithwughly dwdlwgpdwu wignphpdh Ypw hweonn hwpdwldwu
ufubidw ubipywjwgptg Phititnp 2004 pYwlwuht, npp Ynsytg BGE hwpdwynuwi: 2009-
huAES-h  wudwwug pwthwughy hpwlwlwgnd unbndtint  bu  dbY  thnpd
ppwlywuwgykg, npp  hpdudwd Ep 20 wrgnwwlubpnd wnlw  fuwntnn
wpunwwwwnybipnwiutph  (Mixing  Bijection) nguswgnip wignphpedh dh thnyhg nbwh
hwonpnp wbnwihnfubiint ypw: Uwhwju 2013-hu hwdwwpgh ufundwdp hwonnnipjudp
Yhpwnybg 3nup Unynbiph hwpdwynidp:

2010-hu Ywpnwhu  wnwowpytig AES-h  dbYy  w) pwithwughly Swdlwgpdwu
hpwlwuwgnw, hhdugwsd nnuwp dwdywagpbtiph Ypw, nph Ujwwndwdp  hwpdwynid
hpwwwpwlyytig 2013-hu:  <wpdwynuwip hpbuhg ubpyujwgunwd Ep BGE  hwjnup
hwpdwlydwu duwithnfuws nwppbpwy: 2013-hu wnwewnlytig dbY wy hwpdwldwu
dbpnn, npp hhdudwsd Ep wnynwwlyubph  wpdbtiputiph  hwdpulunwiubph dpw:  Uyu
hwpdwynuwp enyy tp wwijhu nnipu pbpb]p qunuup  pwuwhtu pnnp unbndqwd
pwthwughy hpwlwuwgnidubiphg 222 gnpdnnnipjwu dhongny: <wpdwynwp wybih
wwnq tp pwu BGE hwpéwynuwp, L dpwdwdwuwl wouwwmnd tp wybh wpwg:
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(FJwpyyws wignphpdubpp b upwug tywwdwdp hwonn Yhpwndwd hwpdwynwiubipp
nwnwitwuhpybip Bu unp pwithwughly dwélwanph Ywnnigdwu twywwnwyny:

Upuwwmwuph twwwnwlyp

¢ Nuwnuuwuppb) uwfuyhund bwuwgdywsd uhdbinphly dwdlwagntiph, wyn pynwi AES-h
pwthwughy hpwlywuwgnwiubpp, npwug ujwwdwdp  hwonnnigjudp  Yhpwnywsd
hwpédwydwu dbpnnubpp:

e Uwbindtii SAFER+  updbwphy  dwdlwgpnygywu  wignphpih  pwithwughy
hpwlwuwgnw, npp htwpwynp sh |huh Ynupbp gnpnipniu niutignn hwpdwydw
dbennutipny:

e Nunuuwupptp S wswwnpwuph W U, Ynipbnwuh  hwupwht pwuwihng
Swolwgpnipjwt hwdwlwpgp, npp hhdujwé £ wbnuihnfunigjwu  pwqiwunwdubph
Jpw:  Pwpbuygtp  upwd hwdwlwpgh  wudwnwugniginiup b wpluwwwuph
wpwgntenLun:

Chwnwgnndwy dEpnnubkpp hhdujwsd Gu Swélwgpdwt nwuwywu hwulwgnieniuutiph,
gnynipniu niubignn pwthwughly dwdlwgnnipjwt wignphpdutph U npwug ujwwndwdp
Yhpwndwsé hwpdwlydwt dbpnnubiph nwnwuwuhpniewu Ypw: Uwydws dpwgpuwihu
hwdwlwpgbph wpwgugnpdnipjwt b woluwwnnwyngjwt unnigiwt  bwwwnwyny,
huswbu twlb npwug hwdbdwwnnEuit hwdwp w) dpgwyhg hwdwlwpgbph  hbw,
oguwgagnpdyl Bu  opjtlunwynndunpnawd  Spwgpwynpdwu  dnuinbignwdubipp,  C++
Spwgpwynpdwu (Ggniu b Crypto++ pwg gpwnwpwup:

Ghuwlwu unpnypep

e SAFER+ uhdbwnphly dwdlwagpniejwu wignphpedh Unp pwithwughly hpwlwuwgnid, npu
wuywnwug b dwuwwhy ppwlwuwgnwiubph ypw hwpdwldwt gnpnipniu niubignn
wignphpdutiph ujwwndwdp:

¢ Pwpbjwyywsd wudnwugnigjudp b wpwgugnpdnipjudp pwg pwuwhny pwthwughy
Swolwgpnipjut hwdwywng hhdugwd nbnwihnfunypjwu pwqiwunwdubph ynpw:

Uwnwgyjwé wpryniupubph Yhpwnwlw tywuwYnipyniup b ubpnpnidubpp

Uwntindywd SAFER+ wignphpedh pwthwughly hpwlwuwgnwp Ywpnn £ ogunwagnpdytip
hpwyniuputiph pYwjht Yunwdwpdwu hwdwywnpgbipnud (DRM), ubipwnywy oujwju yhntin
Jupéanypeh hwdwlwpgbpnid, huswybu twl qunnup punpnypjwt ufubdwubpnud, npnup
hwunhuwunw £ $niuyghwih wdwwiht hwodwpydwu hwdwlwpgbiph hhdpp: Untindwd
pwthwughy  Swdlwghpp oquwgnpdynid £ twl  Swdlwgpjwd  thunpdwu
wignhphpdutpnd:  Lwfuyhunw Swdywgpywd wduubph hunpdwu  wignphpdutipp
ogunwgnnpdnud  thu  hwupwhtu  pwuwhnd  Swdlwagpnieniu, nph  wpryntupnid
hwdwlwpgh wpwgnpdnieniup enyp skp wwihu gnpdtwlwunwd Yhpwnbp npwup: Npn)
unpwgnyu  wpryniupubipnd  hwupwiht - pwuwihny  dwdwgpnipjwt  wignphpUutpp
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thntuwphuynwd  Gu pwihwughly dwolwgpnipjwt  wignphpdutipnd, nph  wpryniupnid
hwdwYwpgh wpwquagnpdnipiniup wénw £ dh pwuh Yupgny: Wuwhuny dwéluagnpywd
wnuubiph  thunpdwu  wignphpdutpp  hwunhuwunwd  Gu - ubpyuwjwgywsd SAFER+
wignhphpedh pwihwughy hpwywuwgdwu Lu d&Y Yhpwnnipniu:

Uwnbuwfununygyut 2-pn dwunwd ubplujugdwsé  nbnwithnfunipjwu  pwqdwunwdutph
Ypw hpdudwd hwupwiht pwuwhny dwdwgpnipjwt jwywgywsd ufubdwu Ywpnn &
thntuwphub) hwupwiht pwuwihny dwélwagpdwu wy ufubdwubiph, huswhuhp Gu RSA L
Eihwwhy Ynptiph hwdwlwpgbipp, pbipbing wpwqugnpdnipjut qquih wybjwgdw:

UWpfuwwnwupnu uywpwgnpjwsd pwithwughy dwdywgnnipjwi 2 wignphpdubpp ubpnpybi
Gu «Muwuppthenp» puytipnypjuu dwdlwanywsd pwytiph npnudwu hwdwlwpgnud, npp
peny| t wnwihu Dropbox Ywd Google Drive wdwwihtu wwhngnut wwhb) dwélwagnpyuwd
Pwyip L dpuunyu dwdwuwly nbuw] hhduwpwntpny npnunwd  hpwlwuwgubne,
huswbu twl $wytipp wy) ogunwntiptinh htitn Yhubint huwpwynpnue)niu:
Muunywunipjuup ubipluyugynn npnypubpp

1. SAFER+ uhdbtiinphly dwdlywagpnipjwu wignphpedh unp pwithwughly hpwlwuwgnud:

2. Pwpbjwyywsé wudunwugnipjuwdp b wpwqwgnpdnipjudp pug pwuwhny pwthwughy
Swolwgnpnipjut hwdwywng hhdugwd nbnwihnfunygjwu pwqiwunwdubph ynpw:

3. C++ gpwnwpwl, npp hpwlwuwgunwd £ SAFER+ wignphpedh dowyywd unp
pwthwughy dwélwgnnipju ufubdw:

4. C++ gpwnwpwu, npp hpwlwuwgunwd £ nbnwihnfunipjwu pwqdwunwdubph pw
hhdujws hwupwjht pwuwhny dwdywgpnipjwu pwpbjwdqwsd pwthwughly ufubidwu:

Upfuwwnwuph wpryntupubiph hwjwuwnhnipniup hhduwygnpynud £ dowlyywsd dpwgpw)ht
hwdwlwpgh Yhpwndwdp unwgywd dh owpp thnpduwywu wpryniupubipny:

Upjuwwnwuph wpyniupubph qGYnignudubpp

Uofuwwnwuph wpryntupubipp gbiynigytip tu "From Information Age to Big Data Era",
dhowgqwiht ghnwdnnnynud, tplwu, <wjwuwnwl, hnyunbdptp 3-5 2016p., L <L FUU
hUMP punhwunip ubdhuwpubpnud:

Spwwnwpwynudubpp

Uwnbuwfununiypjwt  hhduwlwu  wpryniupubpp wwywgpyws  Gu  Gpbp  ghwnwywu
wotuwwnipniuttipnu, npnup pYwpyyws tu ubindwgnh ybiponud:

UWluwwnwuph Yunnigjwépp b swydwip

Uwnbuwfununipyniup pwnywugwsd E ubpwdniejniuhg, snnu gntfutinhg,
bgpwywgnipiniuhg, oguiwgnpdwsd gpwlwunyeyuu gwulhg L JdbYy  hwybwsdhg'
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hwwwynwiubph pwnwpwuhg: Ugfuwwmwuph punhwungp dwywip 105 ke £ ubpwnyw) 33
wwuwytip, 5 wynwwy b oginwgnpdwd gpulwunyejwu 78 hnnud:

uchuusuuLeh ANYULUUNRE3NRLL

Lbpwénipyut dby hhduwynpywsd Gu pbdwih wpnhwlwunyegniup, duwybpwydwsd Gu
wofuwwnwuph tywwwlubpp, hGwnwgnndwu dbpnnubpp, ghwnwlwu unpnyputipp W
hhduwlwt npnypubinp, npnup ubpluwjwgywsd Gu wwonmwwunijwun:

Uwnbuwfununipjut wnweoht qilunid uuwwpdwsd £ gnpnipniu niutignn  pwthwughy
Swdlwagpniejwu wignphpdutiph U npwug twwndwdp hwenn Yhpwnjwd hwpdwlydwu

dbpnnutph  punhwunip  Jbpindnieniu, pbpdwé  Gu pwihwughy  wignphpdubtph
Yhpwnnipejwl ophuwyutip:

1.1 pwdunwd ubipywjwgqwsd Gu AES-h dh owpp pwthwughy hpwlwuwgnuwubp, npnup
pninpp hhduwé Gu 2nh Ynndhg 2002-hu wnwowpyywsd hpwlywuwgdwu Ypw: 2nu
nhunwpyn £ AES wignphpedh jnipwpwugnip thny npwbu 4 pwjpe dnunpny b 4 pwje
Gipny 4 wpunwwwnybpnuubph funwdp: Uugunwugnygjuwt wwywhngdwt uwywwnwyny
dnunpwiht - b Gpwhu  pwypebph  dpw  Yhpwndnwd U wywwwhwlwu
wbnwihnfunipniuutip, b Egx dwéwgpdwu  dniuyghwih  thnfuwpbu  hwodwpyynd  k
Ey = IDE * Ex * ODE™! $niuyjghwt, npnbin IDE-u W ODE-U hwdwwwwnwufuwlwpwp
dnunpwiht b Gpwihu wnwiutiph Jpw Yhpwnynn ywwnwhwlwt nbnuithnfunyejwu
Pnwuyghwubp Gu: 2nu ppwywugunwd £ AES  Swoélwagpph thnybpp 4 wbuwyh
wnnwwyubph dhongny: Mwwnytip 1-nwd wwwnlbpdws Gu pninp wnynwwubpp, huswtiu
Uwl npwug dhongny dwdljwagpdwt 2-pn thnih 4 pwyjebinh dwéljwgndwu wpngbup:

1.1.4 pwdunw pbpjwsd £ 2inh hpwlwiuwgdwt Yypw hwenn Yhpwndwd BGE hwpdwlydwu
uywpwgpnipyniup: BGE  hwpdwynwip 2nh wnnwwlutipny AES-h  hpwlwuwgnidp
nhunn £ npwybu 4 pwje dnunpny U 4 pwye btipnd wpunwwwwybtipnwiubph funup,
huswbu wwwybpqwsd £ Mwwlybp 2-nwi: huswbu wnbuunwd Gup, jnipupwugnip thnih
jntpwpwugnip 4 pwyeh Jpw  Yhpwnynud Gu P7 L Q] dnunpwihu L Gpwjhu
wpuwwwwnybipnwiubpp, 77 (x) $niuyghwu b MC dwinphguit:

BGE hwpdwnuwip wytuwwnu k 3 thnyny'

1. Unynwuwyubtph hhdwu ypw ybpwlwuguynd Gu P/ U Q7 wpunwwwwnybpnidubiph
ns géwjhu dwubipp, nphg hbinn Yunnigynwd G unp wnynwwlutip, npuintin P/-p L
Q7-p hnfuwphuynu Gu A7 b Q7 whhtuwlwu dLwihnfunipyniutbipny:

2. Br U @Fauwihnfunipyniuutiph |hwpdtip ybpwlwugunud:
3. AES-h qunuup pwuwint wpdbph yGpwlwugqunud:
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Munytip 1: AES dwdywagnph 2inp pwithwughy hpwhwudwu 2-pn thnyp:
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Munytip 2: AES dwdlwagnh 2nh hpwhwuwgnwip BGE hwpdwlydwu hwdwn:

BGE hwpdwldwup hwonpnnud Gu 2nh hpwlwiuwgdwu dh pwuh qupgqugnuiubp b
wnnwyh wpdtiputiph hwdpulydwu ypw hhdujwsd hwpdwynwdp:

115, 11.6 L 117 pwdhuubpnud pbpJwd Gu 2nh  wignphpdh  thnthnfujwsd
wmwppbpwlubpp: 1.1.8 pwdhup uyppdwsd £ nh wnynwwlyutiph Gpbph hwdpulunwiubph
Ypw hhdudwsd hwpdwydwu uywpwgpniejwup: <wpdwynwp nhnwpynwd £ AES-h thnyp
npwtu 4 pwjep 4pwjeh wnnwwwwnltipnn niuyghw’

02 03 01 01 S(xo @D ko)
01 02 03 01 S(xs @ ks)
01 01 02 03 \s(x10 @ ki) |
03 01 01 02 S(x15 @ k15)

[+ (%o, X35, X10, X15) =

npwnbin S-p AES-h SubBytes Sniuyghwt k: Lowtwlybup E; = (Pyo|| Piy) o L; L

E{ = (Py||P{1) © L}, npubin P; ;-ubpp dnunpwjhti nbnwihnfunipjniuubipti Gu huy L;-ubpp
Fuwnunn  wpnwwwwnybpnwiubpp  (mixing  bijection):  2nh  wynwwlubtph  Jdhongny
huwpwdnp b hwauby £ = (E5|IELIIEZI1ED © f o (Eg™ || Es™ I1Exg' ||Efs) $niulighwi: f;-ny
Upwuwlbup  f-h Ynnprhtwwn - $nihghwtibpp’  f' = (fg, i, f2.f2),  huy  Si-nd
Si(x) = S(kj ® Ej‘l(x)) Pniuyghwu: Ugnphpdh wnweht pwjind Ytpwlwuguynid Gu S,
w Ss pniuyghwubipp fy(a,0,0,0) = f(0,5,0,0) wmbuwyh hwupulunwiubiph hhdwu Ypw,
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nphg htitnlinwd | 02 - Sy(a) @ 03 - S5(0) = 02 - S4(0) @ 03 - S5(B): fu-h Gpbtipp dhown niubku
pwjwpwp pwuwyny hwdpulunwiubip Se-h U Ss-h 512 wpdtiputiph tywwndwdp gdwihu
hwjwuwpnuwiubph  hwdwlywpg  Yuwnmgbine b mdkne - hwdwp: - Ujnw - S;(x)-tiph
wnpdtiputinp yepwlwuguynd Gu udwuwwhw Yepwny, nphg htinnn yepwywugquynid Gu
E{ $niuyghwubpp L qunuuph pwbwjhht: 1.2 pwdhup udhpwd L pwithwughy
dwdlwantiph Yhpwnniejniuubipht:

Gpypnpn qfund uywpwgpyws  SAFER+ wignphpuh pwthwughly hpwlwuwgnuip: 2.1
pwdunwd pbpwé £ Safer+ wignphpdh hwdwnnuin  UGwpwgpniegyniup:  Ujgnphpedp
pwnyugwsd £ gdwjht U ny qdwjhu 2ipntiphg: Ny qdwiht 2tpup Ujwpwgpynud k
htnlyw| pwuwalbpny’
r =1 thnih hwdwp

TH(x) :=log(x + k})® ki, i€B,

T} (x) := exp(x®k}) + ki, i € A,
2 < r < 6 thnybiph hwdwnp

T7 (x) := exp(x®k;) + kb, i € 4,

T7 (x) :=log(x + k};})®kL,i € B,
r =7 thnih hwdwp

T/ (x) = x @ kl*,1 < i < 16,

npntin 4 = {1,4,5,89,12,13,16} and B ={2,3,6,7,10,11,14,15}, expp 45* dniulyghwt k,
huy log-p log,s(x)-n duwgnpnny puwn 257-h: Géwihu obipinp hpbiuhg ubplwjwgunwd
pwjpbnph qnyqbiph pwqiwwwwnynw H = [i ﬂ dwwnphgwjny 4 wugwd, jnipupwugnip
Gpynwh  pwgdwwwunynwiubph  dhol  <wjjwlwu  nbnwihnfunipywtu  Yhpwndwdp
(9,12,13,16,3,2,7,6,11,10,15,14,1,8,5,4]):
2.2 pwdunW twb Ufwpwgpwsd b pwuwhubph gbubpwgdwu unp wignphpedp, npp
hphduwdwsé £ SHA-256 hbpwynpdwtu pniuyghwih dpw: b wwppbipniginiu SAFER+h
pwuwihutiph gbubipwgdwu wignphpedh, ubiplwjwgyws wignphpedp hwlwnwpatih sk, W
niubuwny npuk dby thnih pwuwihubpp huwpwynp sk hwpupybp dinw pninp thinybiph
pwuwihubpp:

2.3 pwdund uywpwgpjws £ pwihwughy Swélwgpdwu wignphpedp: (Gwihwughl
hpwlwuwgdwu db9 wrynwwlutiph Gpbpp pwdwudwd Gu 2 dwuh, b ny gdwjht skpnp
unwunw £ hbnlyw| wnbupp'
r=1 thnyp hwdwp

T (x) = exp(IP;(x)Dk}y) + kiy + R}, i € 4,

T} (x) = log(TP;(x) + ki;)® ki + R} (x), i €B,

T (x) := —=RL (%), 1< i < 16,



2 <7 < 6 thnytiph hwdwp
T7 (e, x) = exp((ey + %, — SOBKR) + Ky + R (1,3, { € 4,
T]1(x1,%5) := log (s + 2, — S; + k[D@K, + R}, i € B,
T, (x1, %) 1= —R{ (x1,%,),1 < i < 16,

r =7 thnih hwdwp
T/ (x1,%3) := OP;((x; +x, — ;) ® k13),1<i < 16,

npwnbin R} (x) W RY (x1, x2) wwwnwhwlwu $niuyghwubp bu, gbubpwgywsd pwuwhubiphg
wulwfu:  Lpwgnighs  wwonmwwujwdnigjw  Uwywwwynd pnnp - wingnwwlubph
dnunpwihut - b Gpwhu  pwpebph  dpw  Yhpwndnwd B wywwwhwlwu
wpunwwwwytpnuiubn 7,67, . 5, 7 Zose > Zase, U 81,83 8520 81% Z2s6 = Zas6
wjuwbiu, np Jnipupwignip  hwenpn wrynwwyh  dnwnpht Yhpwndnd £ bwfunpn
wrynwwyh Gph ypw Yhpwnws  wprnwwwnybpdwtu hwwunwpép: Wuwhund  wyu
wpunwwwwnybpnwiubpp hnfuwnwpdwpwp nsuswgunwd Gu dhdjwug b npluk Yepwny sbu

wqnnu wignphpudh wafuwwnwuph Ypw:
Wuwhuny pwthwughy wignphpdp Yhpwnnw £ 2 wmbuwyh wnynwwlubn, E —box U 2 —
PHT. E — box-tipp uwpwgnpynut bu hbunlyw) pwuwasbbpny’
r =1 thnih hwdwp

ELGO # ., (TAM),

Eilz(xpxz) & (Tzlz(x)),
2 <r < 6 thnybiph hwdwnp

ER G x) # (g (T (8™ (g8 ()

Bl Ceax2) 2 By (T (ghia™ G, g5 (),
r = 7 thnih hwdwp
El(xy,x) = T/ (gZ*i_l_l(xO, gﬁ*i_l(xz))-

Muinytip 3-nuwd tpunwd £, pE huswbiu Yupbih £ Yunnigt) 4 pwjpwuh 2-PHT wnjnwwy 2
hww 2 pwjpwuh wnynwwyubph dhongny: 2 pwjpwuh 2 —PHT wnnwwlubpp
Ywnnigynid bu hbnbyw| pwuwaslbpny’

2 —PHT; (xq, x3) = 81(2 *fitle) + f5 () + Sgl),

2 — PHT, (x4, %) = g2(fit(x1) + f51(x2) + SHha)-
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2-PHT 2-PHT

2a;+b; l lzaﬁbz a1+bll laz+b2

Munytip 3: 4 pwjpwuh 2-PHT wnnwwyh Ywnnignwip 2 hwwn 2 pwjpwuh
wrynwwlubiph dhongny:

SAFER+ wignphpdh pwthwughy dwdlwgndwu thnyp wwwytipqwsd £ Mwwnybip 4-nwd:
Wuwhuh wbup nwbl pninp thnytipp pwgwnnyejwdp 1-hth, npwnbn thnyh dnunpp 16
puwjpe L:

2.4 pwdunwW uywpwgpjws b wwywdwdywgpdwu wignpppdp: 2.5 pwdund pbpwsd |
wighphpdh wuynwugnipjut wuwhgp: Ljwpwgpywsd Gu dh 2wpp hwpdwynwiubp,
npnup s&U Ywpnn Yhpwnyt) ubpyujugwd hpwwtwgdwu tfwwndwdp: 2.5.1 pudunud
ptipdwé Lu ogquwgnpdynn wrynwwlubph  pwqdwquuniegiwu b Gpyhdwunnipyut
wnpdbipubipp, npnup pbpdwd Gu Unnwiwy T-nwd: b wwppbipnygynit pugqiwquitinigjw,
npp Ywpnn £ nipnuyhnpbtu hwodyb, gnpniggniu sniuh dbenn Gpyhdwuwnniejut
hwoqwpyh hwdwp, nwwnh pbpqwé wpdbpubpp unnpht quwhwwwywuubp Gu: 2.5.2
pwdunW ubpyuyugwsé b wwonmwwunigniup BGE  hwpdwynwihg: 2.5.3 pwdunu
putwpyynwd £ 2-PHT wnynwwlyubph pwqdwulyh oguwgnpddwt wuhUwphuniyejniup:
Unynuwlyubph pwqdwyh oguinwgnpdnup dwdlwagpdwu wwppbp thnybpnd upnn Ep
Uwwuwnb wrynwiwlyubiph punhwuntp swywih thnppwgdwp, uwwju
wwblwfununypuu  dbe pbpdwd b hwpdwynwd  Ypyudnn 2-PHT  wrynwwlubipny
hpwlwuwgdwu Ypw: 2.5.4 b 2.5.5 pwdhuubipp uyhpqwsd tu hwdwwwwnwufuwuwpwn
2-PHT L E-box wmynwuwlyubiph bpbph hwupulyunwiubph dpw hhdudwd huwpwynp
hwpdwynwdubiphu (collision attacks): 2.5.6 pwdunuw gnyg £ wipdwd, np hwjwuwwuwhu
hwpdwynwubp huwpwynp s6u h 2unphhy upw, np E-box W 2-PHT wnynwwyubiph Gpbpp
hwjwuwpwhwjwuwywu  Gu: 2.6 pwdund  uqupwgpjwd Lt wignphpdp  C++
hpwlwuwgnwip: PEpJwsd Gu hhduwywu hunbp$bjuwiht nwubph bW npwug hhduwywu
dbipnnubiph uwpwgnpnuejniuubpp:
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Pnuh dnunp (32 pwyjpp)

IEB oo B el o] ool s ] sre e o b b e o o]
iE W i T s

2PHT 2PHT ‘ZPHT‘ 2PHT 2PHT\ ‘ZPHT‘ 2-PHT| [2-PHT

W i v
b bbb bl B W W W Bl

2PHT| |2pHT| [2-PHT| [2pHT| |2-PHT| [2-PHT] [2PHT| |2PHT]

R PR T e R R

ujjujut tntnwithnfunte)nt

|
i W B HE W dH W B

[2pHT| [2pHT| [2PHT| [2-PHT] [2pHT| [2-PHT| [2-PHT| [2pHT]

0 e T Y PR P R A P R 1 I PR

‘ Cwjjwywu nbnwihntunyeniu

IR N I I e T i Y
2-pHT|  |2-PHT| [2-PHT] 2pHT| [2PHT| [2-pHT| [2-PHT| [2PHT]
I I T I N T T T T Y

Py tp (32 pwyp)

Muwnytip 4: SAFER+ wignphpuh pwthwughly dwdywgndwl thnyp:

Urynwiwy 1: Safer+ pwithwughy wrynwwlyubph W 2nh wynwwyubph pwgdwquunyejwu
L Gpyhdwuwnnipjwt quwhwwnwlwuubpp:

pwqudwquuniejntu Gpyhdwuwnnipiniu

E — box 272288 268920

2 — PHT 21692 23376

th 1_h~u mhl‘qh 224—20 2546
th 2‘["1 mhu{h 2769 2129
th 3_["} mhulh 2699 2117
2nh 4-pn inhuyh 215 2%
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Muwnytip 5-nd pbpJwd tu “WB_enc_tables” L “WB_dec_tables” nwubipp hpbug
hhduwlwu $niuyghwubipnd, npnup hpwlwugunwd Gu qununup pwuwihubiph hhdwu Ypw
pwthwughy wnnwwlubph unbnddwu, ywhdwu b ogunwgnpddwu $niuyghwubpp:

| WB_tables
Clazz

= Fields
@ has round_1_

= Methods

has_round_1
tables_from_file
tables_to_file

egaeaa

generate_intermediate_shuffles

generate_tables (+ 1 overload)

public

| WB_enc_tables
Clazs
-+ \WB_tables

= Fields

aa table_round_1

@ tables

Qa two_pht
= Metheds

& build_intermediate_round_ebox

ﬁ’a create_2_pht_tables

G create_eboxes
generate_tables (+ 2 overloads)
get_2_pht_output
get_intermediate_round_sbox_cutput
get_round_1_ebox_output
tables_from_file
tables_to_file

eaaoea

public
| WEB_dec_tables
Class
-+ WB_tables
= Fields
oa table_rcund_1
@ tables
Ga two_pht
= Methods

2. build_intermediate_round_ebox

mﬁ create_2_pht_tables

G create_cboxes

generate_tables (+ 2 overloads)
get_2_pht_output
get_intermediate_round_ebox_cutput
get_round_1_ebox_output

tables_from_file

eaaaea

tables_to_file

Muwnytip 5: (Fwhwughy wrynwwyubiph Yunnigdwu b ogunwgnpddwu nwubpp:
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Unynwwy 2: Upwguagnpdnipjwu swihnwdubipp dhihdw)pljwuubpny:

Owdwgpnud Uwwdwdlwgpnud
(Fwihwughl Safer+ 6.5 *10° 6.7 *10°
«UlL inntthh» Safer+ 1.02 *10° 1.07 *10°
RSA-2048 0.12 5.46
RSA-4096 0.64 16.1

2.7 pwdunuw pbipdwd Gu wignphpdh wpwqwagnpdnipjwu swihnwubipp: <wdbdwwnnijwu
hwdwp pbipqwsd U uwl «Ul nnuhh» Safer+ hpwlwugdwu, b 2048 L 4096 phpwuh
RSA  wignphpdh wpwgnyeniuutipp:  Ungnwwly  2-hg bpund E, np pwthwughy
hpwywuwgnuwp nwunwn £ ult winuhh hpwywuwgniwihg dnin 6.5 wugqwd, husp uwlwju
pny| £t wwihu dbq oquwagnpdt] wj wjuwhuh uwppbph Jpw, npnbin ul wnuhp
wignphpUp wuyunwug sk Uwutwynpwwbu, unwgdws 5.2 UR/YpYy wpwgnipniup
pwywpwp b wngwug yhntin Jupényph hwdwn: 2.8 pwdunud ppdwd Gu pwithwughy
wnynwwyubph swihubipp, npnup ubpywjlwgywsd Gu wnnwwly 3-nwd: 2.9-nwd updwd L
pt  wrynwwlubphg npnup G hwuwnwwnu  (static), hull npnup  pwuwing
Ywiujwd(dynamic): MNpny hwdwlwnpgbip ogunwgnpdnd G pwlwint wwppbpwywu
pwndwgnuwiutin: Ophuwy, yhntin $wytiph wpénypubpp Ywpnn Gu $wyh dwubipp
dwolwagnb| wwppbp pwuwihutpny, wjuwhuny ndjwpwgubiny wupnnowlwu $wyh
wwwdwdlywagpnudp:  Wu  tywuwwynd qgbubpwgynd Gu  dh  pwuph pwthwughly
wnnwwyubp, wwppbp  pwuwhubpnd, uwlwiu  pwpdwgynd  Gu dhwit wju
wnynwwyubpp, npnup pwuwih G ywpnwwynw: 2.10 pwdhup 2-pn gifup wdthnthnuwiu
k:
Unynwiwy 3: (Gwithwughly wnynwwlubph swihbpp bW wuhpwdtion pwuwyp:

Unyntwlh inbuwlp 2withup wuhpwdbion pwuwyp  Cunhwtnip hhannnygjniip
1-hu thnip E — box 512 pwjp 16 8 KB

2-6 thnytiph E — box 128 4P 80 10 MB

7-nn thnih E — box 64 4P 16 1 MB

2 — PHT 128 up 320 40 MB

Upfuwwnwuph Gppnpp gqynifup uyppdwd b nbnuihnfunpjuu  pwgqiwunwdubph pw
hhdujws pwg pwuwhny pwithwughy dwdywgnpnipjwu hwdwlwnpght:

f(x)  pwqiwunwdp  Yynsyh  wbnwihnfunipjutu  pwqiwunwd, bl x - f(x)
wpunwwwwnlybpnwdp hnfudhwnpdbp £ GF(g) nwownnd f~1(x) pwquunwdp f(x)-h
hwlwnwpau b, el £( 1) = FH(fx) =x:
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F(x) = X1_gaux™ e GF(2) puquwunwunwdh hwdwp P(x) =3¥"_oa,x%" € GF(2™)
Yynskup npw gdwih 2-wungugywsd pwqiwunwd: GF(2™)-nwl  gnpdnnnigyniutbtipp
Ywwnwpynid Gu dnnnyny puwn g(x) € GF(2) yphdhwnhy pwqdwunwdh:
3.1 pwdhup udhpyws b huwswinpjwu-Ynipbnuu  Ynhwywnhwdwlwpgh  hwdwnnwun
uywpwagpnipjwup: fluwswnpwuph b Ynipbywuh hnnduénud ubipyuywgynud £ P(x)-h
hwlwnwpah' P~1(x)-h hwoydwl wignphpdp:
Lwdwlwpgp gnpdnud b hbwnlyw) Yepw'
e Pwuwint uwnbnddwt  twwwwynd, mubwing g&x),L(x),L;(x) qunuup
pwquwunwdubpp hwoyynid Gu hbnlyw| wpdbpubipp’

o Ry(x) =x"mod g(x), npmtin N = 2{(2k +1),i = 1,128,r = 2k + 1,k = 0,63:

o By() = (Ry(x): Lo(x) mod L(x)) @ Ly, (x), npbin N = 2{(2k + 1),

i=1128,r =2k+ 1,k = 0,63:

e m(x) pwqiwunwdh dwdwgpiwt hwdwp hwogynd £ P(m(x)) = c(x) mod g(x),
nphg htitnn pwthwughly hwadynid Gu htinnlyw| wpdtiputipp, npnup dhwuht Yuagdnud Gu
dwdlwghpp'

o R(x) - c(x)-h 128-hg thnpp wunwdubpp:

o XY By(x) - c(x)-h 127-hg dtié wunwdubph hwdwwwunwuwiuwu By (x)

wndtipubph gnuwpp:
o B= (by,by,..,be3), npntin by = 1, bl c(x)-h 127-hg Utd wunwdubph dbe
N = 212k + 1) wbuph wunwdutiph pwuwyp Ytuw § b 0 hwlwnwl nbwpnid:
e m(x) pwqiwunwdh wwwdwdywgnpdwu hwdwp (R(x), X By(x), B) wpdbpubiph
hhdwu pw hwoyynd £

128

RG) @ (Z By() @ ) by Li(x)> Lo()™ = (@) mod L(x),
=
nphg htiwin P~1(c(x)) = P71 (P(m(x))) = m(x) mod g(x).

3.2 pwdunw ujupwgpywsd Gu wignphpdh jwywgnuwubpp: Ljwpwgpywd hwdwlwpgh
ognwgnpddwu nbwpnud, P(x)-h npnpwyh wpdbpubph nbwpnud hwpdwyynnp, R(x)-h
wnpdtiph hhdwu ypw Ywpnn £ hubnpdwghw pwnb) m(x)-h tipwpbpju): Gtw wutubint
uwywwnwyny Yuwwnyby Bu hbnlyw| thnhnfunyeyniuubpp’

e Owdlwgpnipjwu  dwdwuwly  hwoyynd  F P(m(x) * x1%8) = c(x) mod g(x)
pwquwunwdp, nphg htwn unyu duny Ywnnigynwd £ (¥ By (x) , B) qnygnp:

o Uwwdwdlywgpnigjwu dwdwuwy (¥ By(x),B) qnygh hhdwu Ypw ybpwywugquynud
c¢(x)-h wpdbipp, nphg htin hwoyynid £ P~ (c(x) * x2*°™°) = m(x) mod g(x).

Ywpbh b uywpwnnb), np unp hwdwlwpgnw R(x) pwqdwunwdh Ywppp syw, pwuph np
c(x)-p sntup 128-hg thnpp wunwdubp, nph wpryniupnd udugnd £ dwdlwgph swihup,
uwlwyiu By(x) wpdtipubpp hwoyynud Gu k = 0,127-h hwdwp, hGnlwpwp wénd k

pwthwughly wnnwwlutiph swihup:
15



3.3 pwdunw pbpdwsd £ thnthnpujwd hwdwlwpgh Yhpwndwt pduwiht ophtwy, npp
Ywpnn £ oguwagnpdyb) Spwgpwiht wwywhnydwt phupwynpdwu hwdwp:
3.4 pwdhup udhpjwsd £ wignpphpdh wpwgugnpdnipjut pwpbjuwydwt twywwnwyny
hpwlwuwgyws hnthnfunipniuutipht: et [P(x)|-nY Upwuwybup P(x)-h wunwdubiph
pwuwlp, www P@m(x) - x*28)-p Yniubuw [P(x)| * Im(x)| wunwd, nwwh Y By(x)-th
hwoywnpydwt hwdwp Yuwhwuodh [P * [m(x)| hwwn pwqiwunwdwihu gnidwpnud, b
wu [P(x)] * Im(x)| gnpdnnnipniu wwhwugyh B yEhnnph hwodunldwu hwdwn: |B]-ny
Upwuwybup B ytlywnpnid 1-ph pwtwlp: Uwywdwsdlwgndwu gnpdnnnipjuu dwdwuwy
c(x)-h hwaywpyp Ywwhwugh |B| hwwnn pwqiwunwdubph gnidwpnid L;(x)-h wpdtipubiph
gnuwpdwyu hwdwp, b Jd6Yy pwqiwwywwnynd Ly(x)~t-ny, bGpb Le(x)™1-p Uwluwwbu
hwoyyt U wwhyty b Uww P~1(c(x)) - x2™° = m(x) mod g(x)-h hwojwpyh hwdwp
whwnp k£ hwoyb| c(x)zi—n pninp i = 0,127-h hwdwp, www dhdjwugny pwqdwwwunyt
wuhpwdbigin wpdtipubipp, npph hwdwp Yuywhwugdh 128 + [P71(x)| pwquiwunwdwihu
pwquiwwwinydw gnpdnnnigniu: Ywpbith £ ufunby, np P(x) = X0 a,x? U
m(x) = ¥, a,x’ pwqiwunwdubph hwdwp P(m(x)) = ¥, a,P(x?): Luwu Yupwnd,
bpb c(x) = Toax!, wyw P~(c(x) = Thoa P t(xh):
Lowtwlbup Bp(vy (x)-nY By(x) pwqiwunwdubiph gnuiwpp, npuinbin N-p P(x¥)-h npluk
pbtpdh  wuwmptwuu k£ Ywpbh b oulwwb, np mx) = Yo a,x?  pwqdwunwdh
dwdlwgpdwu pupwgpnd hwoydnn ¥ By (x)-p Yupbh ubplujwgub) hbnlyw| wnbupny’
n

Y B = Y auBpge ()

v=0
Uw tpwuwynd k, np v =0,127-h hwdwp Bpry (x) wpdbipubpp wjuwwbu hwoybnt
nbwpnud, ¥ By(x)-h hwoqupyph hwdwp Yuwhwugyh punwdbup |m(x)| gnpdnnnipniu:
Snipwpwtgnip P(x¥)-h wanbignigniup B Ybhwnph Ypw unyuwbiu Ywpnn £ uwjuwwbiu
hwodwpyyb, npp wpryniupnud B yGYunnph wipdtiph hwodwnyp unyuwbiu Yuwhwugh
[m(x)| gnpdnnnignit: Uwwdwdugpdwt dwdwuwly P~1(x!)-h wpdbpubiph uwluwwtu
hwoynwip pninp [ = 0,127-h hwdwp pny § wwihu hwayt) P~ (c(x))-p punwdbup |c(x)|
gnpdnnnipjwdp:
3.5 pwdunw ptipdwsé £ wignphpuh wujnwugnipjut wuwhgp, dwulwynpwwtu dh
owpp htwpwynp hwpdwynwiubph tywpwgpngyniup: Snyg £ wpdws, np niubuwing
By (x) pwniwunwdubph wpdbpubipp huwpwynp sk hwodb qunuup g(x), L(x) Yud
L;(x) pwquwunwdubph wpdbpubipp: Snyg £ wmpdws, np juwdwjwlwu By (x) b g(x)-h
hwdwp huwpwynp £ punpbp L(x) U L;(x) wjuwbu, np unwgywd wpdbtipubipny
Yunnigywd By (x)-tpp hwdwwwwnwufuwubu npdwsd wndbputiphu: Uuwhuny wuhtwp
b niubuwny By (x) pwquwunwdubpp qunub| g(x)-h wpdtipp:
3.6 pwdunu uwpwagpyws E wignpppdh C++ hpwlwuwgnup: Mwwnlbp 6-nd pbipud
E hpduwlwu hunbpdbjuwihu  “Cryptor” nwup, npp wpwdwnpnd £ pwithwughy
wnnwwyubph  unbinddwu, Swdlwgpdwu U wwwdwsdlwgpdwu  Iniuyghwubpp:
Muwnytp 7-nd pbipdwsd “PolynomialModuloMultiplier” nwup Yhpwnynw Lt ownhdwy
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Ytpwny pwqwdwunwdubph pwqiwwwwnlydwu hwdwp, dnnnyny pun twluwwbu
npnaqwd g(x) pwqdwunwdh, npng twfuwwbu hwyjws wpdbputiph dhongny:

| Cryptor A |
Class

= Fields

o]

g
g_multiplier
L
L_multiplier
LO
LO_reverse

Ls

P

P_inverse
P_inverse_applied
whitebox
x128_reverse

= Methods

apply
apply_P_inverse
blackbox_decrypt
Cryptor

eooeoz et LCENCEE

whox_encypt

Muwnytip 6: “Cryptor” nwup:

| PolynomialModuloMultiplier A |
Clzz=

= Fields
‘i'a degs
Ela 9
@ .

= Methods
@ mult

@ PolynomialModuleMultiplier

Muwnytip 7: “PolynomialModuloMultiplier” nwup:

3.7 pwdunw pbipdwé tu hht U unp hwdwlwpgbph b dpgwlhg RSA hwdwlywngh
wpwgwgnpdnipjwu  wnwiutpp:  Puswbu  Gpunwd £ wnnwiwy  4-hg, dh  wpp
owywhdhqughwutiphg  htwn  wignphpdp  Swédjwgpdwu U wwwdwdywgpdwu
gnpdnnnipjnibubipp wpwguwgt] U dnin 2.9 wuqwd  hwdbdwunwd  uygpuwywu
Fuwswuinpwu-Ynipnuu hwdwywnpgh hbwn: enihnfujwd hwdwlwpgp twl dnn 3.75
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wugwd  wpwg £ RSA-2048 wgnphpdhg  Swoélwgpdwu L 133 wluqud
wwwdwdlywgndwt gnpdnnnipniuubinh Yypw: 3.8 pwdhup Gppnpn gifuh wdthnthnwdu

Unyniuwy 4: Upwguwgnpdnipjut swihndubpp dhihwjpywuubpny:

Owdwgpnid Uwwdwdwagpnud
Fuwswwnpwu-Yyniptinw 0.094 0.12
Pnihnfujwd wignphpd 0.032 0.041
RSA-2048 0.12 5.46
RSA-4096 0.64 16.1

4-pn qiunid phipdwé £ owpluwwnwuph  hhduwlywu  wpryniup  hwunhuwgnn Gpyne
pwthwughy wgnphpdutph «Nwuppthpnp» puytipnipjwu  dwdlwgnpjwsd wdwwjhu
wnjuiutiph ypw thunpdwt hwdwlwnpght hunbgpdwt dwupwdwuubpp: LYwpwgpyws
Gu hwdwlwpgh hhduwywu gnpdnnnieyniubipp, npnup Gu hwodh uwbindnudp, $wyh
wybjwgnuip, gugnudp, thunpnudp wybjugdwd dwjtiph Ypw b Puyh Yhundp wy
ogwnwwbintph  htw: Safer+h  pwthwughy ppwlwtwgnwip  Yhpwnynwd £ dwyh
wybjwgdwu U hunpdwt gnpdnnnigniutbpnd’ Mwnlybp 7-nd wwwnybpdwsd ninhn
hwlwnwnd huntipuubiph Yunnigdwt U npwug hhdwu ypw thunpdwu hwdwp, huy pwg
pwuwihny Swdlwgpdwu wignphpdp’ w) oguwwbpbph hbwn  duynd  Yhudbne
gnhpdnnnipjwu dby:

Owdywgnywd fia-Uliph
fia Owdlwgpyws hhduwpwnbp
hhduwpwnbip gniguwy
1 Ewp(W1), Ewg(Wg), Ewip(Ws) Ewp(w,) 1,2,n
2 Ewps(W1), Ewg(We), Ewp(Ws) Eyp(w) n
n Ewg (W), Ewg(wy) Ewg (W) 3,15
(@) Ninhn phunbpu (b) Kwywnwné huntipu

Muwuwnybip 8: Ninpn L hwlwnwpd hunbipuubipp:

huswbu Gpunw £ Mwwlybp 8-hg, ninhn huntipup pny| b wwjhu npdwsd hwdwph $wyh
hwdwp guub] Swynud Gnwd hhduwpwnbph dwdywanbpp, huy hwywnwpsd hunbpup'
jntpwpwgnip Swoélwagpywd hhduwpwnh hwdwp gtk wju $wybpp, npnugnud Yu
nYjwi pwnp: Uuwhuny, hwlwnuwnpé hunbipup ogunwgnpdynud k thunpdwu, huy ninpn
huntpup  $wjh hbnwgiwtu dwdwuwly: Bwihwughy Sdwdlwgnptph  Yhpwnnwip
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huntipuubiph Ywnnigdwu dbe pny; £ wwjhu wwwhnyt] hwdwlwpgh wuhpwdtion
wpwagwgnnpdnieniup:

uchiusuuLh <pULuluut ur3nruevere

1. Nuwnuwiuwuhpybi| Gu gnjnigyniu niubkignn pwithwughy dwdlwgnpnipjwt hwdwywpgbpp
W uwbndytiy b SAFER+ uhdbinnphl Swélwgpniejwt wignphpdh unp pwthwughy
hpwlwuwgnw, npp wudwwug £ wy pwihwughy Swdwgpnipjwt  wignphpdubtiph
uywwndwdp hwonnnipjwdp Yhpwnjwd hwpdwldwu depnnutiph twwndwdp [1-2]:

2. Pwpbjwyyb) £ wbnwipnfunipjwu pwqiwunwdubph Jypw hpdudwsd pwg pwuwihny
pwthwughy dwdlwagpnipjwu fuwswnpjwu-Yynipbnwu hwdwlwpgh wuywnwugnigniup
U wpwqwagnpdnipintup [3]:

3. bpwhwugyty Gu dbpp upqwd 2 pwihwughy Swdywgpnygywu  ufubdwubpp
hpwlwuwgunn gpwnwpwuutp C++ |Gqyny, npnup huwnbigpytp Gu «Nwtppthpenp»
puybipnipju Swolwgnpywd wdwwihu wdjwiutiph ypw thunpdwu hwdwlwpght:

ustuuklnunirfe-3UL fFEUU3NY STUG 4UD <NHJuUoLEre
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Martun Karapetyan
White-box cryptography and applications
ABSTRACT

Conventional encryption algorithms are designed to be secure in the “black-box” attack
context, i.e. the attacker has access to the input and output of the encryption algorithm, but
cannot observe the intermediate values generated during the software execution.

Yet in some cases, the encryption algorithm runs in a hostile environment, where the
attacker can see not only the input and output values but also has full access to all the
intermediate values generated during the software execution and can change the execution
at will. This means that an attacker can easily analyze the binary code of the application, and
the corresponding memory pages during execution; the attacker can intercept system calls,
tamper with the binary and its execution; and use any kind of attack tool such as IDA Pro,
debuggers, disassemblers, emulators, etc. Any cryptographic software running on these
type of devices is operating in the white-box attack context, and conventional black-box
ciphers don’t provide the necessary level of security for these devices.

White-box cryptography algorithms are based on the black-box algorithms, but instead of
directly using the secure cryptographic key, the encryption algorithm uses special look-up
tables which are built based on the key. All the operations are performed using these tables
in such a clever way, that the attacker having access to all the tables and being able to
observe the process of each encryption operation and even modify it at will, is unable to
extract the cryptographic key used for the construction of the tables.

White-box cryptography is used in several commercial products such as Digital Rights
management applications, Oblivious transfer protocols, search over encrypted data and as a
fast alternative to public key cryptography.

The first white-box implementation of AES block cipher was presented by Chow, Eisen,
Johnson and van Oorschot in 2002, which was effectively attacked by the BGE attack
presented by Billet, Gilbert and Ech-Chatbi in 2004. Later several white-box
implementations of AES block cipher were presented, but all those ciphers were effectively
attacked by different modifications of BGE attack, and attacks based on collisions in the
output values of the tables. This creates base for research to build a secure white-box
implementation of a block cipher.

The main objective is to design a secure white-box implementation of SAFER+ block
cipher, resistant to modifications of the known attacks and to improve security and
performance for public key encryption scheme designed by G. Khachatryan and M.
Kyureghyan.
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Scientific Novelty
e A novel white-box algorithm was created based on Safer+ block cipher [2]. The
general security analyses of the cryptosystem were presented, including comments
regarding resistance to the widely successful BGE attack.
e The public key encryption algorithm based on permutation polynomials was modified
for improved security and performance. The algorithm uses white-box reduction for
encryption operation [3].

Integration: Based on the results of the research a white-box algorithm based on Safer+
and another white-box algorithm based on permutation polynomials were implemented and
integrated into SkyCryptor’s secure search engine.

Practical Significance of the Results

The Safer+ white-box presented in this dissertation can be used in different digital right
management systems, including video-on-demand services and applications requiring
distribution control for protected content playback. It can also be used in secure search
schemes and in oblivious transfer protocols, which are playing an essential role in secure
multiparty computation protocols. The improved public key encryption scheme based on
permutation polynomials can replace conventional public key systems like RSA, Diffie-
Helman or Elliptic curve cryptosystem, resulting to significant performance improvements.

Provisions Presented to the Defense
e A novel white-box algorithm based on SAFER+ block cipher, secure against the
widely successful BGE attack [2].
e An improved public key encryption scheme based on permutation polynomials with
white-box reduction on encryption procedure [3].
e  C++ libraries which implement the novel SAFER+ white-box and the new public key
system based on permutation polynomials.
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Kapanetan MapTyH Mukaenosuy
Mpo3payHble KpUNTOCUCTEMBI U UX NPUMEHEHUA

PE3IOME

CraHpapTHble KpunTorparmyeckme aaropuTMbl paccuuTaHbl Ha NPUMEHWE B 3alLULLLEHOM
cpefie B KOHTEKCTe “YepHOro AlMKa” rae aTakylowuil BUAUT BXOAHbIE U BbIXOAHblE JaHHble
anroputMa HO He UMeeT [OCTyna K TpPOMEHKYTOUYHbIM 3HAYEHUAM TeHepupyeMbim
anroputmMoM. Ho B HEKOTOpbIX Cy4asx anroputm LuMppoBaHnA paboTaeT B He3alLWLLEHON
cpepe, TAe aTakyloLWMii MOMeT MCMonb3oBaTb pasnuuHble Aebarepbl, Ausacembrepbl w
3MyNATOPbI ANA YTEHUA CTPaHUL, NamMATU YCTPOICTBA MM U3EMEHEHWA MPOrpamMHOro Koja
anroputma. Takum obpasom aTaKylolimii MnonmyyaeT [JOCTYN KO BCEM MPOMENKYTOYHbIM
3HaYeHWAM reHepupyembiMu anroputmoM. CraHpapTHble anroputMbl LWKUpPOBaHUA He
pacuuTaHbl A paboTbl Ha TakuX YCTpOWCTBax, YTO MPUBENO K CO3JaHMIO MpO3payHblii
KpunTtocuctem. Mpo3payHble anropuTMbl WWPOBAHUA CO3JAlOTCA Ha OCHOBE CTaHAAPTHbIX
aNropuTMOB, HO BMECTO KtO4a WCMOMb3YIOTCA TaKk HasblBaeMble Npo3payHble Tabnuupl,
KOTOpble CO3[JAlOTCA Ha OCHOBe Kntoya. Tabmuubl CO34aloTCA CheunanbHbIM CMocoboMm,
4TOObI aTaKytoLLMiA, UMEIOLLMIA MOMHBIA JOCTYN Kak K camum Tabnuuam, Tak U KO BCem
3HaYeHVAM, CO3JAKOLLMUMCA BO BpeMA paboTbl LUMPPYIOLLErO aaropuTMa, He MOMET U3BeYb
KaKkyto 6o MHhopMaLMIO O 3aLLULLLEHOM KItOYe.

BnepBble npo3payHblii anroputM LWKMpPOBaHUA OCHOBaHbI Ha CUMETPUYHOM anropuTMme
AES 6bin cozpan B 2002 ropay, koTtopblit 6bin ycnewwHo atakosaHd B 2004 ropy artakoit BGE,
KoTopas ucnonb3yeT rpynny Tabnuu, KoTopble BMecTe (DOPMUPYIOT OAHY CTafHUIO
wudpposaHua AES. B nocneacteum 6binv cospaHbl pasnvyHble MOAMdUKaLuMM anroputMa,
HO K COManeHuto Bce OHM ObInn yCneLuHo aTakoBaHbl pas3uyHbIMU MOAVUKALMAMM aTaKu
BGE, a Takxe 6onee 3heKTMBHbIM M MPOCTbIM METOAOM Mojbopa COBMafeHWt cpeau
BbIXOAHbIX 3HA4EHUI HEKOTOPbIX MPO3payHbIX TabnuL,.

Llenbto auctepraumm ssnAetcA paspaboTka Mpo3payHOro anroputma  LIMposaHuA
OCHOBaHOro Ha cumeTpuuHom anroputMe SAFER+ a Tak e ycosepLueHCTBOBaHWe
6e30MacHOCTM U MOBbILLEHWE CKOPOCTM paboTbl anroputMa LUMCPPOBAHNA C OTKPbLITbIM
K/IOYOM OCHOBaHOM Ha TaK Ha3blBaeMbIX MEPeCTaHOBOYHbIX MHOroufeHax cosgaHblii .
XavatpaHom u M. KroperaHom.

Hayuynaa HoBu3Ha

e PaspabortaH HOBbIi Mpo3payHblii  aNrOpPUTM  LIKEPOBAHWUA  OCHOBaHbI  Ha
cumeTpuyHom anroputme SAFER+.
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e bBbina ycoseplueHcTBoBaHa Oe30nacHOCTb W MoBbllleHa 3PEKTUBHOCTL paboTbl
anroputMa LWMUPPOBaHUA C OTKPbITbIM KIOYOM co3aaHblii . XauaTpaHom u M.
KroperaHom.

Bueapenne

CospaHble anroputmbl 6binnm Heapenbl B cuctemy SkyCryptor, npepHasHaueHHoro pans
XpaHeHuUA 3almdpoBaHbIX AaHHbIN B obnayHbix xpaHunuwax Dropbox u Google Drive, c
BO3MOMHOCTBIO MOUCKA U AeneHnA faiinamm ¢ Apyrumn nosb3oBaTenaMu.

I'Ipau'ruqecuaﬂ 3HAYMMOCTDb NMOJTy4Y€eHHbIX pe3y/lbTaToB

PaspaboTaHblii  anroputM Npo3payHoro LWWGPOBaHUA OCHOBaHbIi Ha CUMETPUYHOM
anroputMe SAFER+ moxeT 6bITb ncrnonb3oBaH B LUGPOBbIX CUCTEMAX yrpaBleHUs npasamu,
TaKUX Kak OHnaiiH BMOEOMPOKaT U CUCTEMbl KOHTPONMPOBaHUA AOCTYMa K 3allvLLEHbIM
Buaeo dpaiinam. Takumn cuctemamm apnatotca ITunes, Amazon Videos, kotopble He MoryT
cylecTBoBaTh 6e3 anropMTMoB Npo3payHoro wudposaHua. [pyrum BaxHbIM NpUMEHEHNEM
anroputMa ABAAIOTCA MPOTOKOMbI CEKPETHOW Mepefayn, KOTopble UrparoT BaHENLLYyo posb
B MPOTOKONax yAaneHHoro BblyncneHna yHkumii. ObbIYHO NPOTOKONbI CEKPETHON Nepeaayun
6b1IM OCHOBaHbl Ha anropuTMax LWUPPOBaHUA OTKPbITbIM KIHOYOM, 3aMeHa KOTOpbIX Ha
Mpo3payHblii anropuTM yBenuuuna CKOpocTb nepejayu, cenas BO3MOMMBIM MpaKTUYecKoe
NpUMeHeH1e NPOTOKOOB.

C yBenunueHnem KonmyecTBa AaHHbIX XPaHALLMXCA Ha obnayHbIX XxpaHunuLLax, Bce bonblue u
6onblue KOMNaHWiA Hy}KalOTCA B CMCTEMe MOUCKa Ha 3atumdposaHbix dhaiinax. MpospayHble
anropuTMbl WNPPOBaHUA ABMAIOTCA BaXHOM 4YacTblO TakUX CUCTEM, W pa3paboTaHbilii
anropuT™M Mpo3payHoro WncpoBaHnUA ocHOBaHbI Ha SAFER+ MOMeT NpUMEHATbCA B Takux
cuctemax. Takwe BaHO MMeTb (PyHKUMIO AeneHus 3awumdposaHbiM aiiiom ¢ Apyrumu
nonb3osaTeNAMA, A€ MOMET WCMONb30BaTbCA  YCOBEPLUEHCTOBOBaHbI  MPO3payHblii
anropuTM C  OTKPbITbIM  KIHOYOM. YCOBEPLLEHCTOBOBAHbIN MpO3payHblii - anroputm ¢
OTKPbITbIM K/IOYOM TaKiKe MOMET CNyXUTb Kak ObiCTpas anbTepHaTMBa CTaHAAPTHbIM
anropuTMam WNQpPOBaHUA C OTKPbITLIM KIHOYOM.

Honox(emm, BBIHOCHMBIE HA 3aIUTY

e HoBbiii npospayHblii  anroput™  WKWPOBAHUA OCHOBaHbI1 Ha CUMETPUYHOM
anroputme SAFER+ [2].

e  YcoBeplUEHCTBOBaHa BepPCUA anroputMa LIKPOBaHMA C  OTKPbITbIM  KIOYOM
OCHOBaHOM Ha TaK Ha3blBaeMblX MEPECTaHOBOYHbIX MHOroufeHax co3gaHblii I.
XauatpaHom u M. KroperaHom [3].

. C++ 6bubnunorekm peannsyroimne cospaHble Npo3payHbl€ aifOPUTMbI.
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