<< 3UU hLHNPUUShYUSP Y UdSNUUSUSUUL MMNPLBULENh
hLUShSNhS

Lursy vuvunuh eu<LHUL3UL

AuU1ISLhL GELErUsLN1 UusLuuNUPUHUL SUUULYUrGh
hLHNPUUSPNL-SEUULUUL <ESURNSNR@E3NRL b4 LNM ®UfdE@h
Uucuunhu R UbRUYU3rh <UUUN

5.13.04 - «Cwoynnulwu dbptuwubph, hwdwihpubph, hwdwYwnpgbph L
gwugtiph dwebdwunhlwlwu b Spwapwiht wwwhnynwi» dwutwghwnnypjudp
nbfuuhywywu ghwnipiniuubph phluwsdnth ghnwywu wuwnhbwuh hwygdwu

wwnbUwfununyejwu

usuuahr

bpluwt - 2016

UHCTUTYT NPOBIEM UHPOPMATUKN N ABTOMATU3ALIMA HAH PA

HAPEK CAMCOHOBWY MAANEBAHAH

MHPOPMALLMOHHO TEOPETUYECKMNIA AHAIM3 BUOMETPUYECKOIA
CUCTEMBbI C TEHEPUPYEMbIM CEKPETOM U CO3[1AHMUE HOBOIO MOAYNA
AJNA CPEObI R

ABTOPE®EPAT

AMccepTaLnm Ha COMCKaHWUE YYEHOIN CTEMEHN KaHanaaTa TEXHUYECKUX HayK Mo
CreumanbHoCTn
05.13.04 -“MatematuyecKkoe 1 nporpammHoe obecrneyeHne BblYMCIUTENBHbBIX

oy

MalluH, KOMNJIEKCOB, CUCTEM U CETEU

EpesaH - 2016



Unbuwfununipgjwt  pbtdwu hwunwwndl, £ << qUU bubnpdwunhluh L
wywnndwwnwgdwu wpnptdubph huunhnnunnud

Shunwlwu nbhwduwp' $hq.dwpe.ghwn. nnlwinp U. 6.<wpnipjniujwu
Muwownnuwlwu punnpdwfunuubp'  $hg.dwp.ghw. nnywnnp L. P.Uwpwugjwu
wbfu.ghwn. pbluwdnt U.L.Synipojwi

Unwowwnwp Yugdwlybpwnygnit'  Lwjwuwnwuh wqgwjhu wnihnbfuuhywywu
hwdwjuwpwu

Mupunwwunpyniup - Yuwjwuwint £ 2016p. hnwhuph 10-ht dwdp 17:00 << GUU
hubnpdwwnpywih b wywnndwwnwgdwt  wpnptdubph htunhnnunnud gnpdnn
037 «hupnpiwwhw U hwoynnulywu hwdwlwpgbp»  Jwutwghnmwywtu  funphpnh
upuwnud hbnbyw| hwugbny' Gplwu, 0014, M. Ulwyh 1:

Uwnbuwfununipjuup Yupbih £ Swunpwuw) htunhnnunh gpunwpwuntd:
Utindwghpu wnwpywd £ 2016pe. dwjhuh 10-hu:

Uwutwghwwlwu funphpnh ghnwwu q{{_fq,,
pwpuintnup, $hq.dwp.ghn.nnyuinp ‘ M/@ <. S, Uwipnifuwtywu

Tema pucceptaumu yreepiaeHa B HcTuTyTe npobnem nHdopmatnkm n asTomatusauum HAH
PA

HayuHblii1 pykoBoguTens: JLOKTOp ¢hu3.-MaT.HayK M.E.ApyTioHaH

OdmumanbHble ONNOHeHTbI: JLOKTOp (hU3.-MaT.HayK I.B.MapaHpxan
KaHauaaT Tex.Hayk M.K.Ttoppxsan

BepnyLuan opranusaums: HaumoHanbHblii  MonutexHuyeckuii YHusepcutet
ApmeHum

3awmTa coctoutca 10-ro utona 2016r. B 17:00 Ha 3acepaHuu cneuyanusnpoBaHHOrO coBeTa
037 “Uncbopmatnka n BbluMcanUTENbHbIE cuctembl” B UHCTUTYTE npobnem MHopmaTUKK 1
asTomatusauun HAH PA no appecy: 0014, r. EpesaH, yn. . Cebaka 1.

C pmccepraumeii MoxHo o3HakomuTca B bubnuoteke UMNA HAH PA.
ABTopedpepat pasocnaH 10-ro masa 2016r.

YueHblii cekpeTapb Cneumanv3npoBaHHOro A0
coBeTa JOKTOp ¢pu3.maT.HayK 7 A. T. CapyxaHsH



uchuusSuuLeh LLIKULNR PLNNMIUGH ML

@tdwjh wpnhwlywunipyniup

dbipohu nwphubipht wujunwugnipjut dhongubtiph dowlydwtu Yuplnp pwdhtu £
Yuwauinuw  Yeuuwswhwwu  ndjuiutph Jpw  hpdujwd pwqiwquu  hwdwlwnpgbiph
htinwgnunnuip: YELuwswhwlwu wudunwugniyuu hwdwlwpgbpp hhduynw Gu dwpnnt
Phahywlwt  Yud  Jwppwqdwiht - punypwgphgubiph Jdpw,  huswhuhp Gu  nbdpp,
dwwnuwhbwnpbipp, dwjup, wsph guwugwpwnwuep, wpntwwnwp wunpubpp, pwjywdpp
W wyu: Ybuuwswhwlwu ndjuiubph wnwybnyeniup wjwunwlwu  dwdlwgndwu
dhongubiphg Yuwjwunwd £ upwunud, np npwup Gqulyh unyuwgnighsubn Gu wudh hwdwp?,
npntip sh Yupbih Ynpguti Yud Yendt): Uwluwju dhwynigniup hp htippht unp fuunhputip
£ wnwowgunwd, pwuh np wuhpwdbonnypwu nbwypnud  YEluwswihwywu ndjwiubpp
huwpwynp sk hnfubp Wu  wpnplbdubpp unhwynud Gu nhwwpytp wybih  pwpn
hwdwywpgbpp:

Swuljugws Ytuuwswihwywu hwdwYywpg hubnpdwghnu-inbuwlwu
wbuwuyniuhg Ywpnn £ wwwhndb)p dhwjt qununupnigjuwu  npnawyh  dwlwpnwy:
Yhpwnnigyniuubiphg Ywjuws nhunwplyynd Gu YEuuwswhwwu unyuwlwuwgdwu b
qunwuphp glubipwgunn wwppbp dnnbubp: Snipwpwugnip dnnbih hwdwp wnweht
Yuwplnp futnhpu £ npnob unyuwwuwgdwt Yuwd qununupph hwuwtubh wpwgnigyniup:
hu$npdwghwih wbunyejwu Gpypnpn fuunhpp hnwwihnyejwu $nuyghwjh hbwnmwgnunnudu
E: Wu hptiuhg ubipyujwgunud £ hhduwywu punipwgnphsutiph (qunuuhph wpwagniejw,
hnwwhnyejw, ufuwip hwlwuwlwunipjwu, wpwwhnuph wnwagnypjw)
thnfujuwwwdnipniup - wpwnwhwjinnn pniuyghwu b punhwupwgund £ jwdwgnyu
hwuwublh  wpwgnigywu  qunwthwpp:  Wu  $niuyghwih  nwnwuwuppnigyniup
pwywlwuhtu pwpn fuunhp k, npw dwupt b Jyund wju thwuwnp, np unyupuy
wwpqwagnyu punhwwn wnwug hhonnnipjut Yuwninnt hwdwp  $niuyghwih G2gnhn
wnbupp hwynup sk, hwonnyntd k gl dhwju ybphtu b unnphu guwhwwnwywuubpp*:

Pwgh wbuwlwu hGwnwgnuingniuubph pwpnniginiuhg wnwye &u quihu twl
unwgywsd wmbuwlwu  wpryniupubph  Yhpwnnipjutu  nddwpnigyniuubp,  pwuph  np
unwgywsd  dwpbtdwwnhjwlwt  pwuwdubpp nddwp  hwpdwpytih Gu: Wuwhuny,

1 A. Jain, R. Bolle, and S. Pankanti. "Biometrics: Personal Identification in a Networked
Society", Kluwer Academic Publishers, 1999.
2 R. Clarke, "Human identification in information systems: Management challenges and
public policy issues.", Information Technology & People, T. 7, pp. 6-37, 1994.
3 T. Ignatenko and F. Willems, "Biometric security from an information-theoretical
perspective,” Foundations and Trends in Communications and Information Theory, vol. 7,
no. 2-3, 2012.
4 E. Haroutunian, M. Haroutunian and A. N. Harutyunyan, "Reliability criteria in information
theory and in statistical hypothesis testing,” Foundations and Trends in Communications and
Information Theory, vol. 4, no. 2-3, 2008.
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udwuwwhw hwouplubp hpwlwuwgunn dpwgpwiht dhongh dowynwip wpnhwlwu
fuunpn t:

dbipoht wmwphubiphtt wpwg qupquund £ R dpwgpwynpdwu dhowdwypp, husp
wwydwuwynpdws £ dh owpp wnwybinyeniuubpny®: R-p wndjujubph hwjwpwgpdw,
yhbwlwgpwywu hbwnwgnnnipniuubph,  dwdwuwywiht  gwppbiph  ybpindnigyw,
dwpebdwwnhlywlywu hwoywplyubip hpwYywuwgubint L hwidwwwuwwufuwu
goéwwwwnlybpubp Yunnigbint dhowduwp £: R-p ogunwgnpdnnht inpwdwnpnid £ wiwppbip
huwpwynpnipjniuubp yhbwhwgpwywu qdwihu U ny qéwiht  dnnbwynpdw,
dwdwuwlwyhu owppbph ybpndnipjw, nyjuiutiph nwuwlwnpgiwu,
Ylwuwmbphqughwih hwdwp: Wu Ywpnn £ tywunbp bwbe hubnpdwghwih wbunypjuu
pwpn  pwuwdubph hwydwpydwup, pwuh np wn pwuwdubpnWd  wwhwugynud  k
nhwnwpyb) 46§ pYny pwtunwiutin: Uwlwju R-nd gnjnigyniu niutignn hubnpdwghwyih
wbunipjut thwpebep hpwywuwgunw tp uwhdwuwthwly gnpdwnnyputip: Nwwnh fuunhp
npytig dowytip wdbh Ywuwwpbiugnpdywd unp thwpbp hudnpdwghwh wnbunygjut
fuunhpubph NWddwu hwdwp:

Lhnwgnuinieyut tywwmwyp

Wuwwnwuph twywwnwlu £ hupnpdwghwih wnbunypjwu $niuyghwubiph pwpn
hwoywplubph hpwlwuwgdwu hwdwp dowyb) unp hwpbp R dhowdwiph hwdwn: Uju
hpwlwuwgubint hwdwp  fuunhp npdbg  hudnpdwghwh-inbuniygjwu  mbuwuyyniuhg
htwnwgnunb] npwbu Yppwnwlwu ophtwly' qunuuhp gbubpwgunn Yeluwswhwywu
dnnbih hhduwywu puntpwagnhsutiph (qwnwunuhph wnwgnLpjwu, ufuwih
hwjwuwywunypjwu  gnigsh  Ywd  hnwwihnyejwt,  wpunwhnuph  wpwagnejw)
thnfujuwywsdnipiniut wpunwhwjnnn $niuyghwubpp:

LEnwqgnndwi opjkljunp

Nwnwiuwuppnigwu opjtiynubipu U YEtuwswihwwu unyuwwuwgdwu dnnbih
E-hwuwubih  qunuuhph  wpwgnipjut  $niiyghwu, npp  hwuwubih  qunuthph
wpwgniejwu punhwupwgnwiu k, phuswbu twl R dhowdwipnd unp  thwebpubnh
untinddwu ulygpnwupubipp, C++ Spwgpwynpdwu |Ggyny R-nd unp  thwpbpubph
hunbtgpnuip b pwgdwhnupwiht  wgnpppdubiph  wofuwwnwuph  wwwhnydwu
huwpwynpnieyniutbipp R dhowywypnud:

Chwnwgnundw dkpnnubkpp

Unbuwfununigjwt  dbg  Yhpwnynd £ hubnpdwghwih  wbunyeyniup:
Oguuwgnpdynid Bu R-nud C++-h gpunwpwuubph huinbigpdwu dbpennutipp, NVidia CUDA
wbfuuninghwjh® gpwnwpwuh Yhpwndwdp gpudbphlulwu pwpnp hbn wotluwnwuph
dtipnnutip, huswybtiu bwl Yuuwbpnd gnpdwplydwt hwdwnp  OpenMPI pwg dpwgpwjht

5 D. Smith, "The R ecosystem," in The R User Conference (useR!), 2011.
¢ Nvidia CUDA Technology, http://www.nvidia.com/CUDA
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Yynnny gpwnwpwuh’ pwpn ndjuubph whwbph Yunnigdwu depnnubn:

Chnwqgnuinipeyu ghnwlwt unpnypp

1. Guwnuuhp gbubpwgunn YGuuwswihwywu dnnbijh hwdwp Yunnigyl) Gu E
hwuwubh qunuuhph wpwgniejwu unnpht b 4bipht qguwhwwnwywuubpp,
npnup, Gpp E - 0, hwdpulund bu U hwjwuwpynwd LU hwuwubh
gqunwuuhph wpwgnyejwu htw:

2. UbpYuwjwgyby £ thnhnfubiih hnwwhnigjwt wunhéwtu niubgnn qununuhp
gbutipwgunn YEuuwswhwlwu hwdwlwnpgh dnntj:

3. Upwyyby £ hubnpdwghwih nbunipjuu pwpn $niuyghwubph hwoduplutip
hpwywuwgunn unp dnnny R dhowdwph hwdwn:

4. Uwydws dnnnip wwwhnynud £ hwaqupyh tpbip mbuwyh gniquhbnwgdwu
huwpwynpniginiu b pnyp E wwihu thnthnfutip gniqwhbnwgdwt  nbuwyp
hwqwnyh pupwgpnu:

5. Quwpbpnu pwqdwhnupwjunipjw htin wnusynn fuunhpubiph (nédwu hwdwn
wnwownplyybty bu thwhwupubph (locks) L thwyninhubiphg (deadlocks)
funwwihdwu defuwuhqdubp:

Uwnwgywé wpryniupubph Yhpwnwljw tywuwlynipyniup

Uowldwd dnnnyp huwpwynpnigyntu £ wiwhu hwoybint ng dhwju Eunpnwhuw,
wnwpwdhwnnyeniu, dhoht thnjuwnwnd hubnpdwghw, wy twb win $niuyghwubph
thnppwanyu wpdtipubipp, pun npnawlh wwjdwuubph:

Unnnyp wnwowpynd £ gniquhbnwgdwu 3 huwpwynpnieynit’ gniquhbinwgnud
wbnwiht wpngtiunph dhongny (CPU whw), gniqwhbnwgnd gpuwbhlulwu pwnuinp
dhongny (GPU wnhwy) b gniquhtinwgnud Yjuwuwntiph dhongny (MPI inhwy):

Unnnyp Yupnn £ Yhpwnyb) hupnpdwghwih mbunipjut dwutuwgbnubph Ynndhg
dh 2wpp pwpn $niuyghwubip hwodwpytiine hwdwp:

Lkpnpnudubp

Uowlyws thwpbpp wugh| b thnpdwpuunipiniu «CRAN team» W «R Foundation»
hwuduwdnnnyutiph Ynnuhg b ubipnpyt| £ R dhowywjph «The Comprehensive R Archive
Network» thwptiputinh wnfuhuh ywownnuwlwu guugnui:

NMuwyunywunipjuu ubpYuyugynn hhpduwlwu npnypubpp
¢ Sunuupp gliubpwgunn Yuuwswihwywu dnntih hwdwp Yunnigyb tu E-
hwuwutih gwnuuhph wnwagntjwu unnphu L ybppu

7 Gabriel E., Fagg G., Bosilca G., "Open MPI: Goals, concept, and design of a next
generation MPI implementation,” in Proceedings of 11th European PVM/MPI Users' Group
Meeting, Budapest, Hungary : pp 97-104, 2004.
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quwhwwwlwuubpp, npnup thnpp E-Gph nbwpnid hwdpulund 5u L
hwjwuwpynuw Gu hwynuh hwuwutih qunnuhph wpwagnyjwu hbwn:

e ULbipyuwywgyt £ thnthnfubijh hnwwhnigjwu wunhéwt niutignn gununupp
ghubpwgunn YEuuwswihwlywu hwdwywngh dnnb:

e Upwyyty £ unp thwpbe R dhowdwiph hwdwp, npp hpwlwuwgunud
hudnpdwghwih mbunygywu pwpn $niuyghwutiph hwownpyubn:

e  Qupbpnwd wpdtp Gu hwquplyubph hpwlwuwgdwu bGpbp  nbuwyp
gnigwhbnwgdwu  huwpwynpnyeyniuubpn’  gnigwhbnugnd  wbnujhtu
wpngtiunph dhongny (CPU wnhwy), gniqwhbinwgnid gpnwdhlwlwl pwnuinh
dhongny (GPU wnhw) U gnigwhbinwgnid Ywuwntiph dhongny (MPI inhwy):

e  Puwpbpnu pwqiwhnupwjunyjwu hbtwn wnugynn fuunhpubiph Nédwu
hwdwp  wnwownyyky Gu  thwlwupubiph  (locks) L thwyninhubiphg
(deadlocks) funwwthdwt dbfuwuhqdubp:

Uypnpwghw
Uwnblwfununigjwl wpryniupubipp gbynigyt bu'

e  Jwjjwywu dwpbdwwhlwlwu dhniypjut uunwopswunid, Gplwu, 2014
c3

e GMUP 80 wdjwyhu udhpwd hwupwwybnwlwu ghwnwdnnnynid,
Synudph, 2014 p.

e Ha wMmexayHapogHOlii Hay4HO-TEXHUYECKON KOHMDEpPEHLMN CTYAEHTOB WU
MONOAbIX creumanuctos wu3  cTpaH-yyacthHuy, PCC  no Hanpaenenuam
«MHpopmaLMoHHbIE TEXHONMOTMM U cUCTeMbl cBA3W», Mockea, 2015r.

e ITA 2015 - ITHEA ISS Joint International Events on Informatics Summer
Session, Varna, Bulgaria, June 29 - July 12, 2015,

o  «wdwlwnpgswihtu ghnnipniiutp b wbntlwwnjwlwu wbuuninghwubp
(CSIT 2015)» 10-pn ghwnwdnnnynud, Gplwu, ubwwun. 28- hnyunn. 2, 2015
[e-

e huswbu uwb £ FUU PUMP punhwunip ubdhtuwpnd:

Spwwwpwlnudubp
Uwnbuwfununipjut hhduwlwu wpryniupubpp hpwwwpwyjws Gu 6 ghunwlywu
wtuwwnieniuubipnud, npnup Ywpyywsd Gu ubndwgnph ybponud [1-6]:

Uzjuwwnwuph Yunnigjwépp b swywip
Uwnbuwfununigniut hp dbg Ubpwnnud £ ubpwdnuyginiu, 5 qniuubp' hpbiug

wdthnipinwdubpny,  Bgpulwgnyeyniu,  gpwlwunpjwu  gwuly' pp 104 hnnuiubpny:
Uwnbuwfununipjwu punhwuny dwywip 101 £9' 1 wynwwlyny b 21 wwwnybpubpny:
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Lbpwéonyeywl vt hhduwynpyb) b wnbuwfununipjuwu phidwih
wnpnhwywuniejniup, ubpyuywgyty Gu hGBrnwgnuinejwt bwwwwlu ni fuunhpubnp,
ghunwlwu  unpnypep, wwounwwunyejwup  ubipluwjwgynn  hhduwywu  npnypubipp,
htilnwgnunnigjwt inbuwlwu b gnpduwywu Upwuwyniegniup:

Uwnbuwlununipjwt waweht gifunid uwpwagnyb| Gu hupnpdwghwih wnbuniypjwu
qunwthwnubinp, w2tuwwnwuph hhduwywu fuunhputpp,  duwybpwnuwubpp:
Lbpywjwgyly Gu  dnunph  dbpwhulydwu  YEuuwswthwlwu  hwdwlwpgbpp,  wyn
hwdwlwpgbiph qunuuhnyejwu wbkuwyubpp b wnlw fuunhpubpp:

Pwdhu 1.1-md nhunwnpyyty b ywpqugnyt juwh hwdwywpgh Sunuh dnnbip® L
wn  dnnbjh  dwpbdwwhlulywu  uywpwgpdwtu  hwdwp Yuwwwpdb B npnawyh
Upwuwynwiubip: Spyb tu Chunuh Ynndhg duwybpyyws owuinhdw) hwnnpndwu tpyne
hhduwfuunhpubpp, npnup BU' ww) wnpniph unbndwd  hupnpdwghwyh  swihdwu
nwuwy b wwngb, pE wnpjniphg GYnn hudnpdwghwih np pwtiwyp Ywpbih £ hwnnpnt
wwninnd'  wwwhndtind  hwnnpndwt - pwpdp . npwlp (ufuwih dinpn
hwywuwywunipjniup):

Pwdhuubp 1.2 - 1.4-nud sbwybipwyyt) Gu hubnpdwghwih wnbunyejwu hhduwlywu
qunuwthwnpubpp b npwug hwwnynygniuubpp  Jwutwynpwwbu' dhoht  hinfuwnwnd
hupnpdwghwih, Eunpnuhwh, Yniypwih-LEpaph wwpwdhungeju:

Pwdhu 1.5-nid suwybipwyty £ Chunuh hhduwlwu hwjintwgnpdnipniuttiphg
dbyp' Sunup Ynnwynpdwu pbinptidp Yuwwninnt hwdwp: Cun nph wdbu dp Yuwnnh
Yunbh £ punypwagpb) dp pynd, npp Yngynud b mebiwlnipynit W upwuwyynd £ C-ny:
chiunup pbnpbdp wwywgnigwsd k pwjwlwuwswih jwju nwubiph Yuwnihubiph hwdwp,
wyn pYnd’ punhwwn wnwug hhonnnipjwt Yuwnune hwdwp: Un Juwnine nbwpnd,
huswbu gnyg £ wyt) Chunup, nwynigniup  wpnwhwjnynd £ thnfjuwnwné
hubnpdwghwh dhongny, pun npnwd niwwynieyntup unyut £ ujuwh wnwybjugnyu b
dhohtu hwjwuwlwuniypjwu nbwpbpnid:

Pwdhu 1.6-md ulwpwgpyty £ pudnpdwghwih  wbunyejwu  wpryniupubiph
unwgdwl Ywplnpwgnyu Bnwuwlubphg Jdeyp' Ywqdbph dbennp: “huwplybp bu
hwdwwnbn Ywqdh, ywpdwuwywu Yugdh qunwuitwpubpp, duwybpwyb) Gu ugdbph
hphduwlwt hwwnynyejniuubpp:

Pwdhu 1.7-md shwybtipwyty Gu hnwwhnejwu $niulghwih, E-niuwynipjui
gqunuwthwnubipp: LYwpwgnpyb| Gu E-niuwynypjwt ybipht b unnnpht quwhwwnwlwuubipp:
Wn $niuyghwih hbinwgnninwip pwjwlwuht pwpn fuunhp £ “Hpw dwupt £ yYugned wiu
thwuwp, np unyuhul wwpquagnyu punhwwn wnwug hhonnniejwu uwninnt nbwpnul
$niuyghwih Gogphn mbupp hwjinup sk: wynuh Bu dhwju $niuyghwih ybipht W unnnpht

8 Shannon C. E, A mathematical theory of communication, The Bell System Technical
Journal, Vol. 27, pp. 623-656, 1948.
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quwhwwwlwuubpp®, npnup hwdpuyund Bu niuwlnejwup dnin - wpwgnieyniuubiph
nbwpnud:

Pwdhu 1.8-mud Uljwpwgpyt] Gu YEluwswhwlywu dnunph  Ybpwhuydwu
hwdwywpgbpp: Auwybpwyt) b wjwunwwu dwéjugpdwu hwdwlwpgbpnd wnlw
ptipnieyntlbnp: Lbpywjwgyl  Gu YEuuwswhwywu wnyjwiubiphg ptunn
uwhdwuwthwynwiubpp:

Pwdhu 1.9-md ulwpwgpytp GU ubpyunuu  gnpdwdnipiuu  dbie  gunuynn
wywunwlwu YEuuwswihwlwu hwdwywpgbpp L upwugnu wnlw
uwhdwuwthwynwubpp, suwybpwyt) U Yeuuwswhwlwu hwdwlywpgh hphduwlwu
punipwgnphsubpp’ Ynd depddwu gnpdwlhgp (YUS) L Ybnd punniudwu gnpdwlhgp
(4LF):

Pwdhu 1.10-md sbwytipwyby Gu qunuuhniyejut wbuwyutipp: Lwpwagnyb) Gu
gununuwgpwlwu  hwnnpnulwpgbph  wujnwugniput  qguwhwwndwt  hwdwp
oguiwgnpdynn  hwulwgnieniuubpp’  hu$npdwghnu-nbuwlywu  qunuupneiniup U
hwoynnulwu qununupnipniup: duwybipuyyt) b Yuwnwpjw) qunnuhniygnit wwywhnynn
hwdwlywpgh qunuthwpp:

Pwdhu 1.11-nud Uywpwagpyby Gu YEUuwswhwlywu qunnuhnyeini wwwhnynn
hwdwlwpgbipp, dwutwynpwwtbiu, nhrnwpydt) tu YEbuwswhwywu unyuwlwuwgdwu
hwdwlwpgp U wyn hwdwlwpgp puniypwgnpnn qunwtwpubpp:

Uwnbuwtununipjwu Gpgpnpn ginifup udhpdwsé kR dpwgpwynpdwu dhowdw)nh
wnwuduwhwwnyneyniubiph bW huwpwynpnieniuubiph Wwpwagpnieyjwup: Wu gjfunud
hpduwynpdws £ R dhowdwiph  puwpnygniup wwnblwfununigjut twywunwyh
hpwlwuwgdwu hwdwp:

Pwdhu 21-md  owpwnpdti Gu R dhowdwjph  Yhpwnnigyniuubpp  nt
huwpwynpnipniutiipp, R-h dhonwyh dpwgpwyhtu Ynnh bpindnieiniup:

Pwdhu 2.2-md slwybpwytp Gu R dhowdwiph L wy Yhdwlwgpulwu
thwptiputiph  hwdbdwwnwlwu  hGnwgnnnyeyutu  wpryniuputipp: REipdwsd  Gu R-h
wnwybnyejniuutipp wy) hwpbpubph (SAS, STATA, SPSS, Matlab) uljwwndwdp:

Pwdhu 2.3-md uywpwgpyby Gu R dhowywypnud wnlw «infotheo» thwpbiph
gnhpdwnnypubtipp, wjn thwpebtiph nwnwWlwuhpnyejwl  wpryniupubipp, pun npnug
thwpbipnd wnlw pninp pniuyghwubpp dhwhnup Bu, npp UGS pwuwlyh wydjwiubpp
nbwypnd  Ywpnn £ hwugbgubp wpuwnpnnuywunputu b wpryniuwybuniyegjut
ujwqgbtigdw:

Gppnpn qnifjup udppdws £ YEuuwswhwlwu wudunwugnigjwu hwdwlwnpgbph
uywpwgpnipjuup L qunuupp gbubipwgunn hwdwlwpgh dnnbih  hugnpdwghnu-
nbuwlwu htitnwgnunigjwun:

Pwdhu 3.1-md uywpwgnpyby £ YEuuwswhwlywu Juybpwgdwt hwnnpnwywngp
U ywuwnyb] U hwdwwwwnwufuwu pwuwynwubp: <wjnup YEuuwswhwlwu gunuup

° E. Haroutunian, "On bounds for E-capacity of DMC," |EEE Transactions on Information
Theory, vol. 53, no. 11, pp. 4210-4220, 2007.
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Juwybpwgdwu hwnnpnwlwpgbiphg dbyp wwwybpqws b ulwp 1-nwd: Gpwugdwt
dwdwuwly, wuhwwh Yhuwswhwywu nupbpp Jbpgynd Gu, Jbpndynd Bu b
wpnwhwuynd £ XY hwonpnwlwunipg)niup:

Syjwijubph pwquw

L ' s 3
f(5)
v Umn / ny
f8) =& —
[
ID M
ID M
f(S)
f@3)
&
5 »~ 5
¥
Spuwiignud Ywdbpwgnud
Y
ID xN D vV

Lwp 1 - YEbuwswhwywt wwywhny Juwybpwgdwu hwnnpnwlwng.

S qunwup pwuwihtu Ywd punpdnd b ud unbinddnd £ XY hwonpnwlwunipiniuhg:
XN hwynpnwlwunieniuhg unbndynd | twl M oquwlwt ndjwip: Ywnnuph pwlwihu
dhwynndwuh $niuyghwutiph dhongny Ynnwynpynd £ b wwhwwuynd £ wndjwiubph
pwquyntd, npwbu £(S), ID ogunwgnpdnnh hwdwph, M oquwlwu wyjwih hbwn dhwuhu:

Jwybpwgdwu dwdwuwy, oguwgnpdnnp ubpyuwywgund £ hp hwdwpp: Lpw
Ytuuwswihwlwu wndjwiubpp Ynyhtu gbipgynw Gu b Jbpwdowyynd, npwbiv wpryniup
unwgynd £ YV hwonprwlwunieniup: $§ pwuwht dnnwpyynd £ YV-h W M oqunn
nuih dhongny: Unnwpyws $§ pwuwht Ynnwdnpdnd & unyu  dhwynndwuh
$niuyghwutiph dhongny U hwdbidwwynd £ f(S)-h hbwn: Oguwgnpdnnhtu  dnunp
npwdwnpynud £ dhwju wju nbwpnd, Gpp £(S)-p hwdwuwn & hunwd £(S)-hu:

Pwdhu 3.2-nid nhwnwpyyby b qunuuh pwuwhubph gbubpwgdwu  hwdwnp
ogtnwgnpdynn Anibu-Ywwinbupbipgh ufubdwu®: Uu Yupbh b ulwpwgpb) hbnlywg
Yepu *

¢ Spuwugdwu thny:

10 A, Juels and M. Wattenberg, "A fuzzy commitment scheme," in Proc. 6th ACM Conf. Computer
and Comm. Security, pp. 28-36, 1999.
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1. Cuwpbp wwunwhwlwu S pwuwh b hwdwwwwnwufuwunpbt Yunnigh) €
Ynnwjht pwnp, ogunytiny wpntl huly punpywsd ufuw| ninnnn Ynnhg:

2. wojupybp b wwhwywub) £(S)-p bW M=C + XV:

¢ ULnyuwlwuwgdwt thny:

1. Ywpnwp YV-p L hwoJupyty ¢'=Y¥+M =YN+ XN +C=C+E, npnbtin
v=YN4+xM

2. Jdbpdwub ¢'-p L Yybipwlwuqut $-p: Shon wwwlnnwynpdwl wpryniupnd
wbwnp k uinwgyh $ = S:

Cwouplb £8) U hwdbdwwnby £(S)-h htiwn: Gl unyuu Gu punniub), hwlwnwy
nbwpnul dbpdt):

Pwdhu 3.3-nud UJwpwgpyt Gu qunuuh pwuwh pwfunn YEuuwswhwlwu
dnnbjubpp L duwybpwybp Gu wn dnnbubph  punyewagphsubpp, Yuwwwpdb) Gu
hwdwwywwnwufjuwt tpwuwynwubp: Cunhwunip wndwdp, qunuth pwuwih pwfunn
dnnblubpp Yuwpbh £ fudpwdnpbp 2 nwup dbe' dnnbjubp gbubpwgynn qununup
pwuwihny (wbu ulwp 2) L dnnbubp punpynn qunnuhpny (nbu uwp 3):

‘5 .nji

Snnwiynphs Uwjwilynnwiynpps

-~
‘ X‘V Y"“-

Llhwp 2 - Gununup pwuwih gliutipwgunn Yauuwswihwwu dnnbi.

¥

5 M L)
—»  4nnuwdnphs Uwjwlnnwdnpps ——»

W xy vy

Llwp 3 - Cunpynn qununup pwuwihny YEuuwswihwywu dnnbi.
Gpynt dnnbubpnd £ S-p Yudwjwlwtu ghubpwgywsd Yud punpdwd qununup pwuwih
XN-p gpwugdwu dwdwuwly wthwwnh Yeluwswhwywu hwonpnwlwunygyniuu £, huy
YN-p Juybpwgdwu hwonpnwlwunipyniut k, Gpynt hwonpnwwunigyniuubpu k) niubu N
pYwpnyepniu: M-p oquwlwu wdjwiu k, huy Sp dnnwplywd qunnth pwuwihu:
Unnwynphsp b wwwynnwynphsp dhwgunn Yuwwninhtu Gupwnpynud £, np hwuwubih £
pninphtu:  Bupwnpynwd E, np  wwuuhy hwpdwynwiubp huwpwynp Gu, ophuwy
hwpdwlyynnp Ywpnn k nbuub] juwninnd pninpht hwuwubh hudnpdwghwt, pwjg wju
thnthnfubip sh Yupnn:  budnpdwghwih  wpunwhnupp  punpwgpynd £ thnfjuwnwné
10
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hupnpdwghwih b qunuuhph Gplwpnigjut tunpnwhwih dhengny: Lagwsd tpynt nuup
dnnbjubpu b whwp b pwdwpwpbu hbnbyw)] ywyjdwuubphu*

Pr{s # S}~ 0 (hnwwihnipyniu),

%H(S) ~ %logzlsl (qununuphph hwyjwuwnpwswthnipjniu),
%H(S) nppwt huwpwynp £ dtd  (qununuhph wpwgnipintu),
%I(S/\M) ~ 0 (qunwuuhniyejwtu wnwnwhnup),

%I(XN AM) nppwu huwpwynp £ thnpp (hupunyejwt wpwnwhnup):

M-tpp wujwund Bu oquwlwu wdjwiubp, npwup wbwp b wutpwu hudnpdwghw
wwpniwybtu qunnuh pwuwint dwuht: 8nyg £ wnipdb, np updwsd dnnbinud, wulwfu b
hwjwuwpwswih pwotudwu nbiwypnu wdktwdbs qunnuhph wpwgniegniup hwjwuwnp
XY u Y nwnWuwuppdnn  hwonpnulwunyeyniuubph dholt bnwd  1(XN A YV)
thnfuwnwnpa hupnpdwghwyhu:

“thunwpybup quinunuhp ghiubpwgunn YEuuwswithwlwu dnnbp (nbu. ufwp 2), npp
hpdudws £ {Q(x,¥),x € X,y € Y} pwohunudng Ytuuwswhwlwu wnpjniph Jpw: Uju
wnpnipp X Jbpowdnp wjpnipbuhg wpnwnpnd £ x = xN = (2, x5, ., 2y)  winwght
hwonpnwlwunteniup, npp pwnlugwd £ N pwuwyh wgnwuswuutiphg, bW Y ybippwynp
wjpniptithg wpnwnpnd £y = yY = (41,45, -, »y) Gplpnpn hwenpnulwunieniup,
pwnlugwd Lu N pwuwyh wgnwupwuubphg: Unwehtu hwonpnwlwunigyniup hwjnup &
gpwugdwu  hwonpnwlwunyeniu - wununy,  huYy  Gpypnpnp' Jwybpwlwuwgdwu
hwonpnwlwunuyginiu - wuniwung: Cunhwunyp wndwdp XY LYY Yhluwswhwlywu
hwonpnwlwunygniuubpp - Jhdjwughg  wulwiu  sku: Udbhu, YN Bpypnpn
hwonpnwlwunginiup X¥-h - wndniynd - wnwdwnyws  wwppbpwyu k- Ywwnwpbup
hnlyw| bpwuwyndp'

Qlr,y) = 1(0)Q.(ylx), x€X, yeY:

Ubtup Gupwnpnul Gup, np
N
Q" (xy) = 1_[ Q(xn, yn):
n=1

YHhunwnpybup Ynnwynphs, npp hbnwgnund £ XV gpwugdwt hwonpnwlwunygyniup: Uyu
hwonpnwlwunipniuhg qunuuhp gbubpwgunn W pwotunn YEuuwswihwlwu dnnbjnu
Ynnwynphsp gbubipwgund £ S € {1,2,...,|S]} qunuthpp L pninpht hwuwubh M €
{1,2, ..., |IM[} oqunn njwip: Uw bpwuwynud £, np
f&Y =M,

npntin f()-nY Lpwuwynwd Gup Ynnwynphsh $niuyghwu: Oqunn wndjuip ninwplynud k
wwwynnwynphsht: Uwwynnwdnphsp hp hbppht hGnwgnunnd £ Juybpulwuwgdwu
YN hwonpnwlwunieiniup b unbndn £ S qunuuhph $ dnnwpynuip, ogunwgnpdbiny
uinwgwd M oqunn nyjwp, hiinbwpwn
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gV, m) =,

npntin g(, )-ny tpwuwynwt tu wwwynnwynphsh niuyghwu: Ukup Gupwnpnid Gup,
np hwpdwyynnu niuh dnunp nbwh Yuwninh, wjuhtupu tw Ywupnn § nbuub] wdpnng
hu$npdwghw, pwjg sh Yupnn Yuwwwnpb) hnthnfunipyniuutip:

Ybbuwswhwlwl  qunuthniyeniu wwwhnynn  hwdwlwngh Ywpunpwagnyu
puniypwgphsubipu U qunuuhph Sdwdqwp U hupunyegjwu  wpwwhnupp,  wjuhupu
Yhuuwswhwywu hupnpdwghwih pwuwlp, npu oqunn wdjwiubiph dhongny Ywpnn k
wpunwhnuytp nnipu: Puwwt b wwhweb|, npwbugh hupunyejut wpunwhnupp |hup
thnpp: Uybihtu, qunuup pwuwint dwywp wbtwp bt (huh db6§, npwbugh thnppwguh
qunuuhpp gnpwytint  hwjwuwwunyeyniup:  Gpynt Ynndbph  (Ynnwynphsh L
wwwynnwynphsh) twwwwlu £ thnppwgub ufuwh hwjwuwwunieiniup, wyuhupu
dninwpyws  §  qunuuhpp  gbubpwgywd S qunuuphpht  hwlwuwp  ghubne
hwjwuwywuniegyniup dnintigubs) gtipnjh:

Uwhdwunud. Gununuh pwuwint R wpwgnigniup, Gpp R = 0, Ynsynid | hwuwtbih, Gipb
pninp 6 >0 hwdwp b pwjwlwuwswih d6é N-h hwdwp, gnjnuygyntt niwh Ynn, npp
pwywpwpnid § hbnlyw) wwydwuubppu'

Pr{s # $§} <4,

1 1

— >— >R-—

NH(S)-I;(S_NlogZISI_R 6,
_ < 4
NI(S/\M)_5

Lwjinuh Ep, np qunpbhp qlitbpuwgbnng  Ybbuwswhwlwl  dnnbyh  nibwlnuyeinitin
hwlwuwp £ I(X AY) hnfuwnwnd hudnpdwghwjh dwpuhdw| wndbphu:

Pwdhu 3.4-md ubpdnidylk) £ unp E —hwuwubih qunuuhph wpwgniejwu
quwnwthwpp qunuuhp qgbubipwgunn  YEuuwswihwlwu dnnbih  hwdwp: Wn unp
punipwaphsh  wdbuwdbd wpdbph hwdwp nnipu Gu pbpdhp unnpphu L gbphu
quwhwwwlywuubpp: Gpp E - 0, unwgywd unnpht b Jbpht quwhwwnwywuubpp
hwdpuyunw tu b hwjwuwpynud wdbuwdbs hwuwubih qununuhph wpwagniejwu hbwn:

Uwhdwunwd. Gwnuup pwuwnt R(E) wpwagnuesnitp, Gpp R(E) =0, Yngynud |
E —hwuwbbh, Gt pninp 6§ >0, E>0 hwdwp b pwjwlwuwswih dtd N-h hwdwnp,
gnynieyniu niup Ynn, npp pwdwpwpnad | hbnlyw) wwjdwuubphu'

Pr{S # §} < 27N(E-9)

1 1
J— > — > —
NH(S)+6_Nlog2|S|_R(E) S,

1
— < 9.
NI(SAM)_S

Upryniupubiph dLwybpuydwl hwdwp dbup ogunwgnpdnud Gup htbwnlyw| pwafunidubipp’
Q1 ={Q1(x),x € X}, Q2 = {Q:(¥|x),y €Y, x € X},
Pl = {Pl(x)!x € x}! PZ = {Pz(ylx),y € ’y,x € x}'
e={Qxy)x€X,yel}
P={P(x,y),x€X,y €Y}
Uwnbuwununipjwt gfuwynp wnpryniupubiphg b hbnlyw) phnpbdp:
fetinpbd. Swnunuhp gbubpwgunn Yhuuwswihwywu dnnbinud wdbkbwdbd E —hwuwubih
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gqununuh pwuwint R(E) wpwgnipjwu unnphtu quwhwwnwlywut £

— 3 _ +
R.(E) = , jmin _ |Ip(XAY)+D(P||Q) — E|

U Jbppu guwhwunwywuu £

Ry (E) = Ip(XAY):

min
P:D(P||Q)SE
Chwmbwup. Gpp E - 0, dbp unwgwd unnpht b ybphtu guwhwwnwlwuubipp hwdpuyunid
tu b hwjwuwn bu wdbbwdbs hwuwubh qunnuhph wpwgnyejw hbn'

limRy (E) = limRy (E) = (X AY):

Pwdhu 3.5-md wnpydb) £ ybpp pipdwéd plinptidh wwwgnignuip: Uwwgnignidp
hhdudws £ Ywaqdbiph dbpennh Jpw: Uwwgnignip pwglugwsd £ Gpynt dwuhg: Unweht
dwunwd nipynu £ ybphu quwhwwnwlwuph wwwgnignidp, huly Gpypnpn dwup udhpgwsé b
ptinptidh hwuwubhniejwup:

Pwdhu 3.6-nud sbwybtipwyb £ qununupp gliubipwgunn Yhuuwswihwywu dnnbijh
hupunipjwu wpwnwhnuph Ybpwpbipjup wunnw b wpygt) b win yundwt wwwgnygp:
NMunmud. Swnwnuhp qubipwgunn b pwyfunn YEtuwswihwlywu dnnbind E —hwuwtbih
gqwnunuhph wdbuwdbd wpwgniejwu nbwpnid hupuniejwu wpwwhnupp'

1
Ny — _ B
Nl MAXY) = max  (Hp(X|Y) + D(PIIQ) - E):

Uwnbuwftununipjwt snppnpn gnifup uyhpgwd £ R dpwgpwynpdwu dhowdwynh
hwdwp  dowlywd unp  «Advanced Inftheo» dnnnuyh  Uywpwgpniejuup, wnlw
gnpdwnnypubtphu L Upwunw wnlw wbkuuhlulwu nwnwiubiphu:

Pwdhu 4.1-md ulwpwgnyb) Gu «Advanced Inftheo» dnnnyp U Upwunw wnlw
ghpdwnnyRutipp, gniqwhbnwgdwu huwpwynpnieniutbipp L
wnwuduwhwwynpniutpp: Unnnyp unbndyt] £t C++ |Gqyny, wju pungpynud k
$nuyghwubip, npnugny Yupbih £ hwoygb hupnpdwghwih wbunygjwu  wwppbp whwh
dbdnigniutbn, huswhuhp BU* wpwgnieinu-hnwwihniegnu niulyghwih unnppu U ybphu
guwhwwnwlwuubpp,  tnjuwnwpd  phudnpdwghwt, wwpdwlwlwu  thnfjuwnwnd
hupnpdwghwt, Ynypwyh-LEjpGph nwpwdhnngeniup b wyju: Unnnyp oguinwgnpdnnhu
wnwihu k bpbip whwh gniquhbnwgdwt huwpwynpnyeniuubp, npwup Gu'

¢ gniqwhbnwgnud wmbknwjhtu ypngbiunph dhongny (CPU nhuwy),

¢ gniqwhbnwgnud gpuwdphlwlwu pwpwnh dhongny (GPU nhw),

e gniqwhbnwgnud Yjwuwbph dhongny (MPI inhw):

Pwdhtu 4.2-nud ujwpwgnyb) tu R dhowdwipnd wnlw uwhdwuwthwynwubipp,
npnup hwnrwhwndb| Gu «Advanced Inftheo» thwpbpnid: Ujn uwhdwuwhwynidub Gu
pnup hwnpe nyal [eU[R! Jn nng
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hwodwpyh  Yuwwwpdwt gwdp  wpwgnigniup b ny  wpryntwybn  hhonnniejwu

pwotunup:
Pwdhu 4.3-md ulwpwgpybp GU «Advanced Inftheo» thwpbpnd wnlw
nbfuuhyuywu (nnwiubipp: «Advanced Inftheox-U ognwgnndnid o

pwqdwhnupwjunipiniup wybih pwpdp wpunwnpnnuuwunyejwu  hwutbine hwdwp ™
Pwqiwhnupwjunygywu  ogqunwgnpdnwip  hp  hbpphu Gupwnpnud £, np unp
uwhdwuwthwynwubp Gu h hwpn quihu gniquhtin wyfuwwnnn hnupbiph gnpdwplydwu
dwdwuwl: Pwywupubipp gqfuwynp nbluthywlwu dhongubiphg tu, npnup Yhpwnynid
Gu «Advanced Inftheo»-nul: Pwlwupubpht hwéwfu wujwunwd Gu uwl dnuhwnnpubp,
dquwdwdwiht hwwndwdubip, dnunbiputbp Yud ubdwdnpubip, pwjg wulwiu wujwunwihg
npwup Ywuwwpnd Gu dhuunyu gnpdwnnypp: Pwlninhubiphg funwwihtiint hwdwn
«Advanced Inftheor-nid wdbu dh thwlwuph Ybpwandb) b wunhbwu b $niuyghwutipp
twjuwgdyt) Gu wjuwbu, np hnupbipp wquwnd Gu thwlwupubpp dhwju tdwqdwu
Yupgny pun wunhdwuh: Wu Gnwuwyp unbndnud £ thwywupubp ubpwnnn ghytip L
htitmbwpwp thwyninht nupdunwd wuhtwpht: <woynnuljwu wpngbup wpwgugubnt
hwdwp  dnpnynd wnw £ Juunbph  Jpw  $niuyghwibph  hpwgnpddwt
huwpwynpnipniu: Wu htwpwynpnigjwt hpwlwuwgdwu gifuwynp hwndwdp OpenMPI
ghwnwpwuh  Ygnpnnut - Ep dnnnuhtu: - OpenMPl gpwnwpwuh  ogunwgnpdnuip
wwjdwuwynpgwd bp wju hwugwdwupny, np upw dogpninpbit bwjuwgdywsd dnnniyw)ht
yndwynubunh  Swpunwpwwbnngeniup?  pwdwund - «Advanced  Inftheo»-h
$niuyghwubtipp ubin fudpwynpdwd thnpp dnnnyubiph, npnup Ywpnn G wulwfunpbu
hpwlwuwgyby L thnihnfuyt: OpenMPI-h dnnnywjhu Yndwnubuwnnp
Swpunwpwwbnnyeniup unwdwpnd £ pwnwnphsubiph hwppwyubpp U twhu £ upwu
npnawlh dwnwjnieniuubn, huswhuhp Gu ophuwl, gnpdwplyynn pwpdp wuwnhdwuh
Spwagphg wwpwdbwpbp punnbine b guép dwywpnwyh wnwudht pwnwnphsubph
thntuwugtint huwpwynpnipyniup: Udku dh Yndwnubunh hwppwy twuwwnmbujws k
Ynuypbicn wnwownpwuph hwdwn:

Pwdhu 4.4-mid ujwpwgpyb] tu Ynudhgnipugynn wywpwdbwpbpny qunuuhp
gbubpwgunn W pwotunn YGuuwswihwwu hwdwlwpgh Yunnigdwu  wnbfuthyuywu
dwupwdwuubipp, nph hhdpnd puwsd £ wudh dwwnuwhbnpp npwtiu Yauuwswhwywu
tGquyh punipwagphs: Unwownlynn qunuuhp ghiubpwgunn b pwatunn Yhauuwswihwlwu
hwdwlwpgh wbluuhywywu hhdpp Ywnnigybint £ «Raspberry Pi» dhwhwppwy, thnpp
swihh hwdwlwpgsh b TCS4K YEuuwswhwlywu ubkuunph ogunipjwdp:

Uwnbuwflununipjwu hhugbpnpn ginifup uyhpjwsd £ «Advanced Inftheo» dnnnuh
wpwgwgnpdniejwl Ybpnidnyeniuubipht:

11C. Hughes and T.Hughes, Professional Multicore Programming: Design and
Implementation for C++ Developers. Birmingham, UK: UK: Wrox Press Ltd., 2008.
12 G. Fagg, G. Bosilca and E. Gabriel, "Open MPI: Goals, concept, and design of a next
generation MP| implementation,” in Proceedings of 11th European PVM/MPI Users' Group
Meeting, Budapest, Hungary, pp. 97-104, 2004.
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Pwdhu 5.1-nud Ujwpwgpytip tu «Advanced Inftheo» dnnnuyh thnpdwpldw
wpryntupubipp qununupp gbubipwgunn YEuuwswhwlwu hwdwlwpgh qununupph E-
hwuwubh wpwgniewu quwhwwwlywuubph npnadwu ophuwyh Ypw:

Pwdhu  52-md  ubpluywgyndi  Gu  «Advanced Inftheo»  dnnnyh
wpnwnpnnuywunipjwu  ybpindnigyniuutiph - wpryniupubpp b duwybpwynd  Gu
punhwunip funphnipnutp hnupbiph owwnhdw] pwuwyh punpdwu hwdwp, huswbu twl
hwibdwwynd Gu Gpyne dnnpnuyubiph’ «Infotheo»-h L «Advanced Inftheo»-h dhwudwu
$niuyghwubiph wpunwnpnnuywuniejniup:

Uwnbuwfununigyniup wdthnthyws £ Ggpuwgniegyniuny:

Upjuwwnwuph hhduwlwu wpnyniupubpp
Upfuwwnwupnid unwgybi| Gu htinlyw| hhduwlwu wpryniupubipp’

1. Qunuuhp gbubpwgunn Yeuuwswihwwu hwdwluwpgh hwdwn
ubpdnddtyp £t qunuupph  E —hwuwubjh  wpwgnyntt unp
hwuljwgnigyntup, npu punhwupwgund £ qununuhph  hwuwubih
wpwgntejwu qunwthwpp [1]:

2. Ywnnigytp bGBu  qunuupp  gbubpwgunn  YHEuuwswhwlwu
hwdwlwpgh wdbuwdbd qunuuhph E —hwuwubih  wpwgniejwi
Jtppu W uwnppt quwhwwwlwuubpp: Gpp E - 0, npwup
hwdpuyund Gu L hwjwuwp G qunuuph pwuwnt hwuwubih
wpwgniejwl dtdwagnyu wndbpht [4]:

3. Ubpywjwgyb) Lt thnihnfubih  hnwwihnegjwt  wunhbwu  niutignn
gwnuuhp ghubpwgunn YEtuwswihwlywu hwdwlwngh dnnby [2]:

4. Upwyyby £ unp hwpbe R dhowdwjpnid hupnpdwghwih wnbunyejwu
pwpn. pniuyghwutiph hwaqupyh hwdwp 3, 5]:

5. Uwlyws dnnnyp wnwowpynwd £ hwodwpyph bpbp wnbuwyh
gnigwhbnwgdwu huwpwynpnipniu b pny; £ wwijhu thnthnjub
gniqwhbnwgdwu nbuwyp hwoqwnyh pupwgpnid [6]:

Spwwywpuwlyjwé woluwwnmnipyniuubph guuyp

1. M. Haroutunian, N. Pahlevanyan, “Information theoretical analysis of biometric secret
key sharing model,” Transactions of IIAP of NAS of RA, Mathematical Problems of
Computer Science, vol. 42, pp. 17-27, 2014.

2. M. Haroutunian, N. Pahlevanyan, “Technical aspects of biometric secret sharing

system construction,” Scientific Proceedings of GSPI, Vol. A, Number 1, pp. 116-121,
2014.

3. H. [TIla#ineBamsn  “TexHomorudeckue  pelleHHs  BBIYUCIEHUH  TEOPETHKO-
“HGOPMAIMIOHHBIX Pe3yJbTAaTOB B KOMMYHHUKAIIMOHHBIX CHCTeMax,” MexayHapongHas

Hay4IHO-TeXHHNYECKasl KOH(bePeHI_LI/Iﬂ CTYZAZEHTOB U MOJIOABIX CIIEIHUAJIHCTOB M3 CTpaH-
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yuacraurn, PCC mo Hanpasienuam «/ HpopManoHHbIe TeXHOJIOTUY U CHCTEMBI CBA3H»,
C6opHUK Te3ucoB, cTp. 96-99, Mocksa, 2015.

M. Haroutunian, N. Pahlevanyan, “Experimentation of Advanced Inftheo module for
R on the example of biometric generated secret key sharing system,” International
Journal “Information Content and Processing”, Vol. 2, Number 1, pp. 62-70, 2015.

N. Pahlevanyan, M. Haroutunian, “Technical solutions of developing Advanced
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MHDOPMALIMOHHO TEOPETUYECKMIA AHANIU3 BUOMETPUYECKOI CUCTEMbI C
FEHEPUPYEMbIM CEKPETOM U CO3JAHUE HOBOIO MOAYNA ANA CPEAbLI R

PE3IOME

AKktyanbHOoCTb uccnepoBaHus. B nocnegHue ropbl, BaxHOW YacTbio pa3paboTku
cpencts  6e30macHOCTM  CTanM  UCCNENOBaHUA  PasfMYHbIX  CUCTEM, OCHOBAHHbIX Ha
NpUMeHeHUn BUOMETPUYECKUX JaHHbIX.

BromeTpnuyeckne cuctemMbl CEKPETHOCTM OCHOBaHbl Ha (BM3MONOTMYECKUX UK
MOBEAEHYECKNX XapaKTepUCTUKaxX YenoBeKa, TakMX Kak OTrnevaTku nanblieB, napameTpbl
pyku, nuua, ronoca, ocOGEHHOCTU ceTHyaTku rnasa u T.4. [peumyliecTBo GuomeTpuyeckux
METOJOB  CEKPETHOCTM 3aKMto4aeTCA B TOM, 4TO OHM  ABAAIOTCA  YHUKaNbHbIMM
ueHTubMKaTopamMnm [iAa  YenoBeKka, KOTopble He MoryT ObiTb  MOTepAHbl UM
danbcucbuumposaHbl. Ho yHUKanbHOCTL BUOMETPUYECKUX JaHHbIX HECeT ¢ CobOoll HECKONBKO
npobnem, Hanpumep, B cryyae HEOOXOAMMOCTM OMOMETpUYEcKMe faHHble He MoryT 6biTb
U3MeHeHbl. DTU Npobnembl NpegnonaratoT Co3AaHNe N aHann3 bonee COBEPLLEHHBIX CUCTEM.

Mobaa buomeTtpuyeckana cuctema € MHPOPMALMOHHO-TEOPETUYECKON TOYKW 3peHuA
MoMeT obecneynTb CEKPETHOCTL A0 OnpefeneHHoro yposHaA. B 3aBucumocTy oT npuMeHeHns
paccMaTpuBalOTCA pasinyHble MOAENN OMOMETPUYECKOW ayTeHTUMKALUM U reHepauum
CeKpeTHOro Kntoya. [lna Kampoil Mojenu nepBoii BaxHOlW 3ajayell ABNAETCA onpeaeneHune
JOCTUKMMOI CKOPOCTM CeKpeTHOro Kntoya. Bropoii 3apayeii Teopun nHdgopmaumm asnaetca
uccneposanne  pyHkuMM  HapgewHoctv.  Ona  npepactaBnAer  coboit  pyHKUMIO
B3alIMO3aBUCUMMOCTN OCHOBHbIX XapaKTEPUCTUK (CKOPOCTb CEKPETHOrO KNtoYa, HaAeMHOCTb,
BEPOATHOCTb OLLUMOKM, CKOPOCTb yTeuku) u obobLuaeT NOHATUE MAKCUMANbHO JOCTUMUMON
ckopocTu. Ha npaktvke uccnepgosaHue OYHKLMU HafEKHOCTU ABMAETCA CIIOMHON 3ajayueil.
06 sTom cBupeTenbCTBYeT TOT PaKT, YTO jame JAJiA MPOCTOro AUCKPETHOro KaHana 6e3
namATU, TOYHaA aHannTMyeckan chopma OYHKLMN HAJEMHOCTU HEN3BECTHA, U3BECTHbI TONIbKO
BEPXHAA W HUMHAA rpaHuubl 3ToW (byHKuuM. [lonyyeHHble TeopeTuyeckue pesynbTatbl
TPYAHO BbluMCAEMbl M3-3a OonblUOro KonuuecTBa pacnpefeneHuii. CneposatensHo,
paspaboTka nporpammHoro obecrneyeHus, MO3BOMAIOLWLErO BbIMONHATL 3TWU BbIYUCIEHUA,
ABNAETCA aKTyanbHOM 3apaqeit.

Wcnonb3oBanne cpeabl R B coBpeMeHHOM obLiecTBe pacTeT oveHb ObICTpO M3-3a
pAfa NPeuMyLLEecTB, KOTOpble OHa MMEET MO CPaBHEHWIO C JAPYrMMM CTaTUCTUYECKUMM
uHcTpymeHTamu. Cpepa R npepHasHadeHa ana cbopa faHHbIX, CTaTUCTUYECKON 0bpaboTky,
aHanM3a BPEMEHHbIX PAJOB, TMHEHOrO U HENWHEIHOrO MOAENMPOBaHUA, KnaccuduKaumm u
peanv3aummn pasnnyHbIx MatemaTuyeckux pacyetos. Cpepa R moxeT 6bITb ncnonb3oBaHa A
pacyeToB MpUBEAEHHDbIX Bbille POPMyST, HO CYLLEECTBYHOLLUMIA MOAYNb TEOpUK WHGpopMaLK B
cpene R umeeT oueHb orpaHnyeHHble (PyHKLMOHANBbHBIE BO3MOKHOCTY.

B atoii cuTyaumm akTyanbHa 3ajava paspaboTku 6bonee ycoBepLUEHCTBOBaHHOMO
mogayna B cpeae R ana oueHKM n pacyeTa CloxHbIX OpMyn Teopun MHpopmaLmu.
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Llenb uccnepoBanuA. [Ina BbluvcheHMi CNoMHbIX chopmyn Teopuu WUHcOpMaLUm
6bina noctaBneHa 3ajaya - paspabotaTtb HOBbIM Mogynb AnA cpedbl R. [Mposepero
MHPOPMAaLLMOHHO-TEOPETUYECKOE UCCNefoBaHNe OMOMETPUYECKON Mopenu pacrpepeneHus
CreHepupoOBaHHOIO CEKPETHOrO Kitova.

HayyHas HoBM3Ha uccneaoBaHuUA.

1. BBeaeHO HOBOe MOHATWE -AOCTUMMMOW CKOPOCTU ceKpeTa B OGMOMETpUYecKoit
MOJEnu pacrpefeneHna CreHepupoBaHHOTO CEKpeTHOro Kitoya. [lonyyeHbl
BEPXHAA U HUWXHAA FPaHULbl MakcumanbHol E-pocTusumoii ckopocTu cekpeta.
Korpa E — 0, npepenbl BepxHeil M HWMHeN rpaHWL, -[OCTUMUMON CKOPOCTU
CeKpeTa COBMajatoT C HaMbonbLUE JOCTUMMMON CKOPOCTLIO CEKPETHOTO KtoYa.

2. PaspaboTaH HOBbIii Mopynb cpeabl R pa OueHKM n pacuyeTa CnoMHbIx chopmyn
Teopumn nHcpopmaLmu.

3. ObecnieveHo Tpu Tuma napanienu3auuu, KOTopble MOTyT ObiTb W3MEHeHbl B
npouecce BblYUCTEHWNIA.

4. PaspabotaHbl  MexaHU3Mbl A pelleHWA  npobnem,  CBA3aHHbIX  C
MHOFOMOTOYHOCTBIO BHYTPU MOJAYNA, HanpuMep, WCMosb3oBaHUE 6MOKMPOBOK
(locks) n nsbemaHue cutyauuii B3aumHblx 6nokmposok (deadlock).

MpakTnyeckas 3HayuMoCTb uccnepoBaHuA. PaspaboTaHHblli Mopynb nossonAer

paccuMTaTb He TONMbKO 3HTponuto, pacctoAHue  Kynbbaka-Jleiibnepa, cpepHtoto

B3aWMHYI0 WHPOPMALMIO, HO U HauWMeHbLUee 3HauyeHWe 3STUX PyHKUMIA npu

OnpeaeneHHbIX yCnoBuax.

HoBbiii mopynb npepnaraeT Tpu Tuna napannenmsauuum - Yepes JOKaslbHbIN

npoueccop (tun CPU), supeokapty (tun GPU) n knactep (tun MPI).

Mopynb MoxeT 6bITb MCMONBb30BaH creumaiucTamm B obnactv Teopumn HcopmaLmm

JN1A pacyeTa pAja CNOMHbIX (PyHKLWIA.

Pe3ynbratbl. B paboTe nonyyeHb! cnepytoLme oCHOBHbIE pe3ynbTaTbl:

e BBsepeHo HOBOe MOHATUME -JOCTMMUMON CKOPOCTU CeKpeTa AnA bromeTpuyecKoi
MOJENN C TeHepuMpyeMbIM CEKpeToM, KoTopaa ABnAeTcA  obobLueHnem
JOCTVKMMOIA CKOPOCTHN ceKpeTa.

o [lonyyeHbl BEpXHAA W HUMHAA TPaHULbl MaKCUMANbHOMN -JOCTUMMUMON CKOPOCTU
cekpeTa ana buomeTpuyeckoil Mogenu ¢ reHepupyembim cekpetom. Korpa E — 0,
npenenbl BEpXHEN 1 HYKHel rpaHuL, -AOCTUHUMON CKOPOCTU CEKpeTa CoBMafatoT
¢ Hanbonblueli JOCTUXUMON CKOPOCTBIO CEKPETHOrO Kitova [4].

e [lpepactaBneHa OGuomeTpuyeckaa cucTeMa pacripefeneHua C TeHepupyembiM
CEKpeTOM C HacTpaMBaeMbIM YPOBHEM HafekHocTh [2].

e PaspabotaH HOBbIi Mofynb B cpefe R AnA oueHKM U pacyeTa ComHbIX dopmyn
Teopun uHcpopmauum [3, 5.

e PaspaboTaHa onuua napanienusauuv B BblYMCTIEHUAX BHYTPU MOAYNA, KOTopas
JaeT BO3MOMHOCTb U3MEHEHWI TUNa nmapaaienusaunn B NpoLecce BblYUCIEHWI
[6].
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INFORMATION THEORETICAL ANALYSIS OF BIOMETRIC GENERATED SECRET KEY
SHARING SYSTEM AND DEVELOPMENT OF NEW PACKAGE FOR R ENVIRONMENT
SUMMARY

The relevance of the research.

In recent years, the exploration of various systems based on biometric data is
becoming an important part of the security sector. Biometric secrecy systems are based on
the person's physiological or behavioral characteristics such as fingerprints, hand geometry,
facial, vocal, iris, retinal features etc. The advantage of biometric data over traditional
secrecy methods is the fact that they are unique identifiers for the individual, which could
not be lost or falsified. But the uniqueness of biometric data causes problems, such as in
case of necessity biometric data can not be changed. These problems suggest analyses of
more complex systems.

Any biometric secrecy system can be information-theoretically secured up to a
certain level. Depending on applications different models of biometric authentication and
secret generation are considered. The first important task for each model is to determine
the achievable secret key rate. The next task of Information Theory is investigation of
reliability function. It represents coherent function of main characteristics (secret key rate,
reliability, error probability, leakage rate) and summarizes the idea of the largest achievable
rate. The evidence of the complexity is the fact that analytic form of the function is unknown
even for the simple Discrete Memoryless Channel, only the upper and lower bounds are
known. Hence, the development of software that can perform these calculations is a relevant
task.

The usage of R environment in modern society is growing very quickly due to a
number of advantages it has compared to other statistical tools. R environment is designed
for data collection, statistical processing, time series analysis, linear and nonlinear modeling,
data classification, implementation of various mathematical calculations and construction of
corresponding graphs. R can contribute to calculations of the above formulas, but the
existing package of Information Theory has very limited functionality.

In this situation it is important to develop an improved package for R environment
for estimation and computation of complex formulas of Information Theory.

The aim of the research.

To develop a new package for R environment for performing estimation and

computation of complicated formulas of Information Theory. For implementation of the
package it was tasked to carry out the information-theoretical investigation of coherent
functions of the main characteristics (secret key rate, reliability, error probability, leakage
rate) of the biometric secret key sharing model.

Scientific novelty of the research.

1. A new concept of E-achievable secret key rate for biometric generated secret
key sharing model is introduced and the expressions for the lower and upper
bounds of the largest rate are obtained. When E — 0, the limits of bounds
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3.

4.

coincide and are equal the largest achievable secret key rate.

The new software package for R environment for estimation and computation of
complex formulas of Information Theory is created.

Three types of parallelization inside the package, that can be changed during
computation process.

Mechanisms are developed for solving issues related to multithreading inside
package, such as usage of locks and avoiding deadlock situations.

Practical significance of the research:

The developed package allows calculation of not only entropy, Kullback-Leibler
(divergence) distance, the average mutual information, but also the smallest values of these
functions under certain conditions.

The new package offers three types of parallelization - through the local processor
(CPU type), graphic card (GPU type) and cluster (MPI type).

The package can be used by specialists in Information Theory for calculation of a
number of sophisticated functions.

Results of the research.

Thus, the main results of the work are the following:

A new concept of E-achievable secret key rate for biometric generated secret
key sharing model has been introduced, which is the generalization of the secret
key rate studied by Ignatenko and Willems [1].

For biometric generated secret key sharing model the lower and upper bounds
of the largest E-achievable secret key rate have been obtained. When E - 0,
the limits of bounds coincide and are equal to the largest achievable secret key
rate [4].

The biometric secret sharing system with configurable reliability level has been
presented [2].

The new package for R environment for estimation and computation of complex
formulas of Information Theory has been developed [3, 5].

An option for using of the three types of parallelization inside package has been
developed, which allows change of parallelization type during computation

process [6].
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