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CHARACTERIZATION OF THE THESIS

Actuality of the problem
Secrecy is an important requirement of many communication applications. The information-
theoretic problem for single receiver secure communication system was solved by Wyner
in famous paper “The wire-tap channel” *. The object of study of wiretap channel is to
maximize the rate of reliable communication from the source to the legitimate receiver, while
the wiretapper learns as little as possible about the source output. Wyner has determined the
achievable rate-equivocation region when both the main and the wiretap channels are discrete
memoryless. Later, Csiszar and Korner made the next important step by generalizing Wyner's
result. They considered a discrete memoryless broadcast channel with a confidential message
for one of the receivers and a common message for both receivers?.

In this thesis, we study information protection systems requiring both the reliability and
the confidentiality from eavesdropping.

Nowadays, new wireless devices are deployed. The broadcast nature of a wireless medium
allows for the transmitted signal to be received by all users within the communication range.
For example, many devices like telephones, computers, keyboards or headphones, traditionally
connected via cables, are now connected in a wireless manner. With pervasive use of wireless
data and voice services, the demand for reliable and secure communications with broadcast
systems is becoming more urgent.

Objectives of the work
Important properties of each communication channel are characterized by the reliability func-
tion E(R), which was introduced by Shannon 3. The reliability function defines the optimal
exponent of the exponential decrease exp{—NFE(R)} of the decoding error probability for
given R, when N increases. Another approach in channel coding problems is the E-capacity
(rate-reliability function) denoted by C'(E) (also R(E)) introduced by E. Haroutunian 4, which
presents optimal dependence of the code rate R on given error probability exponent (reliability)
E. The function C'(F) is in natural conformity with Shannon’s notion of the channel capacity
C and of the zero-error capacity (). When E' increases from zero to infinity, the function
C(F) decreases from C to Cj. This characteristic of the channel is also called E-capacity.
Due to principal difficulty of determining the E'-capacity function, it is usual to study its esti-
mation. This approach can be more effective to study complicated systems rather than study of
reliability function. The estimation of E-capacity region of broadcast channel without secrecy
constraint is obtained by M. Haroutunian.

The main purpose of the dissertation is to generalize the previous results on the capacity
region of the BCC, BC-2CM and the generalized wiretap channel. The results also develop the
previous results in estimation of £/-capacity of the DMC and the BC over secure communication
systems. To this end, the following tasks are solved:

e construction of inner estimate for the E'-capacity region of the wiretap channel,

"Wymner A. D., “The wire-tap channel,” Bell System Technical Journal, vol. 54, no. 8, pp. 1355 — 1387,
1975.

2(Csiszér 1. and Korner J., “Broadcast channel with confidential messages,” IEEE Transactions on
Information Theory, vol. IT-24, no. 3, pp. 339 — 348, 1978.

3Shannon C. E., “Probability of error for optimal codes in Gaussian channels”, Bell System Technical
Journal, vol. 38, no 5, pp. 611 — 659, 1959.

4Haroutunian E. A., “Upper estimate of transmission rate for memoryless channel with countable
number of output signals under given error probability exponent,” (in Russian) 3rd All Union Conference
on Theory of Information Transmission and Coding, Uzhgorod, Publishing House of the Uzbek Academy
of Sciences, pp. 83 — 86, 1967.




e to find inner estimate of E-capacity region of the broadcast channel with confidential
messages,

e to estimate secrecy F-capacity region of the broadcast channel with two confidential
messages,

e to find upper bound of the E-capacity of secrecy leakage of the BCC.

Objects of investigations
In this thesis, the E-capacity region of the wiretap channel and of some models of broadcast
channels with confidential messages are studied. The secrecy leakage of the broadcast channel
with confidential messages and the upper bound of the F-capacity of secrecy leakage are
investigated.

Methods of investigations
In the work, we apply methods of information theory. Especially, we use effectively the method
of types developed by Csiszar and Korner ® (disscused in Chapter 1) and fundamental notions
of information, entropy and the divergence of Kullback-Leibler (presented also in chapter 1).

Scientific novelty
All results presented in the thesis are new. Dependence of optimal rates on error exponents of
the wiretap channels and the broadcast channel with confidential messages was not estimated
before our works.

Practical and theoretical significance of the results
The results of the thesis can be used in different application of information theory. The
expressions characterizing rates of optimal code for given reliabilities are derived which can
be applied in different practical situations.

The following statements are presented for defending

e The stochastic encoding for random coding bound construction of E-capacity of the
asymmetric broadcast channel without secrecy constraint is not effective.

e Random coding bound of E-capacity region of the wiretap channel is obtained.

e Random coding bound of E-capacity region of the broadcast channel with confidential
messages is constructed.

e Sphere packing bound of E-capacity of secrecy leakage of the broadcast channel with
confidential messages is found.

e Random coding bound of secrecy F-capacity region of the broadcast channel with two
confidential messages is determined.

Approbation of the results
The results of the thesis have been presented in the following conferences.

e The 8th International Conference on Computer Sciences and Information Technologies,
Yerevan, 2011, [2].

e Scientific Conference Devoted to 80th Anniversary of Doctor of physical-mathematical
science I. Zaslasvky, Yerevan, 2012 [3].

e [EEE 20th Telecommunication Forum (TELFOR), Belgrade, Serbia, 2012 [6].

e The 7th Annual Conference RAU, Dedicated to the 90th Anniversary of Academician S.
Hambartsumian, Yerevan, 2012.

5Csiszér 1., “Method of types”, IEEE Transactions on Information Theory, vol. 44, no. 6, pp. 2505 —
2523, 1998.



Publications
The results of the thesis are presented in 6 publications (3 articles and 3 presentations in
conferences), the list of them is at the end of the text.

The structure and volume of the work
The dissertation consists of Introduction, five Chapters and Conclusion. The list of references
include 97 entries. The text of the thesis is expounded on 100 pages.

Contents of the work

In Chapter 1, the necessary definitions of Information Theory, e.g. the method of types,
typical sequences are introduced and the previous results related to the subject of the thesis
are shortly presented. In Chapter 2, we study the stochastic encoder’s affection on the random
coding bound construction. In Chapter 3, the E-capacity of the generalized wiretap channel
is studied. There the problem of finding inner bound of F-capacity of the wiretap channel,
where error probability of the wiretapper decrease not exponentially, is solved. In Chapter 4,
the broadcast channel with confidential messages is studied and the problem of finding inner
bound of F-capacity of the BCC, where probability of decoding error at the eavesdropping
receiver decreases exponentially, is solved. There the problem of upper bounding the F-
capacity of the secrecy leakage of the BCC is also solved. In Chapter 5, the notion of secrecy
FE-capacity is introduced and the inner bound of secrecy E-capacity of the broadcast channel
with two confidential messages is obtained.

We denote random variables by capital letters X, Y, U, ... and specific realizations of them

by the corresponding lower case letters x, y, u, .... The respective random vectors of length
N will be denoted by bold-faced letters X, Y, U, ... and x, y, u, .... We consider finite sets
and denote sets by script capitals X', Y, U, .... The cardinality of the finite set X is denoted

by |X|. The functions exp and log are taken to the base 2.

Chapter 2: Estimation of E-capacity Region of the Asymmetric Broadcast
Channel

We investigate a discrete memoryless asymmetric broadcast channel (ABC) with a finite
input alphabet set X, and finite output alphabets ) and Z.

The ABC is defined by the pair (Wy|x, Wz x) of conditional probability distributions,
Wyix : X =V, Wy x : X — Z, where

N N
AN AN
W)]/V|X(Y|X) = H Wy x (Ynl|n), Wé\fx(zb() = H Wz x (2ulzn).

n=1 n=1

! 7/
S,?\l/llrce C‘};mnel Y __|Decoder 1" ! Receiver 1
m Y|X
\ Encoder X
Source / Ch 1 I
L l V[;mne Z . Decoder 2——Receiver 2
Z|IX

Figure 1. The model of asymmetric broadcast channel.

The My is the set of common messages which should be sent to the both receivers and
Ly 1is the set of private messages which should be sent to receiver 1. Let U/, Uy be some
auxiliary finite sets and U, U, X, Y and Z are random variables with values in U;, Uy, X, YV
and Z, correspondingly.



The randomized encoding is defined as follows.

A stochastic encoder f with block length N for the asymmetric broadcast channel is
specified by a matrix of conditional probabilities f(x|m, [), where x € XN, m € My, l € Lx
and Y f(x|m, ) =1.

xexXN

A code is a triple of mappings (f, g1, g2), where f : My x Ly — X is a stochastic
encoder and ¢; : YV — My x Ly and ¢, : Z¥ — My are deterministic decoders.

A code (f, g1, 92) is characterized by rates R, R, where R; and R, are the transmission
rates for m € My and [ € Ly, respectively,

1 1
Rl = Nlog|./\/lN|, RQ = N10g|£1\[|

The maximal probabilities of erroneous transmission of the pair of messages (m,l) €
My x Ly by the channels Wy x and Wy x using a code (f, g1, g») are defined, respectively,

2

€(f, g1, WY|X) max Z f(X|m7 Z)W}]/V|X(yN - gl_l(ma l)|X)7

meMn,leLN
p(S

2

€(f, 92, WZ|X) max Z f(X|m7 Z)Wé\fX(ZN - g2_1(m)|x)7

mEMN,lE[,N
XE
and the average error probabilities for messages assuming that the pair of random messages

My, Ly is uniformly distributed over My x Ly are the following

e(f, g1, Wyix) £

T 5T sl DO . Ol

meMn,leLy xe XN

1>

é(fa g2, WZ|X)
m > X fdm, DR (EY — gy (m)l).

meMp,l€LN xXN
We consider the following joint distributions
Qo PoVyx ={Qo PoVyx(ui,u, z,y) = Q(ur, u2) P(z|ur, u2) V(ylz),
up EUy, us EUs, x € X, y €Y},
QoPoVyx ={QoPoVyx(ui,uz,x,2) = Qur, u2) P(x|ur, uz)V(z|x),

Uleul, UQGZ/{Q, .TEX, ZGZ}.

Let (Uy,Us) — X — (Y, Z) be a Markov chain.
To formulate the inner bound of E-capacity region, we consider the following inequalities

OSngmin{

+

Y

1w

min
Wy x:D(Vy | x [[Wy | x1Q,P)<E1

[vava\X (Y N Ul) + D(VY|XHWY|X|Q7 P) — By

min
Vz1x:D(Vz xIWz x1Q,P)< E2

1g.pv,x(Z NUL) + D(Vzx|[Wzx|Q, P) — E;




0< Ry <

+
min 1oy x (Y AUL|UL) + D(Vyix Wy x|Q, P) — En| . (2)

Wy x:D(Vy x[Wy | x |Q,P)<E1

and the region
R.(E) = U {(R1, Ry) : (1) and (2) take place for some

QPEQP(Z/ﬁ XU ><X)

(Ul,UQ) — X — (Y, Z)}

The following theorem asserts that the stochastic encoding in inner bound construction of E-
capacity of the ABC is not effective. The result is the same as random coding bound for
E-capacity of the ABC ¢, where deterministic encoding is applied.

Theorem 1.  For all Ey > 0,FEy > 0 the region R.(E) is an inner estimate for
E-capacity region of the broadcast channel:

R,(E) C C(E) C C(E).

We present the proof of the theorem in chapter 2 section 2.
Chapter 3: Estimation of F-capacity Region of the Generalized Wiretap Chan-
nel

The message m is encoded into an N-vector x which is the input of the main channel. Let
y and z be the output of the legitimate receiver and the wiretapper, respectively. The object
of study wiretap channel is to maximize the rate of reliable communication from the source to
the legitimate receiver, while the wiretapper learns as little as possible about the source output.
Wyner has determined the achievable rate-equivocation region when both channels are discrete
memoryless.

Csiszar and Korner’s BCC generalized Wyner’s wiretap channel (Fig.2). We call it the
generalized wiretap channel.

m X Main Yy Decoder Legitimatd

En T :
code channel receiver

Source

Wiretap z__ |Wiretapper
channel h

Figure 2. The model of generalized wiretap channel.
We investigate a DMC with a finite input alphabet set X', and finite output alphabet set ).
Let Z be the set of output alphabets of the wiretapper. The wiretap channel is defined by the
pair (W3, Ws) of conditional probability distributions, W, : X — Y, W,y : X — Z, where

WlN(Y|X H Wl yn|xn) WN |X H W2 Zn|37n)

Let My be the message set. The message 1 € My is communicated reliably to legitimate
receiver at rate R. We use the technique of rate splitting. The message set My is split into
two parts, one part is denoted by My, which can be decoded by the legitimate receiver

6Haroutunian M. E., “Random coding bound for E-capacity region of the broadcast channel,” Math-
ematical Problems of Computer Science, no. 21, pp. 50 — 60, 2000.
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and the wiretapper at rate R;, and the remaining part is represented by Ly, which can be
decoded by only the legitimate receiver at rate R; and must be kept as secrete as possible
from the wiretapper. The level of ignorance is measured by equivocation rate K., which is the
uncertainty of the wiretapper with respect to the message .

A code is a triple (f, g1, g2), where f is a stochastic encoder, g; : YV — My x Ly and
g2 : ZN¥ — My are deterministic decoders.

A code (f, g1, g2) is characterized also by coding rates

A o] A1
Ry = ]\}I_I&NIOQMNL Ry = A}E&)Nbgwﬂ-

The equivocation H(Ly|Z) is the uncertainty of receiver 2 with respect to the private
message. We also consider equivocation rate (1/N)H (Ly|Z).
Let U be some finite set and My, Ly, U, X, Y and Z are random variables with values
correspondingly in My, Ly, U, X, Y and Z.
Let QQ be a type and ), be a conditional type of x € X given u. Define Q = Qo Q;.
Let
Vlé{Vl(yL'c): reX, ye YV}, Vgé{Vg(zu): reX, z€Z}

be conditional types of random variable Y, Z, respectively, for given value z.
We assume that U — X — (Y, Z) forms a Markov chain.
Let us define the following functions appearing in our inner estimates of F-capacity region:

Y

+
Igun(UAY) + D(VA[[WA|Q) — Ex

y

Ré(@a E,, Es) 2 min {

min
Vi:D(V1[|[W1|Q)<Ey

ol s, [Tov (U N 2)+ DAIWQ) - F

+
N s : _
RQE)E | min  Nlou(XAYIU)+DAIWIQ) — B
+
* L ; — —
RQE)E | min lou(X AYIU)+ DVIWAIQ) - By

Iow,(X AN Z|U).

Theorem 2. For E > 0, the inner bound for E-capacity region Cyw(E) of the
generalized wiretap channel is:

RM@—%@%J]M%HMHXHME

R=Ro+ Ry,

0 < Ry < Ri(Q, Er, Ey),
0 S Rl S RT(QaEl)a

Og&ng;&%&gR}

We present the proof of the theorem in Section 2 of Chapter 3.

Chapter 4: Estimation of E-capacity of the Broadcast Channel With Con-

fidential Messages
The discrete memoryless broadcast channel with confidential messages (BCC) involves two
discrete memoryless channels with two sources, one encoder and two receivers. The model

8



is depicted in Fig.3. A common message must be transmitted at rate R, to both receivers
and a private message to the intended receiver at rate R, while keeping the other receiver
ignorant of it with equivocation rate less than R.. We consider error probability exponents
(reliabilities) Ey, Es, Ejs, of exponentially decrease of error probabilities of the first decoder,
the second decoder and of the decoder trying to find the confidential message, respectively. For
E = (E1, E,, E5) the E-capacity region is the set of all achievable rate triples Ry, R, R. of
codes with given reliabilities 1, Fy, E3. We construct a random coding bound for E-capacity
region of the BCC.

Source Channel y | Decoder | m/,l' Receiver 1
M m WY|X 91
Encoder [ X
/ /
Soﬁurce l C};;nnel Z Degf;Odel" m./ ! Receiver 2
Z|X | :
! | Decoder | |
Loyl / L_»J
Lo92 ] vl

Figure 3. The model of discrete memoryless BCC.
The E-capacity C(E) of secrecy leakage is the rate R, of optimal code (f, g}) with the
given exponent I of average error probability.
Let Qo = {Qo(ug), uo € Uy} be PD of RV U,. We use conditional PD

Py ={P(z|ug), z € X, ug € Up}.
Let
Vy|X = {Vy|X(y|.I'), T € X, Yy S y}, and VZ|X = {V2|X(Z|.’L'), xr € X, z € Z}

be some conditional PDs of the channels.
We assume that Uy — X — (Y, Z) forms a Markov chain.
For the given E¥ > 0 consider the following functions

AN
RP(E,Qq, By) 2 min I X A Z|Uy),
s ( Qo 0) Vi x DV x Wz x Qo Po) < Q07P07VZ\X( | 0)

RY(E) 2 max R (E. Q. o).

The purpose of the following theorem is to establish a sphere packing bound for E-capacity of
secrecy leakage of the BCC [4]. The proof of the theorem is presented in Section 2 of Chapter
4.
Theorem 3: For all E > 0, o
C(F) < RP(E).

Consider RVs X Y, Z and auxiliary RVs Uy, U; with joint PDs:
QoPolVyx=

{QoPio VY|X(U07U17$73/) = QO(UO)Q1|0(U1|U0)P1(37|U1)VY|X(3/|$)}7

Q @) Pl 0] VZ|X =
{Q o P o Vyx(ug, ur, z,2) = Qoluo)Qujo(us|ug) Pr(z|ur) Vz x (2]2)}

9



We define the following functions appearing in our inner estimates of F'-capacity region:
A
R3(Q, P, By, Ey) = min{

min I Us AY) + D(Viy x|V P)— B[
vy‘xzD(VY\X||WY\X|Q1,P1)3E1| Q.2 vy x (Uo AY) + D(Vyx[[Wyx|Q1, Pr) — Ex

min I Us A Z) + D(Vyx |W. P — Byt
VZ\XzD(VZ‘X||WZ\X|Q1,P1)3E2| @.PVzx (Uo AN Z) + D(Vz x[|[Wzx|Q1, Pr) — Es| "}

AN
RT(Qa Py, El) = |[Q7P17VY\X (Ul N Y|UO)

min
Wy x: D(Vy x Wy x|Q1,P1)SE
+D(Vyix [Wyix|Q1, Pr) — Ex[",

R:(QaplaElaE?:) = min E |[Q7P17VY\X(U1 /\Y|UO)+

Wy x:D(Vy x Wy x1Q1,P1)<

D P)— E,|" — i I .
(W ix Wy x|Q1, Pr) — Ei| T Q.P1,vzx (Ut A Z|Uj)

Let us consider the following bounds of rates Ry, Ry, R.:
0 S RO + Rl S Ré(@a P17 E17E2) + RT(Qa P17 E1)7

0< RO < Ré(@aplaElaEQ)a
0 S Re S R:(QaplaElaE?:)a
R, < R;.

The main result of Chapter 4 is formulated in the following:

Theorem 4. ([5],[6]) For E; >0, E5 > 0, E5 > 0, the region
A

R*(E) 2
U {(Ro, Ri, R.) : (3) — (6) take place for Uy — U; — X — (Y, Z)} (7)
Q,P1

is an inner bound for E-capacity region C(F) of the BCC:
R*(E) C C(E) C C(E).

Chapter 5: Estimation of secrecy E-capacity of the Broadcast Channel With
Two Confidential Messages

The broadcast channel with two confidential messages (BC-2CM) involves two sources,
one encoder, two discrete memoryless channels and two receivers. The model is shown in Fig.
4. Each private message m; € M, y, ¢ = 1, 2 is transmitted to the respective receiver at rate
R;, 1 = 1, 2, while ensuring the eavesdropping receivers to be kept in total ignorance of it. The
level of ignorance is measured by the equivocation rate R;., ¢« = 1, 2, at the eavesdropping
receiver.

The secrecy E-capacity region is the set of rate pairs R;, Ry of codes with given error
probability exponents (reliabilities) F;, E, at respective receivers, while R, . = R;, i = 1, 2.

Source Channel | y1 m) .
My N YIx Decoder g; Receiver 1| 19
Encoder f X
Source Channel | ya| Decoder m} | Receiver 2
Mo x| 2 Wy, ix 92 eceiver 2| 11

Figure 4. The model of BC-2CM.
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The vector X = (21,...,2x) € XV is the input, y; = (y1.1,...,71.n) € VN and yp, =
(Y21, -, Ya.N) € ygV are the output vectors after N uses of channels. We introduce some
additional finite sets Uy, U, Us. The RVs My n, Ms n, Uy, Ui, Us, X, Y1, Yo take values,
correspondingly, in My y, Mo n, Uy, Uy, Us, X, V1, Vo

Let P, be a type of a vector uy € Z/ION and Pyo, i = 1, 2, Py 90, Pxu,,v, and Vy; x, i = 1, 2,
be conditional types.

We consider RVs X Y;, Y5 and auxiliary RVs Uy, U, Us with joint PDs

Pyo Py 9100 Px vy, 0,0 Vv, x = {PooPr 2100 Pxuy,v,0 Vv, x (o, ut, Uz, 2, ¥;) =
Po (o) Prgjo(ur, uz|uo) Pxjuy v, (] ur, u2) Vy x (il ),
UQGMQ,Ul EI/{l,UQEMQ,xEX,yieyi},izl, 2. (8)
Let Uy — (Uy, Uy) — X — (Y3, Y;) form a Markov chain.
For i = 1, 2, we define conditional PDs Py. v, and Py,ju, v, as follows,

YN
Py, 1,00 (Yilus, uo) =

Z PUB—ilUivUO (u3—i|ui7 UO)PXIULUQ ($|u17 UQ)WYiIX (yz|$)7 (9)

U3 —i,T

A
P}%|Ui,UO(3/z‘|Uz‘,U0) =

> Py v,y (Us—ilui, wo) Pxjuy vy (| us, u2) Vi x (i), (10)

U3—i,T

Let Vi (Fo.i, V:) be the set of all conditional types P}%lUi,Uo ofy,e YN, i=1,2.
Let us define the following set of distributions

Di(E:) = {Pv,v, € Vn(Pois Vi)« D(Pyyu, oo | Prjveve | Pos) < Ei}

To formulate the inner bound of secrecy E-capacity region of the BC-2CM, we define the
following region of rates Ry, Rs:

0< R <
. 1 +
P¢1\U1,I121£D1(E1) [Po’l’PilmUl,Uo (U1 AY|Uo) + D(PY1|U17U0HPY1|U17UO|P071) - B
_[PO,LPYQ\UQ,UO (U1 A\ Ys|Usy, Up) — [po’m(Ul A Us|Up), (11)
0< Ry, <
. 1 +
P)lzg\Uz,rlzlgDz(Ez) [PO’Q’Pll/g\Ug,Uo (U2 A Y2|UO) + D(PY2|U27UO HPY2|U27UO|P072) — E;

—Ipy 5Py 1, 1y (U2 A Y1 UL Up) — Iy, , (U A Us|U). (12)
We define the inner bound R*(F) of secrecy E-capacity region C(FE) as follows

R*(E) 2 U {(R1, Ry) : (11), (12) take place for some

Po12

Markov chain Uy — (U, Us) — X — (Y1, Y3)}.

Theorem 5. For all Ey > 0, Ey > 0, the region R*(E) is an inner bound for secrecy
E-capacity region of the BC-2CM:

R(E) € Cy(E) C Cy(E).

We present the proof of this theorem using the method of types.

11



Main results of the dissertation are the following:

The affection of using the randomized encoder in the random coding bound construction
of the F-capacity region of the asymmetric broadcast channel in comparison to applying
the deterministic encoder, is studied.

The E-capacity region of the generalized wiretap channel in two cases, when error
probability of the eavesdropper to find a part of message decreases either exponentially
or not exponentially is studied.

The upper bound of E-capacity of the secrecy leakage of the BCC is found.

Using the obtained sphere packing bound of the secrecy leakage and the method of
rate-splitting, the inner estimate of E-capacity region of the BCC is derived.

A single letter characterization of random coding bound for secrecy FE-capacity region
of the broadcast channel with two confidential messages is derived.

These results generalize the previous results on
a) the capacity region of the BCC, BC-2CM and the wiretap channel,
b) the E-capacity of the DMC and the BC over secure communication systems.
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‘Lwuphl Udppwp

Gununlh hwnnppuqgpnipyniGGtpny (wjGwuthynin yuwninhGhph £-mGulympjul
hhnwgnunnmad

Udthnthmd

Uwnmtiwhununmpnilp Gyhpjwo L qunulwugnnh wnjuwynipjudp Juwninnud L qunubh
hwnnpmugnpnip niGGtnny jwjGwuthymn juynihltpnd owyywmhdw) Ynntph vfuwih hwju-
(wywlnpjuwl gnighsh yupph ntundGuuhpnipjuln:

Gunubhmpynilp b hnuwhmpmiip yuplnp ywhw6e GG pwqiwih juwyh hwdw-
Jupqgbtph Guundwdp: bidpnpiwghnG-ntuwywuwb funhpp by hwugbwwmbpng hniuwih
hwnnppiwl hwdwluwnpgh Guundwdp oyt tp dwjltph ynnihg 1975 p. hwywnGh “Guw-
wninh qunubwqgnnny‘ hnpjuwonid: Fuwnunlwgnnh wnjuwynipjudp Juwninnt hbnmwgnu-
dwl Gyuwumwly6 L hGuwpwynphb suth dtowglt] wnpymphg ntiyh ophGwlwl hwugtwwmbtinn
hnuwh hwnnppiw 6 wpwgnipynilp, wwjdwlny, np qunubwagnnp hGuwpwynphGu phy
wnbtntnipynil vnwlw hwunnpniwl dwuhG: dwjlbtpn qnt) E wpugnipyniG-wlnpnynipyni
hwuwGtih mhpnypnp, tpp” L hhdGwlwb uwninhG, b qunuiugnnh JuwninhG plinhwwn
Ll L wonwGg hhpnnmpjwG: Uy juplnp nuunidGwuppnpjul wowlw £ qunubGh hwnnp-
nugnpnipjniGtipny jwjGuwuthnin yuwninhG, npp wnwehl wiqud nhwnwnpyt] GG Qhuwpp
L YnpGtpp 1978 p.: Lpwlp vnwgl] GG wyn Juyninnt niGuwympjuwl mhpnypn:

Snipwpwligynip Juunnnt juplnp hwninpmniGGbpp pnipugpnid £ hntuwhnipjwG
E(R) $mGyghwG, npp Gepunwoty £ ShlnGp 1959 p.: <niuwhnipjul $niGyghw npnynid
E nmjwdo R wpugnipjul U Ynnph N dwjwih wddwl nhypnid ujuwh hwjuwGwlwnipju
gnigswjhG exp{—NFE(R)} Guquiwl £ gmghnp:

Quunimnt Ynpuynpdwb fuGnphl wjp dnntignd £ 6. {wpnipjniGyuGh Ynnidhg 1967 p.
wnwowpywo E-niGwynipynilp (wpwgmpyniG-niGwynipyniG pniGyghwi), npp Grwlwy-
ynud £ C(E) (qud R(F) ) L wpnwhwjnmd Ynnh R wpwgnipjul owywhdw] juiuju-
onipjniGp vuwh hwjwlwywlnpjwG F gmgshg (hnuwwihnpjniGhg): C(F) $mbGyghwa
pGwlwb pGnhwGpugnd ttGnG w6 qunuthwpltph C nGuynipjwb L gbpnjulul ufuwih
hwjwlwywlinpjudip Cy niGwynipju: Gpp £F-G wémd t qipnpg dhGsk wGytpempni,
C(F) $mGyghwl Guqnd t C-hg vhsk Cp: Liwwmh niGhGuny F-mGuynipynb, Jud
hnuw hmpjwl nilGlyghwb qubtin uyqpnilpwjhl ndqupnipniln , pinniGywo £ niumy-
Gwuhpty Gpuwlg qGwhwnwlwbltpp: LwjGwuthynn juwnnn F-nilGuynpjul mhpnyph
GtpphG vwhiwlp® qunubGhmpjul ywjdwiGbiph pugwuwynpjul nhypny, unwgyt) L
U. QwpnipjniGjuGh Yynnihg:

‘Uhipjuw wfuwmwlpnid muoyt G6¢ qununGugnnh wnjwynipjudp juwninnt L qununGh
hwnnppugpmpniGGtpny jwjGwuthynin yuwninhGiph npny dnnpbjGtph E-nGuynipjw
nuuntiGwuppiwl wimmuw fulnhpltpp: Untlwjfununipyniinid uvnwgywd wpnymGpGtpp
nnhwlpwgmu GG htlyw) wpymGpGiph Guundwdp.

o qunuilh hwnnpnuagpnipyniGGtpny jwjGwuthynin juwninnt niGwynipjul mhpnyph,
o qunuiliwgnnh wnjwympjuip Juuwninnt nitGwlinpjul mhpniyph,

e tpynt qunulh hwnnpnuagpnipyniGGtpny jwjlGuwuthynin juwninnt niGwynipjuwl mh-
nnijph,

e G. JwpmpyniGyuGh Ynnihg vnwgywo pnhwwn wnwlg hhynnnipjul Juwninnt
E-mGwynipjud,
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e U. {wpnipjniljwbh Ynnihg unwgywd jwjGwuthjnin juyninm F-niGuynipjuwb wmhpnijph
GtpphG vwhdwGh:

Unwlwfunumpjul hhiGuwlywl wpnniGpGtpp hbnbguwGopG GG:

e NundGwuhpyt) £ wihwdwswih jwjGwuhynin juyninn F-niGuympjul mhpnyph
wwwnwhwlywl ynpuynpiwl vwhiwlh junnigdwl hwpgnd yuumwhwljwlwgywo
Unnuynpiwl oquuwgnpoiwl wqnpbgmpinilp ntntpihGugyuo Ynnuynpiwb ogq-
nwagnpoiwl hwdbdwwn:

o NuundGwuhpyt) £ qununGugnnh wejwjnmpjudp pnhwlipugyud juwninne £-ni-
(wynipjwl wmhpnypp tpynt ghypmy, tpp qunubwqgnnh Ynnihg hwnnppuqgpnt-
pjwl dh dwuh npnpdwl vuwpytim hwjwlwlwbnipynip Gugmu L jud gnigswjhG
optlipny,, wu ny gnigswjhl wpwagnipjudp:

e Gulijwo L qunulh hwnnppugpnipyniGGtpny jwjGwuthynin juwninnt qunubhni-
pjul ywlwuh E-niGwynpjul mhpnyph yephtG vwhdwn:

e ‘Lwfunpn wpnyniGph L wpugnipniGGtiph mpnhdw G tnuwGwyh oqgunugnpoiwdp nnipu
L ptindt; qununGh hwnnppugpnipniGGtnny jwjGuwuthynin juyninnt E-niGuynipjul
GtpphG vwhdwn:

e Uunwgyh E tipynt qunubh hwnnpnpugpnipyniGGtpny jwjlGwuthyjnin juwyninnt qunwu-
Ghnmpjwl F-mGuynipjul mhpnyph wuwumwhwwb Ynpuynpiwl vwhdiwbh dhunw-
nw(h pGnpwqpnin:

Uwntilwhunumpjuwl wpynbGplbpp qiynigyty GG Gpynt dhowqquyhl L tpynt hwlpw-
whnmwlywb ghnwdnnnybtipnud, hpwwywpwyt G6 6 ghnwlwl hpuwywpuwndGhpnd:
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Hacpun Adpiap

Hccnenosanne F-nponyCcKHOR CIOCOBHOCTH LIHPOKOBEIIATEIbHOIO KaHaja ¢ CeKPETHbIMU
COOBIICHUSIMH

AHHOTAUUA

unccepranysi MOCBSILEHA H3YUEHHIO TMOBEAECHHS! SKCIIOHEHTbl BEPOSITHOCTH OIIMBKH ONTH-
MaJIbHbIX KO/OB B KaHajle C HapyIMTEJEeM H B HIMPOKOBELIATENbHbIX KaHaNaX C CEKPETHbIMH
COOBILECHHUSIMH.

CeKpeTHOCTb U HaIEXKHOCTD SIBJISIIOTCS Ba>KHBIMH TPEBOBAHHSIMH KO MHOTHM CHCTEMaM CBSI3H.
HugpopmannonHo-reopeTnueckas nposJema sl CHCTeMbl Ha1eXHOM nepeaaul ¢ 0AHUM a1pecaToM
BbUIa peniena BafinepoM B 3naMeHuTOl cratbe ~Kanan ¢ napymmrenem’ B 1975 r. Llenb usyueHns
KaHajla C HapyLIUTENeM - MaKCHMH3HPOBaTb CKOPOCTb HAJAEXKHOMl Mepeaaud OT HUCTOUHHKA K
3aKOHHOMY a/ipecary, IPH YCJIOBHU UTO HAPYILLMTEb Y3HAET OB COOBLIEHHH Ha BbIX0/I€ HCTOUHHKA
M0-BO3MOXKHOCTH MeHblle. BafiHep onpeaenni 10CTHKHMYIO OBJIaCTb CKOPOCTb-HEONPECEIEHHOCTD,
KOI'Zla H OCHOBHOM KaHaJl, U KaHaJl HapyIIUTeN sl SBJSIOTCS AUCKPETHBIMU U Be3 naMsTu. /pyrum
BaXXHbIM OBBEKTOM HU3yUEHHU S SIBJISIETC Sl IIUPOKOBELIATENbHBIA KaHAJ C CEKPETHBIMH COOBLLEHUSIMH
BriepBbie paccMoTpeHHblii Hucapom u Kepuepom B 1978 r. OHH NoOJyuniu obJacTb NpOMYCKHOM
CIIOCOBHOCTH TaKOro KaHaja.

BaxHble cBOMCTBA KaX/0r0 KaHalla CBSI3H XapaKTepH3yloTcs (pyHKIHed HaaexHoctn F(R)
BBeIcHHOMN [1leHHOHOM B 1959 r. ®yHKIMA HAAEKHOCTH ONPEAENSIET ONTHMAIBHYIO S9KCIIOHEHTY
9KCINOHCHIMAIBHOTO yBbIBaHUS exp{—/N E(R)} BeposSTHOCTH OUIMBKH MpPH 33[1aHHOA CKOPOCTH
R w yBenuuenun osema kozaa N.

Jpyroft noaxo K NposieMe KOJAUPOBaHU S AUl KaHana - [/-nponycKHas CrocoBHOCTD ((pyHKLHUSA
CKOPOCTb-HaeXKHOCTb) opo3HauaeMasi C'(F) (wm R(E)) npeatoxentas E.ApytionsiHom B 1967
I., KOTOpasi BbIpaxaeT ONTHMAJIbHYIO 3aBUCHMOCTb CKOPOCTH K01a /2 OT 9KCIIOHEHTbI BEPOSITHOCTH
oumskH (Haaexuoctn) F. ®ynkuust C'(E) siBraeTcst €CTECTBEHHbIM OBOBILEHHEM IIEHHOHOBCKUX
HOHSTHA MPOMYCKHOR cnocOoBHOCTH C' W MPOIMYCKHON CIOCOBHOCTH MPH HYJIEBOH BEPOSITHOCTH
oumsku Cy. Korma F ysemnuupaercs oT HyJsl 10 BecKoneuHoctd, (pyukiusi C'(E) ysbiBaer
or C' no Cy. B Buly NpHUHINNHATBHON TPYAHOCTH HaXOX/AEHUS [F-MpOmyCKHON CIOCOBHOCTH
WM (pyHKIUH HAAEXHOCTH, NPUHATO M3yyaThb UX OLIEHKH. BHyTpeHHasi rpanuua osjactu [-
NPOMYCKHON CMOCOBHOCTH HMIMPOKOBEIIATENIbHOTO KaHala be3 YCIOBHI CEKPETHOCTH Bblia MOITY-
yeHa M.ApYTIOHSIH.

B Hacrsweit pasore pelieHbl akTyajbHble 3a4aul H3yueHHs! [-npomyCKHON CIOCOBHOCTH
KaHajla C HapylMTEJeM H HEKOTOPbIX MoJelel IHMPOKOBEMIATEIbHOrO KaHajla ¢ CEKPETHbIMH
cooblleHusMH. [lonyueHHble B AUCCEepTalMu PECYJIbTaThl OBOBLIAIOT PE3YJbTaTbl OTHOCHTENBHO:

® OBJIACTH NPOMYCKHON CHOCOBHOCTH INHMPOKOBEIIATEJILHOIO KaHajlda C CEKPETHbIMH COO-
BIICHHSIMH,

® ObJIaCTH HpOHyCKHOﬁ CIIOCOBHOCTH KaHaJla C HAPYLIUTCIIEM,

® OBJIACTH MPOMYCKHOf CIMOCOBHOCTH HIMPOKOBEIATEIbHOTO KaHajla C ABYMSI CEKPETHbIMH
COOBIICHHUSIMH,

e [-npomyCcKHOM CHOCOBHOCTH AUCKPETHOTO KaHajla Be3 MaMsITH, ojiyueHHble E. ApyTIOHSIHOM,

e OBJlacTH F-npomycKHON CNOCOBHOCTH HIMPOKOBEIATENbHOr0 KaHaja MoJdyUYeHo
M.ApyTIOHSH.
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OCHOBHBIMH pe3yabTaTaMu AUCCECPTALlUU SABJIAIOTCA:

e l3yueHo BAMSIHHE MCHOJB30BAHHS PAHAOMH3UPOBAHHOIO KOAMPOBAHHS MPH MOCTPOEHHH
rpaHulibl CTyUaifHOro KOAMPOBaHUS [/-MPOMyCKHOMA CHOCOBHOCTH aCHMMETPHUHOTO ILHPO-
KOBEIATebHOI0 KaHajla B CpaBHEHHH C MPUMEHEHHEM [IETEPMHHHPOBAHHOIO KOAUPOBaHHUS,

e H3yueHa obnacTtb E-MPONMYCKHOf CHOCOBHOCTH OBOBIIEHHOTO KaHaja C HAapyLIUTEJIEM B
[IByX CIlyuasiX, KOria BEpOSITHOCTb OLIMBKH HapyIIUTENsl NMPH ONpEAEJeHHH YacTH COO-
BILEHUS YBbIBAET WM 9KCHOHEHUMAIbHO, WIH HE 9KCHOHEHIHAJBHO,

e Hafinena BepxHsisl rpaHuia [/-nmpomyCKHOM CIIOCOBHOCTH HEIOCTaTKa CeKpeTa LIHPOKOBe-
IATEJbHOTO KaHalla ¢ CEKPETHbIMH COOBILEHHUSIMH,

e lcnonb3oBaHHEM NpeablAYLIEro pe3yJbTaTa U MeTo/la pa3bBHEeHHsI CKOPOCTEH, BbIBEAeHa
BHYTPEHHSIS1 TPaHUIIA OBJACTH F-MPONMYCKHOM CIOCOBHOCTH IIHPOKOBELIATENLHOIO KaHalla
C CEKPETHbIMH COOBIICHH SIMH,

e [lonyueHa 0HOBYKBEHHAS XapaKTepPH3aLisl TPAHHULIbI CTyUaifHOTO KOJAMPOBAaHH S CEKPETHOM
E-nponyckHON CHOCOBHOCTH LIMPOKOBEIIATENILHOIO KaHajla C ABYMSI CEKPETHBIMH COO-
BILCHHUSIMH.

Pesyabrarhl auccepranuy BbUIM OJOXKEHbI HA ABYX MEXAYHApPOAHbIX KOH(EPEHUU X, ABYX
peCNyBINKaHCKUX COBEIAHUSX, H OMYBJIUKOBaHbI B 6 MyBJIMKALHUSIX.
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