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CHARACTERIZATION OF THE THESIS

Actuality of the Subject

Generation of random numbers plays a crucial role in cryptographic
applications and many other related areas one of the important problems in
cryptographic implementations is a very fast generation of possibly
maximum number of different keys from some master key which are not
correlated with each other!. They are paramount in the construction of
encryption keys and other cryptographic algorithm parameters?. The
generalized feedback shift register (GFSR) algorithm suggested by Lewis
and Payne is widely used pseudorandom number generator, but has the
following several drawbacks discussed in the thesis.

In this thesis, we introduced a mechanism for random number generation
based on some operations used in SAFER Family of ciphers. It is shown
how some kind of 32-bit shift register can be designed that has a nearly
maximum possible period. That design is not based on traditional feedback
primitive polynomials but is based on special XOR shift operation using
nonlinear operational blocks used in SAFER Family?®.

SAFER Family has two nonlinear byte to byte transformation tables
which will be used in our design. One table denoted by EXP is based on
exponentiation function 45/ ¥ mod 257 where X and Y are any numbers
between 0 and 255. The second one denoted by LOG is based on logarithm
function logss(X) (1Y mod 257.

1 Watchman B A and Hill | D . Generating good pseudo-random numbers Computational
Statistics and Data Analysis 51 1614-1622, 2006.

2 D. Lim. Extracting Secret Keys from Integrated Circuits. Master’s thesis, Massachusetts
Institute of technology, May 2004.

3 J.Massey, G.Khachatrian, M.Kuregian “Nomination of SAFER+ as a Candidate
Algorithm for Advanced Encryption Standard (AES)”- Represented at the first AES
conference, Ventura, USA, August20-25, (1998)
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L(a) = {Iog45(a) mod 257 a=0
128 a=0
X(a) = (45* mod 257) mod 256
The presented mechanism can be used for generation’s random 128-bit
keys (or more) used in symmetric encryption algorithms by combining
some of them such shift registers. These new generators are most suitable
for simulation of a large distributive system, which requires a number of
mutually independent pseudorandom number generators with compact
size.

In this dissertation we limit our discussion on generators that imitate
uniformly distributed variables. For some generators those conditions can
be checked by theoretical analysis, but for most RNGs they are checked by
means of empirical tests*. Moreover, a good RNG should work efficiently,
which means it should be able to produce a large amount of random
numbers in a short period of time. For applications like stochastic
simulation, stream ciphers, the masking of protocols or online gambling,
huge amounts of random numbers are necessary and thus fast RNGs are
required.

Objective of Investigations

In this thesis, Pseudo random number generations are studied .The
Generalized Feedback Shift Register which are not based on traditional
feedback primitive polynomials are investigated.

4 James E. Gentle, "Random Number Generation and Monte Carlo Methods",
Second Edition, ISBN 0-3S7-O0I178-6, 2003, 31")'1998 Springer Science Business
Media, Inc.



Methods of Investigation

In the work, we apply methods of Generalized Feedback Shift Register
(GFSR). Especially, we use nonlinear function which use in SAFER
family of cipher and cycle shift register. Also programming in C++ and
matlab environment have been used.

Scientific Novelty

= A new approach of generating random numbers based on the
SAFER Family of ciphers is proposed

= Different modifications of the new method are implemented,
analyzed and compared with other existing methods

= Random number generators performance characteristics are
evaluated for different modifications.

Practical and theoretical significance of the results

The results of the thesis can be used in different application including
random number generators, cryptography and simulation.

Publications

The result of the thesis was published in three scientific articles which
are listed in “List of Publications”.

Structure and Volume of the Thesis

The dissertation consists of Introduction, three chapters, conclusion and
list of references. The number of references is 42. The text of thesis is
expounded on 98 pages.



THE MAIN CONTENT OF THE THESIS

Chapter 1 (Review and Analysis of Basic Methods for Random Number
Generation) In this chapter different pre existing methods for random
number generators are analyzed and reviewed. In Chapter 2 (New
Approach for the Random Number Generation Based on SAFER Family of
Ciphers) new mechanisms of generating random number generators based
on nonlinear functions of SAFER+ are introduced . It is shown how some
kind of 32-bit shift register can be designed that has a nearly maximum
possible period. That design is not based on traditional feedback primitive
polynomials but is based on special XOR shift operation using nonlinear
operational blocks used in SAFER Family. The presented mechanism can
be used for generation’s random 256-bit keys (or more) used in symmetric
encryption algorithms. In chapter 3 (Experimental Results, Performance
Evaluation and Analysis of the New Approach), the results obtained in
chapter 3 are analyzed and evaluated analysis of our model GFSR_BS.
Finally, we have Conclusion witch summarizes the contributions of this
study and suggests future research directions from the results.

Types of Random Number Generators

The first type attempts to capture random events in the real world to
create its sequences. It is referred to as a true random number generator,
because in normal circumstances it is impossible for anyone to predict the
next number in the sequence. The second camp believes that algorithms
with unpredictable outputs (assuming no one knows the initial conditions)
are sufficient to meet the requirements for randomness (TRNG).

The generators produced through algorithmic techniques are called
pseudo-random generators (PRNG), because in reality each value is
determined based off the system’s state, and is not truly random. To gain
an understanding of how these generators work, specific examples from
both categories will be examined. There are some methods exist for
PRNG, but the most important of them are Linear Congruential
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Generators, Nonlinear Congruential Generators and Feedback Shift
Register Generators. In chapter 2 we define a new mechanism for random
number generation based on some operations used in SAFER Family of
ciphers.

Chapter 2: New Approach for the Random Number Generation
Based on SAFER Family of Ciphers

Generalized Feedback Shift Register (GFSR) generators are a variant of
the Tausworthe generators. A GFSR sequence is defined by Lewis and
Payne (1973) as a sequence of words, {Wi}, satisfying the equation

W kip = CoOWKk B CtW k+1 D ... D € paW k4pa

for all k > 0, where {c0, cl, ..., cp-1} is some set of zeros and ones with
Co = 1 and @ denotes the exclusive-or operator (i.e. bitwise addition
modulo 2).

SAFER+ (Secure And Fast Encryption Routine)

The cipher SAFER+ was designed by Massey together with Dr. Gurgen
H. Khachaturyan and Dr. Melsik K. Kuregian then both with the National
Academy of Sciences Armenia. The earlier ciphers in the SAFER
family achieved rapid "diffusion™ by exploiting a multidimensional linear
transform called the 2-point Pseudo-Hadamard Transform(2-PHT) in
which the "shuffling” operation between levels of the 2-PHT operation
was the "Hadamard shuffle” or "decimation by two" which is familiar
from its use in the usual Fast Fourier Transform. SAFER+ resulted from
the realization that even better diffusion could be obtained by judicious
choice of the shuffle between levels of the 2-PHT operation. The shuffle
chosen for use in SAFER+ was called the "Armenian Shuffle” by Massey
in recognition of its development by Khachatrian and Kuregian and was
shown by Massey to provide the best possible diffusion among all shuffles
for use with the 2-PHT. The name SAFER+ was chosen to reflect the fact



that this cipher was a significant improvement over the previous ciphers in
the SAFER family.

GFSR_BS Generator

SAFER Family has two nonlinear byte to byte transformation tables
which will be used in our design. One table denoted by EXP is based on
exponentiation function 45*2Y mod 257 where X and Y are any numbers
between 0 and 255. The second one denoted by LOG is based on logarithm
function logas(X) ©Y mod 257.

As a preliminary step, we describe the GFSR_BS algorithm based on
nonlinear Operation in SAFER.

Stepl. B« 0 (0is seed and can change to another number in 32 Bits).
Step 2. Set B as four Bytes witch called b3, b2, b1, b0.
Step 3. Output B as b3 and b0 with L function AND b2 and b1 with X
function. (X and L functions are described above).
Step 4. B’ (B>>j1). (Notation: symbol (>>) meaning circular Shift)
Step 5. B’ (B>>j2)
Step 6. f{B)= B XOR B’ XOR B”’
Step 7. Go to step 2.
In continue we describe GFSR_BS algorithm by figures.

We have investigated the following scheme of transformation of 32 bits
as 4 blocks witch called B. The first and forth byte of an input combination
are processed by using EXP function (X(2)) and second and third bytes are
processed by using LOG function (L(a)).



In this step we can change primitive number 45 witch used in SAFER
cipher with another primitive numbers 257. We called this primitive
number Q .After this transformation all 32 bits vector at the output (Figure

1) are shifted 2 times, first 32 bits circular shift J1 bits (Figure 2)

b3 b2 bl b0
X L L
b'3 b'2 b'1 b'0
Figure 1: Initial state on GFSR_BS
b3 b2 bl b0
X L L X
A 4 A 4 Y A\ 4
> b'3 > b'2 > b'1 > b'0
1Bit 1Bit J1
shift J1 Bit Shift

Figure 2: Generate new number



Second circular shift J2 (Figure 3), and then make XOR main 32 bits
with result of J1 and J2 circular shift. So the schematic of transformation is
depicted below.

b3 b2 b1l b0
X L L X
A 4 A 4 \ 4 A 4
> b'3 > b'2 > b'1 > b'0
)2 it 2 Bit 2
12 Bit Shift

Figure 3.cycle shift in GFSR_Bs

In Continue, make new B witch is f(B)= B XOR (B>>jl) XOR
(B>>j2)

After that each of the new bytes goes to the corresponding input and
overall transformation is repeated again (Figure 4).

v v v

b3l b2l b:ll b0

X L L X

A 4 \ 4 v v
L os ||| 2 ||| o0 ||| |
L] | | |

Figure 4: Start Again with New number
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Obviously for each initial state there will be some number of different
32 bits generated after which the machine comes back to the initial state.
All different 32 bits vectors generated after an initial state will be called to
be a cycle.

Chapter 3: Experimental Results, Performance Evaluation and
Analysis of the New Approach)

As we discussed in chapter 1, a good random number generator has
some properties. In continue we analyze those properties on GFSR-BS.

Period: The sequence of random numbers must have a long period. All
random number generators will repeat the same sequence of numbers
eventually, but it is important that the sequence is sufficiently long.

We have written a program to generate all possible cycles with all
primitive numbers of 257 (called Q)°® and try on different J1 and J2 bits
cycle shift, and find out that there is one major cycle that has “almost” all
32-bit combinations, if g=53, J1=9 and j2=30 namely 4294277363 out of
2%2 = 4294967296. So this model can generate more than %99.98 numbers
in one loop. Quite surprisingly an initial 32 bits state is 0,0,0,0.

We have also investigated the same schematic but with other primitive
number of 257 and different bit shifts and different Primitive number; the
resulting are show in table 3.1 in dissertation.

5 Primitive Numbers of Prime number 257
{3,5,6,7,10,12,14,19,20,24,27,28,33,37,38,39,40,41,43,45,47,48,51,53,54,55,56,6
3,65,66,69,71,74,75,76,77,78,80,82,83,85,86,87,90,91,93,94,96,97,101,102,103,1
05,106,107,108,109,110,112,115,119,125,126,127,130,131,132,138,142,145,147,
148,149,150,151,152,154,155,156,160,161,163,164,166,167,170,171,172,174,17
5,177,179,180,181,182,183,186,188,191,192,194,201,202,203,204,206,209,210,2
12,214,216,217,218,219,220,224,229,230,233,237,238,243,245,247,250,251,252,
254};
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Reproducible: The sequences should be reproducible. Often it is
necessary to test the effect of certain simulation parameters and the exact
same sequence of random numbers should be used to run many different
simulation runs. It must also be possible to stop a simulation run and then
recontinue the same run which means that the state of the RNG must be
stored in memory.In GFSR-BS as you see, we can stop and restart in any
state .So if use the same initial seed, it generate the same sequences.

Speed of Generation: The RNG must be fast. Large amounts of random
numbers are needed in simulations. We Implement GFSR_BS with C++
and run the program on computer with Pentium4, CPU 2.5 MHZ (its
normal Computer) and get the speed generation. It’s very fast generation.
For Example we can generate 20000 random numbers less than 7 second.

Parallelizable: GFSR_BS generator is one of the parallelizable random
number generator. As you in section 3.1.1 we can change some parameters
witch called Q, J1 and J2 Shift and generate some variable period with
these change. We show the result of it in table 3.1 in dissertation.

Distribution: The numbers must have a correct distribution. In
simulations, it is important that the sequence of random numbers is
uncorrelated (i.e. numbers in the sequence are not related in any way). In
numerical integration, it is important that the distribution is flat. A good
test is to plot the consecutive sub series as a Scatter plot. We run two
visual test on GFSR_BS to test distribution. In continue show the result of
them.

show the result of GFSR_BS on 2000 couple
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Portability: GFSR_BS is a design concept for RNGs. Thus, specific
implementations can be adjusted to any platform and to any specific
requirements of the user. The GFSR_BS algorithm does not employ
special properties of the hardware or the processor. Consequently,
GFSR_BS may be used on arbitrary machines and operating systems.

Implementation of GFSR_BS in C++

Good theoretical work on algorithms is often defeated by a poor
computer implementation. This is particularly true of random number
generators for two reasons: the overwhelming concern for speed and the
inherent ill-conditioning of the problem. The emphasis on speed has often
resulted in shortcuts. These shortcuts often accept approximations, which
can be disastrous in random number generation. Other shortcuts are very
machine-specific, and then often get used in the wrong environment. In
dissertation we implement GFSR_BS algorithm in C witch show the
simple implementation to generate random number very faster than other
implementation.

THE MAIN RESULTS OF THE THESIS

In this thesis, several methodologies for random number generator are
studied; new algorithms based on GFSR which is not using any
polynomial are introduced. We called it GFSR_BS (Generalized Feedback
Shift Register Based on SAFER). They can be summarized as follows:

= New approach for generation of random numbers based on
nonlinear functions of SAFER family of ciphers is introduced [1].

= Based on this approach several alternative methods of generation
of random numbers in presented [1,2].
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Different classes of random numbers obtained are evaluated and
analyzed [3].
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Ohjdwt Upnynjuhhdupy

SAFER CUSULPLP OUOUUQUYUL ZUUUHUL QB
LOUSNR3PY UM3NhuLutlr

Udthnthwghp

NMuwwunwhwlwt pyYiph ghubpugnidp juplbnp pbp £ jowungnud
dwsjugpupwinipjmtt. U hwpwlhg owwnn  nppubbpnud:
Owsjugpupwinipjutt jupunpugnyt wpnpikdutphg dbju k
hwiunhuwinid nipwéd pwbwnig ghubpugul] htwpwynphiu ks
wuppbkpnipjnit  nitkgnn  pwbwhtutph  hwenppuljwunipnil,
npnup Ukhp dniuh tjundwdp Ynpbjugdus sk:

Uju wpuwnwipnid nrunidtwuhpyty k
wulpuyuwwnwhwlwt pYtph gkubpugdwi gnmnipnit nitkgnn
npnowlh  wignphpdutp, tpwbg wpwbdbwhwwnlnipmnibubpp,
htyywtu twh wpwewplyl; E wuupnywuwhwlwbh pdtph
ghubpugdwt unp wgnphpd hhdujwsd SAFER+ swsljwuqpuljui
hudwlupgh ny gqéuyhtt  dniuljghuyh  Jpu:  Unwowplyuwsd
wignphpiuh  hwdwp  wpdlp £ npngwhh juplnpugnigh
quuwhwwnwlwuttp: Unwowpldws wignphpunid oqunwugnpéyt) k
SAFER+ swsljugpulut hwdwluwupgh ns gdéuyhtt EXP b LOG
dIniujghwubpp vwhdwijws (+,mod256) onulh ypw Jpgpyws 45

hhupny, htiyytu twl XOR b ghlyjhl mknuowpd qgnpénnnipjniubkpp:
Uignphpdh huljhpd tjupugpnipiniup pipduws E unnpl:

Pwy 1. B« 0 (0 & ujgrawlul wpdkpl F b Jupny EFjpak;
Junlwyuljul 32 php Epfupnipjudp phy).

Lwy) 2. Sppunid Eip B-b npp 4 phpwing phy EF b3, b2, bl, bO.
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Lwyy 3. BAb3 & b0 phplph Jpuw fhpuwnnid Eip L $niblghwi b2
bl-p ypw EXP Pniiyghwir..

Puy) 4. B'— (B>>j1). (>>B-& ghljjhl nknupwpdnud kup j1 puyn)
Puy) 5. B (B>>/2) >>B-i ghljjh nknupwpdnud kup j2 puyiny)
2wy 6. f(B)= B XOR B’ XOR B’

Lwy) 7. Ubgnid puyy 2-phb.

Zwny k gk, np unfjug wignphpdh hudwp wowgwplby £ uh gupp
Unnhdhlughwikp: Ljwpugpjusd wignphpuh hwdwp junwpdbp
E dh owpp ntumdbtwmuhpnipiniuttp b wpdbkp E hbknbywy jupbnp
tqpuhwtgnidutpp:  Unwowplynn wgnphpdh  wpmniupnid
unwgynid £ dké wuwppbpwlwunipnit niubgnn synpljugus
pYtph  hwonppuluwbnipinii, hyybu twbh  wpwowpluy
wgnphpup wpuqugnps b ntunidtwuhpyws djnwu wygnphpdubph
ujundudp:
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[Tetiman AGmomandapn
JlanbHeiilme pe3yJbTaThl KpUnrocucrembl cemeiicra SAFER
PE3IOME

I'enepanys  ciaydallHBIX 4YMCENI WIPAeT BAXKHYIO pOJIb B
Kpuntorpaguu M CBSI3aHHBIX C HeW oOnactsax. OpHol U3
BaOXHEHIINX MpoOsieM Kpunrorpapuu sBISETCS TEHepauus U3
KJII0Ya IIOCJIEOBATEIbHOCTH KJIIOYEH Kak MOXHO OoJbliel
MEPUOJUYHOCTH, KOTOPBIE HE KOPPEIUPOBAHBI 110 OTHOLIEHUIO APYT

K JpyTYy.

B »s10it paGore ObUIM HM3YyYEHBI HEKOTOPHIE CYIIECTBYIOIINE
QITOPUTMBI T€HEpalMK TICEBAOCTYYalHBIX YHCEN, UX CBOMCTBa, a
Takke  OBLT  TPEIIOXKEH  HOBBIA  ajNrOpUTM  TeHEepaluu
TICEBJOCTYyYailHBIX YHCENl, OCHOBAHHBII Ha HEJIMHEWHON (yHKIUU
kpunrorpaguueckoir  cucremsl ~ SAFER+.  IIpemioxxeHHOMY
QITOpUTMy OBUIM JIaHBI OIpEJCICHHBIC BaXKHEHIIHE OIeHKH. B
MPEJIOKEHHOM ~aJIrOpUTME OBUTH HWCIIOJIb30BAaHBI  HEJTMHCHHBIC
¢ynkuun EXP u LOG xpunrorpaduyeckoit cucremsr SAFER+,
orpejeieHHOM Ha Kouiblie (+mod 256), B3siToM ¢ ocHOoBaHuEM 45, a
taxxe neiictBusa XOR ¥ MUKINYECKUN CABUT.

Kpartkoe onncanne anroputma npuBEACHO HAXKE.

IMlar 1. B« 0(0 - HavanpbHOE 3HAUYECHHUE W MOXET OBITh
MIPOU3BOJILHBIM YHCIIOM, JUIMHOU 32 OuT).

Ilar 2. ®ukcupyem B, kotopoe 4 6utoBoe uncio b3, b2, b1, b0.
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Iar 3. Ha 6urax b3 u b0 u3 B mnpumenseMm (yHKuM L, 1 Ha
ourax b2 u b1 pynkuuio EXP.

Ilar 4. B’ « (B > j1).(>> B uuMkiIn4ecKku caBUraeM Ha mar j1).
Ilar 5. B” « (B > j2) (>> B uukJIM4yecKy CIBUTacM Ha miar j2)
Iar 6. f(B)= B XOR B’ XOR B”’

Iar 7. Ilepexogum k mary 2.

Heo6xoauMo OTMETHTh, YTO JJsi JAHHOTO QJIrOpUTMa  OBLI
peaioxkeH psin Moauduranuii. J[ins onucaHHOro anropuTma ObLT
C/eNaH psAJl UCCIENOBAaHUI M ObUI JIaHbl CIEAYIOLIMU Ba)KHEeHIIne
3aK/IIOYEHUA. B pe3ynbraTe npennokKeHHOro allropuTMa Iojry4aercs
HEKOpPPEIUPOBAHHAs  IIOCJIEJOBAaTEIbHOCTh  YUCEN,  MMEIOIast
OOJIBLIYI0 MEPUOJAUYHOCTh, A TaKXKe IPEJUIOKEHHBIH alroOpuT™M
OBICTPBI MO CPAaBHEHMIO C IPYTMMHU U3YYEHHBIMH aITOPUTMAMHU.

18



