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UTUSULLE CULIZULART ALNPEUSGPLC

PBhdugh wpnhwuljwinpniip

Utp optpnid wtdp tnyuwwbwgubint pughpp nuntnud £ wybih nt wbkih yupbnp, puyg
dhtiinyt dwdwbwl] wykh pwpy dbp wbpunhwwn swupddwt ke quuidnn b swthwuquitg
thnpjuyulgqus hwuwpwlnipjut yupuquynid: Unynpupup widh inyuujubugdut
hunhpp skt hwdwp  oquuugnpdynud k. tpwb  pumipwgpnn  Uh  pwpp
hwwnljmpiniutitp, npnughg dkhp Jhuwswhwljut nfjuutpb Gu:

Uhtuwswthwljuwt njjujutph ogunugnpénidp ghunwplynmd L npuyiu wnwbugpwjht
nbmud - wuunuignipjut b inghwljwtugdut  puquuphy unhpubph  hwdwp:
Lnyuwuwiwugdwt  ughpp  nwsknt hwdwp  oquuugnpdynn  jnipwpwibynip
JEuuwswhwljun  punipwghp nith  hp  gpuiut b pugwuwlwt  Ynnubpp:
Uwubunpuybu, wikbunupus]ud Jhbuwswhwlwl pimpughpp’ dunbwhbnpl
niuh vh wjuhwyn phpnipnit. wjt hbwpuynp £ yuwndbuk): Pugh wyn, qnynipnit niakh
wphbunwlwt dwwnbtwhbnpbp uwnwbwnt puqduphy Gnwbwlukp: Ldwbwnhy
Juwibqutinhg pntuwhbnt hwdwp fwynuwlub «Fyjitsu»-h Ynnuhg wowewnpyyty L dtnph
wthh Epwlutph Jpuw hhdudws tnytwjuwbwugdwt nkubninghwu Uju punipwughpp
hwdwpynid £ wdktwjununniduwhgiutiphg b wdktwwagunwuqutphg dkyp:

Ghtuwswthwlwb punipugpbph Ypu hphududus unyuwlwbwugnudp hwdpunhwinip
nwpwsyws dkhwuhqd b, vwjuybt wju mktininghwt yuwhwgnid t jEuuwswhwlu
njuukph  wwhwywinwd, npp pwdulwtht UkS phpnpnit b Yktuwswthwulw
njuikph wwhwywinudp Ywpnn k phpkp hudnpdwghuyh wpinwhnuph jud whdbulwt
wnjuubiph gnonipyuiipn: Mw Jupnn E wowewgul) juunhpubp, pwth np juuwswhului
punipwqptipp hwwnntl b wdjuy wtdh, b nputg Ynpunh nphypnd wyt htwpwynp sk
thnpiwphk;: Ykbuwgwhwlwb owpnutbph wwonyuwinipjut ujubdwbbpt, npnugnid
qunuiwugpnipjut Ukjpwthquubpp hwmdwnbtnus i jhtuwswhwulub punipugptph ht,
nhwnwnpyynid Et npuku junuinidiwghg nisnud yEpnhhojuy fuinhpubtph hwdwn:

Upyyniipnid wwpq bt gunimd wjtwhuh dh JEuuwswhwluwd  qupnbwugpdub
hwdwlwupgh dowldwt wihpwdbonnipni, nptt wywhnymd b pwpdp widunuignt-
pymup, htwpujnphlu dpgppwn £ Yhpwntih £ oquuugnpénnp Ynnuhg b, pusp pun
Juplnp E wdwb hwdwlupgh Jhpundwdp jméynd ' wqundbubing gnpubwnt htwn
Yuugjwsd jughpubpp:

! Sandstrom M. “Liveness Detection in Fingerprint Recognition Systems”, Department of Electrical
Engineering, Linkoping Institute of Technology,Institutionen for systemteknik, Linkoping, 2004.

2 Fujitsu Develops Technology for World's First Contactless Palm Vein Pattern Biometric
Authentication System. Tokyo, URL: http://pr.fujitsu.com/en/news/2003/03/31.html, 2003.
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Uojuunwiph tuyunnuiljp

Uohmwwnwiph twuwwnwlu b dpwlly qupunbwugpiut wybyhuh dh hwdwlwpg, npp
hhdudws Yjhuh dbknph wthh Gpuljubph guwighg wpwtdtwugdws punipugpbph Jpu b
Jjuwuwhngdh pupdp wiunuwbqmpni: Uy hwdwlwpgp whwp b {htth htwpwynphuu
&ogphnn U htwpwynpnipmit phdbknuh sk bwb YEhuwswihwluwh pumpwugpbph
wuwwndkubnt ughpp, nptt welw k, dwubwynpuybu, dwnbwhbtnph Jpu hhdtguws
hwdwlwupgbpnud: Uhlunygt dudwbwl guiuuih E np wyn hwdwwupgp hwpdwp huh
oquruignpénnh mkuwlknhg b Upgnitiwl] tdwbwwnhy wyp hwdwlupgbph htwn:

ZEnugnundw Ukpnyukpp

Uohmwwnwipnid  oquuugnpéywms ki wwuwlkpubph dpwldwt pyuyhtt  dbpnnubpp,
JEuuwswhuut  unyuwubugdut, JEluwswhuljub  owpnth  wuwonwwinipjui,
pubwnt Ygdwdp qunuiuugpiuit hwdwlupgqiph wijunubgnipiut  Jhpnwdnipjut
Ubpnnubtpp:

SGhunwljut inpnypn

e  Unwownlyl t dknph wthh Epulutph wwwnltpubphg punipugptph wnwbé-
twgdwt muppkp dkowthquubph hwdwnpdwdp tnp dkjuwtthqup:

e Qbtnph wthh bpwlukph gwughg wnwbdtwmgws punipwqpbph hhdwb Jpw
Uowljyt E qunumgpdwi hwdwlupg b Jbpnsyty b tpuw waduugnipiut b
Soqpuinipjul hwnlnipniuubpp:

e Qbtnph wthh Gpwlubph gwighg b dwwntwhbwnpbphg wpwidtugyus
punipwgntph hhdwt Jpu dowldl) b puquujkiuvwswthujut qununuugpdut
hwdwliwpg bt nunmdbwuppyl] Bu bpuw widuuwbqmpui b £ogpunipjut
hwwnlnipniuutpp:

Uwnugyws wipyniuphtnh jhpuewlut towhwmynmpniop

Uwnwugjws wprynitpiph hhdwb dpu dowlyky k dknph wihh Epuljitkph dpu hhdtdws
inywjuwiugdwt b jEuwswhuuwd  swpnip wwownywubknt  htwpunpnipnia
pudtnunn hwdwlwpg, npt ntuh pupdp hpurwlui dogpuinipni: Zuoyh wntkny, np
pw  hhupnid pujwé Lt oquuugnpénnubph  tnytwlwiwgdwb ny  Ynunwljunught
wnbutininghw, wi Yupnn b ojuyb wwpwsnid uwnwbw) wjbyhuh wbnbpnud, npubn
hhghtiugh htwn Juwwydws hwpghpp Jubquwés o pwduwlwbht unmip, ophtwl’
pnidhwunnwnnipniubipnud” hhjuwinubph whdtwljui wyujutphtt hwuwibkjhnipinia
unwbwnt hwdwp: Pugh wyy, wjt hwpwynp E oquuugnpsdt). w) puljwyhtt npnpunud®
dptwbnwljut gnpswppubpp Juwwwphihu, p) nunmdbwlut hwunwwnnipmnibbpnid®
nuunidtwlut hwdwluwpg  dnunp  gqnpdknt hpuwdwumpnitttpp uwnnigbjhu, q)
onuhwquljuyubtbpnid’ nininpubph hupunipniip yupgbine hwdwp, b wyb:

Uolmuwnwiiph wpymiputph hwjuuwnhmpmibp hhdtwdnpynd £ dowljdus spugpuyhe
hwdwlwunpgh Yhpundwdp uinugyus dh owpp thnpdtwljut wpyniuputpny:
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Uojuunwiph wpmyniiptikph tbpnpoudp

Uowljdws Atnph wihh bpulubph guwiugh Jpuw hhdtws hwdwlwupgp thnpdwpydl b
«<uwyujut Opwgpbpr Culjpnipyut ntumdbwlwd JEunpnunud: Zudwwywnwuwb
hwdwlwnpgny Juwwwpgt] b nuwbnpubph §nndhg nundbwlut hwdwljupg dninp
gnpétint hpwjwunipniubph unnignud:

Mupnyuimpyubp tbpiuywugynn gpoypbpp.

1.  Qtnph wthh Lpwlubph wwwnlkpubphg punipwqpbiph wnwhdbwgdwt muppkp
Ukhwuhquubkph hwdwnpdwdp tnp dninkgnid

2. Qtnph wthh Gpwlukph gwighg wnwbtdtwugdwsd punipwqptph hhdwb Jpw
qununiugpiu hwdwljupgh dpwlnud

3. Qtnph whh Gpuwlubkph gwughg b Jwwbwhbwpbiphg wpwbdtugus
punipwgptph hpuwt Jpuw  puquulittvwswhuiui  qupunbugpdut
hwdwljwupgh dowlnid

4. Qtnph wthh Gpwlukph gwughg wnwbtdtwgdws punipwqptph hhdwb Jpw
qunubwugpdut hwdwlwupgh dpugpuyhtt hpujutwugnid

Uslhiwinwiph wpnymiupubpp qiynigyt) B Zuy-Ckniuwjuit (Ujudnbwut) Zudwjuw-
puih nmwupbjwb ghnnwut donndubkph pupwugpnid (2013-2014 ppe., p. Gphwb), Zuyjulut
dwpbdwnhjujut dhnipjut tunwoppwih dudwbwl (2014 p., p.Bphwb), 2z FUU
hupnpuwnhlugh b wjundwunwgdwt  wpopibdubph  htunhuninh pughwinip
ubUhbiwpnud:

Zpuwunwpulndubp: Unbkbwjunumpjut hhdbwwt wpyniipubpp nyugplus tu 4
ghunnujw wpnwwnnipniutpnid, npnup pYuplus b ukndwqgph Jipenid:

Uohmuwnnwbiph  Yupmigjubdpp b sdwup:  Uwnbbwjnumpmiip  punjugus  k
ukpwdnipinithg, 4 qnijuiiphg, tqpuliwgnipniihg b oguugqnpsdws gqpuijwnipjut
guiihg: Ugjummnwitiph punhwinip swduyh £ 140 bo' ukpwunjuy 60 tlwp, 122 whnih’
oquiuugnnpdyws qpujuinipju gublynid:

UGUSULLP AN ULTUUNREBNRULO

Uhpwénipjut dky hhudbwynpdus th phdugh wpnhwlwinienibp, dbwlbpyus
wpluwnwliph tywwnwlubpp, ghnnwljut wtnpnypubpp b hhdtwlwh gpnypukpp, npoup
ubpuyugyus b yupnwwinipjup:

Uwnbkiwhnunipjut wnwghl qiunid ujupugpdl) b jhtuwsuhwlwt hwdwljupgbipnud

oquiuugnpdyny punipugpbpp’ wyy pynid dknph wihh tpuljubph guiughg wpwtdtwugyus
punipwqnbpp: Fpyt i ipubg quuhwinujubtitpp hbwnlyw) juplnp hwnlnipniiubph
nbkuwljknhg'

1.  Zwdpunhwipnipinil (Universality) mpr}]nop ponp dwpnhly niukb wyn punipughpp:



2. Swpphpuljuimpmi (Distinctiveness)' htwpun’p t nupphpull) dwpgluig wn
punipwgnh hhdwb Jpu:

3. Upnwlwhmpmi (Permanence)’ npp wi wihntnu b dwdwbwlh phpugpmu
iy pntpwughpp: i X

4. Zujupbihnipii (Collectability)' h s htipinnipjudp U nppw & hwnlwuhoubp &
htwpwynp wnwudwugut) wyny punmipwqnptphg:

5. Upnunpnnpuiwuwiumpnt (Performance)’ wfju) Jhtuwswhwlwub punipugqph Jpu
hhdtudwsé hwdwljupgh wpwugnipniut ni £ogpuinipniup:

6. Cupmubjhmpmt (Acceptability)’ dwpnijuig wwwpwunwludnipmniop ndjug
Jhuuwywthwljwt punipuqph ypu hhdujws hwdwljupqu oqunugnpstine:

7. Zmuwjhmpnik (Foolproof)' wju) Yhuuwswihwlwb punipugph dpu hhdugws
hwdwljunpgh hntuwhnipniip:

8nyg bt wpdhk, np Aknph wthh  bpwlukpp  hpkughg ubpluyuginud  Eaooqug
JEuuwswhuljub putmipwghp wyn 7 hwnlnipniuubph mkuwltunhg, b, htgp own Juphnp
E hwdwlupgh jupnigdwt mbuwltnhg, wyn punipughpp nith pupdp wpnwungpnpulju-
unipjul b hntuwhnipjut quwhwwnwlutbp:

Thunwplyl Eu jEruwswthulwt hwdwlupgtph ungkjhnipjut hwpgtpp, pipdt B
hungbjhmpjut hhdtwljwut yundwniubpp: Udktudbs Juuu hwuging swpnuibph htuph
Jpuw hwpdwldwip ghdwnpbiint hwdwp ghuwpydl] o jEhuwswhwlub pwpinth
wupnyuinipjut  ujukdwibpp: Ljwpwgpyl] o JEuwswhuut  qupunbugpdut
hwdwljupgbph wudunubgnipjui b £o2gpuinipjut hhdtwlwh hwnlwihoubpp: Fugh wyy
nhunwnpyyt o dkhhg wydbh  Yhuuwswhwlwubt  punmipwgpbiph dpuw hhdugws
hwdwlwpgbph twpwgsdwt  hwpgkpp, nunwdbwuhpdl]  puquujkiuwswthulu
2wpnth ywpnywimpjub pughpubpp:

Qup Yhpenud, juunwpjws hbnwgnuunipnitubph hhdwb Jpw, dbwdnpdb; Gu
Jhuuwswhwlut qupunibugpiut hwdwlupgipnid wnljw pughpubpp b wphtwwnwuph
byuwnuyp:

Bpypnpn qumd ubpyuyugyws b dtinph wthh Epuljutph hhdwi pu inyuwubwgnid
hpuljuiugubint Uninkgnudp: Unwnkgnudp thnpdwnpybnt hwdwp whpudbon bt wgiby
htwnlywy snpu thnybpp®

e  Qbnph wihh kpulubinh wuwwnltputph hwjupnid

e MNMuwwnlkpubph npuyh pupbjuynid

e Qbnph wihh wwwnlkputphg tpuljutph guigh wnwhdiwgnud

e  Pumpwgqgpbph wnwdtwmgnid (Uhunighwibp b wyb)
Qbnph wthh Gpwlubph wwwnlbkpubph hwjwpdwt thnymd oquwgnpéyl; Lt pug
hwuwtbjhnipjui dkg quninn CASIA hkupp®:

3 http://biometrics.idealtest.org/dbDetailForUser.do?id=5.
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Qtnph wuwwnljtpubph pupbjuddui thnyp punjugus t kplnt dwubphg' dkinphg dkq
htwnwppppnn mupnulnitwdl dwuph wnwbdtiugnithg (Region of Interest segmentation) b
hubpwupdppht Unwn nyuny wpws wuwnlkpubph npuyh pupkjwdnwdhg:

Bpwlubph quytnt dwuh wnwidtwgdwt puyih hhdtwlub tywwnwlh b dtnph
wuwwnltnhg wnwbdbwgul] mpnuilnitwdl Yunp, npnbn quudnud b Gpulubph
Junnigqusph Uks dwup:

Llwp 1: 2tpph wihhg wnwbdiwgqus nipnuiblniuwdl junp:

Uju dwuh wnwdtwgdwt dudwbwl swqnn puunhputphg juplnpugnyut b, pk husybu
thnthnpunipjut Bupwpll] tjupp wybiwybu, np oquuugnpénnh b uwpph  Uhol
thnjuuqpbgmpjut dudwbwl wnwowugws wnuyunnidubpp, dwubtwynpuwbu, dknpp
uwpph tjundwdp yununbinm hbn juuyws ughpubpp, tjugbgybu: Uju puughpubpp
nsknt hudwp oqunuugnpéyky E Uninkgnid, puwn nph wthpwdbtow t wnwdtwgt) Eplynt
Ytwntp' gnigmdwwnh b dhgwdwnp dholt Yhwnp dwnwtbkdwnh b £4nyph dholt Yhnmh htwn
dhwupt (LY.1): Uju Yhpy wpwbdtugqus nipnuilnibwdl junpp wywhnynwd E np
wnwppkp thnpdbph dudwiwl wpwbdbwgdus Junpubkpp jhudwwywinwupiwikt dknph
unyt dwupt b juydws skt (huh dinph swthbph htiwn:

Qtnph ujupubpp wpdws Eu hudppwlupdhphtt dnwn nruwynpnipjut ubppn, husp
wqnnud £ tpwtg npwlh Jpu: Uwubwynpuybu, wyn jwpubpp dnip &b, gudp
guyinugniinipjudp b nibkt npuwlh juugdwt Yuphp: Ljwph npufh jwdugdwi
tywwwlny oquugnpdyky k tjupubph dowldwil 5x5 dhghtmugdwt $hjpp (median
filter), nph dhgngny ujwpp dwppynwd b pShljwdnp wnunilhg: Pupdp hwdwpwuluw-
unipyul wnuUniih pughpp nskine hwdwp oquuugnpdyty £ 10 x 10 dhukph $hjwnpp:
Pupdp hwdwpujuwimpub wnunijp hknwgubknig htnn' oquuwugnpéyt] . wnunily
htnwgunn Jtpohtt $hyinpp’ wthgnunpnuhly gpdwt $hjwnpp (anisotropic diffusion):

“thgnip® Q c R2 hwppnipniuutph Eipwpuqumipmin £ U 7 G, t):0->R hpwljui
wuwnltph dnpjupugnyi ubpuyugnidubph (grayscale) puwnwtthp t: Uthqnunpnuhy gnnudp
uyn nhypnud upbh | ubpuyugity hbnbyug hpy.

a—i =div(c(x,y, )VI) = VcVI + c(x,y, t)Al 1)
nputn 4-n] tpdwd b Lwwyjwuh owkpwwnpp, V-nyd woqus b qpunhbnnp, huly divy...)-
ny ' nhykpqughuyh oybkpwwnpp: ¢xy,¢)' gpuwb gnpswiljhg t b hwdwpwyh punpymd £
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npyhku wwwlbph qpuphbunh $niuljghu: Npubtu gpdwb gnpswlhg oquuugnpdyt) L
htnlyuy $nyghwt® c(||VI]]) = e_(@)z, nputn K hwunwunnibp npnomd E yyunkpp
uwhdwuh tjundwdp qquniunipiniip: @npdbph wpyniupnid punpytg K = 20 wpdtpp:
Ljwph guyuwgniinipniip jujugubnt hwdwp juuwpdtp £ uuph hhuningpudh
hwjwuwptgnidp: Unwowpldws dninbkgnidubpnh Jhpundwt wpyniipnid yuwnlkpukph
npuljp bmjwbnpku pupbjuydyb | (VY. 2):

Lhwp 2: Unwtdtwgdus nupnuiblnttwdl dwup npuljh pupbjuynidhg wowy b htwn:

Qtnph wthh wwnlkputphg tpwlutph wnwbdtwgdw thoyp punugws k Epynt dwuhg'
Epwlubph npuwlh puquuswth pupbjuynidhgt (multiscale vessel enhancement) b gnpuy
juquuup 1njuy phtwuphqughuyhg (local thresholding with global reduction):

Zujupdwt thnynwd phnpdws hbuph nundbwuhpdwt wpyniipnid wupg &
nupdhk], np Epuiubph Juonigqusdpp pupbjudqus wwwnltpubphg wpwdbwghbin
hwdwp Ywpkh b oquwqgnpsdky bpuwlubph pugrusunp  pupbjuguwis spibkdwin
Uwutwynpuytu, pun wyy dkpngh’ Epulukph wnwdtwgnidp ghunwplynd £ npyku
dhiinpuwt pupugpnid quuitiughtt Epjpuywhwljut jurniguspubph thunpnd:

Gpwlubkph Juemigwéph wybih hunwl tbplujugnid  uwnwbuynt  hwdwnp,
wihpwdbon t  wnwdbwgul] wit wwwulbkph $nthg: Uwnwgws wuwwnlkpubph
Ytpnidnipjut wpymupnid wwpq qupdwy, np hwynth phtwphqughwh wignphputtpp
gutljuh wpynitp skt wwihuw: P Wjunh mbbkbtwny  JEpnhhojup  npnotghtip
oquiuugnpst) qunpuy Wuquudp njwy phttwphqughuyh wignphpdp (local thresholding
with global reduction): Uju wygnphpup wwwlwind L hwpdwpkgynn (adaptive)
wignphpulikph puppht, npl hpkuhg tkpluyugtnud b njuy b ginpuy phtiwphqughugh
hwdwnpnudp: Ujgnphpdp npoonid £ wyuwnljtiph jnipupwiygnip yhpubjh hwdwp wwuppkp
wpdbpubp’ YuwhiJué wyn whpubkih hwplhwb whpubjubph wpdtpubnhg
1, kpk Image(i,j) = p; — T @
0, hwlwnuly nkupnid
npuntn ;- (§j) whpulih N X N ppguljuypnud qunlgnn whpubjutph wpdtputph dhghtia
E hull T-u' puphwtnip obnnmudu E: Mwwnlbpubph htuph {Epnidnipjut wpyniipnid
npnpyt & N-h b T-h wpdbpubpp punniul) hwdwywnwuppwwpwp 10 b 6:

Binarizedlmage(i, j) = {

4 A. F. Frangi, W. ]. Niessen, K. L. Vincken, and M. A. Viergever, “Multiscale vessel enhancement filtering”,
MICCALI, Springer, LNCS 1496, pp. 130-137, 1998.



() ® (9)
Lljuip 3: (w) pupju]dwé npuyn] wunljlp, (p) wunlpp kpulubph puquuswt
pupbjuuwi ujukdw Yhpwnkinig htwn, (¢) yuwwnljipp gnpw) ijuqdudp inluyg
rhtwphqughuyh wignphpdp Yhpunkinig htann:

Lhwp 3-nud wquwulikpyws b kpuljutph puquuswt pupbjuddwt uubdwih jhpundwb
wpniupnid unwugyus  wuwnltpt ot qnpw) wJuquudp  njwy  phtwuphqughugh
wignphpdh fhpundwb wpnynbpp:

Qtnph wihh tpulubphg punipugpbph wewdbwgdw fhoyp punugus b Eplne
dwuhg' Yuwjupwugnivhg (skeletonization) i Uhunighwttph wnwdtwgnidhg:

Gpuwlubph phtwphqugus yuwnltputphg punipugptph wowdtwgdwt hwdwp,
twh wuhpwdbon b juuwpl] Epufubph jdwjppwgnidp: Sdwjupwugnid  hpkuthg
ubpluyugund k tpulutph jurnigqusph juyuph tknugnudp dhty Uk wyhpuby:

Qboph whp kpwyukpp Yupnn Bu bkpluywugyt] npny Yhnkph dhgngny, npntg
wijuinid Eu phumghwubp: Ujnyhup Yhnkphg G dknph wthh Epuljutph jurnigqusph
Ydwppuyht tkpuyugdwt dke gninuynpdwt b Gqpuyht Jhnbpt Gu: Opuybu Eqpughb
ytwnbp wyjuntn ghunwpydnud Eu tpulubph wyt kqpuyhtt Yhnbpl, npnup hwpnudt Bu
Atnph wthh hbwwppppnn dwuh (region of interest) wnwbdbwgdwt wpnyniupnid
unugjwsd wuwnllph dhe: Quuwyws, np npuip dknph wthp tpwljubph hpulwh Eqpuyght
Ytwbpp sk, tpuig wunbuby sh Yupbjh, puth np tputp yupnibwlnd Bu Gpuljukph
Jurnigwéph dwupt Ephpuswthwljui npny  hudnplwghw: Npubu  {ninuynpdwb
Ytwntp ghnwupyynud Eu Eptip Ynptiph dhwgdw Yenkpp (LY.4):

Uhywp 4: 2knph wthh hpuﬂﬂlhphgnm&hgtlnq dhunighwubph Yhnbp:
CASIA htuph Jpw dtp thopdbph wpyniupnid uinwgyty E np dwpngnt dknph wthh
Epwlutphg Jupkih E wowdbwgub) dhohtp 25 dptimghwikp, wyn pynwd’ 10 gniquynp-
dwil YEwn b 15 Eqpuypt YhEwn: Uju Ynbph pwbwlp puduijub £ widh tnyhwjubugnid
hpwjuwbwgubnt hwdwp, wwlub whwnp b twl hwdbdwnbt] wny dhunighwbbph
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puqunipniibpp (bnyt wbdhtt yuulwing dhunighwibph puqunipniuibpp wuppkp
thnpdbph dwdwbwl whkwp E hpwp Unwn jhukl, pul mwppbp whdwbg hwdwp® htnny):
Npuitu hudbdwndwb swihwhy ptupdt) | Zuntugnpdh hinthnpws wignphpedp: Spdws
T stduwghtt wpdtph hwdwp Yuwubklp, np A U B puqunipjnititpp hpwp dnun &b, bph
Zuniunnpdh thnthnjudus hipudnpnipmnitip’ H(A,B)<T: Swyny T-htt nwppbp wpdtpubp®
hwoJuplyt) Lt dtnph wihh Epuwlukph Jpu hhdudws tnyuujutugdwt hwdwlupgh
Sogpuinipjull quuwhwnwluuttpp’ hwdwlwghtt hwuwibhmpjut Yhns mpudwunpdui
gnpduljhgp (BSY) b hwdwlwpgh hwuwtkhnipjut ins dekpddwt gnpsuljhgp (WUD):

| @
/ ———usg

08¢ /

0BF y

05F \". !

Uhawih gnpsuiljhg

03} \ /
02t | !

: {
01F b

/
X 1 1 J

-y 1 1 1
0 5 10 15 20 25 30 35 40
Chuuyhti wpdtp H htnunjnpmput hudwp

Uhwp 5: USQ-h b YUS-h qpudhljutipp’ juhijws pbdwyht T wpdbphg:

Lhwn 5-nuid ypunljipyws £ 4SA-h b WUS-h qpudhljubipp’ juhgws okdughtt T wipdtiphg:
U gqpudhlp unnighnt hwdwp gpuiigdwt thnynid oqinugnpsyty k wdh dknph wthh
Ukl wwulbphg wpwbdtwgqus dhunighwibph pwqunipmniip (wyju qunwd  wows
wgnphpuny): YUQ-p hwoybnt hwdwp inyhwljuitugdut dudwtwl] oqunwugnpsyty L
uny wbdh dknph wihh dthwgwsd hhig wwwnlkpubpp, hul ©SS-p hwpybnt hwdwp® djniu
99 wldwig dbknph wthh Jhguljub wwwnlbpubp: Pusybu tpunwd E Ljwp 5-hg, wju
hwdwlwupqt niih Unnwynpuytu 1% vhwibph hwjuwuwpbkgdwb qgnpswljhg (U29), kpp
otduwyhtt wpdtpp puupdws b 11-ht hwjwuwp, npp pwjulwiht jwy wpyniup L
udwbwwnhy hwdwlupgph hwdwp:

Zwpyh wrtbng wowdbwgyny vhuinighwubph pwbwljp, wyi htuph dkdnipniip,

nnp Ypw Yhpwnyl] E wewewnplynn dninbgnidp b dogpuunipyus hwnwuhpubpp® upkih
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E wuky, np dhinighwkpt hpkughg ubpjuyugund b dknph wihh puljubph wwppbphs
punipwqntn:

Eppopy qilunud ubphuyugws t dinph whh tpulubphg vnwgus puntpugptnh hhdwu
Jpu «ny hunwlpp wwhngubph® upbduwgh Juenigdwt Gnwbwlp: Oquwugnpénnh
njuubkph nuwnwbdwt EhLlnh tjundwdp (intra-class variations) juyniunipiniut nt ny
Jupquynpjws wfjuukph htunn wolwwnwbtpp «ay hunwlp wwhngubph upjubdwb
Jhuuwywhuljut owp|nth wuonuwinipju hwdwp nupdunud El
wdktwinunniduw hg Uninkgndubphg dkhp:

«[1y hutnwulp» ywwhngutph upjubdwgh wdunubgnipniup hhdugws b puquubnqudh
Jhpujuiqdwt dnnbgdwt Jpu: Ujh wppuwwnnud £ hbwnbjwg YEpw. nhgmip whwnp k
wuwownwuil] oquugnpénnh  Yhuuwswhwlwtu pwpnup, npp  ubpuyugynd  k
punipwqntinh X ny jupquynpyus puqunipjudp, K qunuiugpdw putiugnt Uhongny: N
Jupquynpjusnipjut nul] wjunbkn ywhwnp L hwujwbw), np puqunipjub popnp wuppbpp
niuhluy L, b wyy wwpptph hippuuinipniup puqunipjut ke twwt sk Ujpuhuh
ophttwjutiphg ki dwwnbwhbtnph Jud dtinph whh tpwlutph dhinighwibpp: Ujunithtnl,
punpynud £ P puquunudp, npp swsjugpnid £ K pubtwhtt htig-np diing b hwpyynid L
puquunuuh wpdtiputpp X puqunipjut ponp mwupptph hwdwp: Ujunthtnb punpynid
El kS pubwlnipjudp yuwnwhwlut uljqpniipny qhukpugyus «wnunil» Ywnbpp (chaff
points), npnup sk wWuunjwind wndju) puquuinudht: Ujg tpime puqunipinitubph
dhuwnpnudp dbwynpnud | «ny hunnwly» V wywhngp:

«ly  hunulp» wwhngh {Jpw hhdudwé oquuugnpénnh tnytwljwbwgnidp
hpuluiwgynud £ htwnlbjw) YEpw. nhgnip® hwpgdwt dudwiwy JEuuwsuhwljub swpn-
uhg wrwlbdtwgl L pumpwgpph X' pwqunipnitp: Bepk X-u ot X'-p twjwlnpkl
hwwinnud ki, wwyw oquugnpénnp Ywpnn Lt quuk] ¥V wuwhnghg P puquubnuuht
wuwwnljuiny swwn Yhnbkp: Geph quuygl] tu puquuinudhtt yunjwing puduljutwswth
puwtwyh Yhwnbkp, wyw puquuinuuh Jepuuiquoudt n, hbnbwpwp, pubwno
Jipbwunudp Yupnn b hpujwbwgdt] uwppujubp mnnbne uppbdwbbph dhengny: Gphk
Jtpdwidwl wpyniupnd gty E £€hpn pwtiwht, wmyw tinyhwjuugnidp hwdwpynid
E hwonnyuws: Gph X-u nt X'-p owwn phy kb hwndnud, wyuw P puquuitgudh Jepuljuig-
unudp  nupbnud £ wbhbwpht, U ingiwluwbwgnudp hwdwpynud £ wthwyny:
Ghtuwswthwlwb owpnihg b qunuuwugpdwt K puwtwnig ywhng Junnighnt puytpp
ubpuyugyws G unnplb’

Ujgnpppd 1 (Owdyugpidwl wygnpppod)

e Pug yqupudbwnpbkp' F npupwn:
e  Unuunph wupudbnpbp' n-p puqiuigudh wunhfwib b, s-p wndndy YEnkpp
pwiwly, r-p owpnthg wnwbdtiwgynn puntpwghp Yhnbph pubwl (0 < n < r <

s), pubuh K, X = {x;}}-; puqumpnil, npp bkpjuyugind b jEuwswhuljut

5 A. Juels and M. Sudan, “A fuzzy vault scheme” in Proceedings of the IEEE International-Symposium on
Information Theory, p.408, 2002.
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owpnun b pudupwpnid hbnbjwy wwjdwbbbpht'x; € F nrx; # x5 Vi #j, §,j =

1.r
e  Tp'V={(a;b)}-; quhngp, npnbnt=r+s:
Luybp’
1. P« Owshugpk(K);

2. LCY « ¢

4. Vji=r+1l.tiy;€ F=(XUY)Y «Y Uy;z €F —{P(y;)}(a;,b) «
(7,%): ¢ < C U (g, by);

5. V'« L UGV « Yhpuguuuynply(V');

6. HdkpunupdakV;

Upgnpphpd 1-nid oquumugnpédywé pninp gnpénnnipjnibikpp juunwpynd u F guownnud:
Ujgnphpuh Uninphtt wpynwd bt Eplip wwpwdbnpbp'n,r,s, npubn r-p jupjus k
Jhuuwswhwljuwt swpinihg wpwidbwgynn punipuqpbph pwtwlhg, s-nd wnpymd k
wwhnghtt wykjugynn wnunty Yhnkph pwtwlp, nptt wmqnnid k «<ny hunnwlyp» wywhngubtph
ujubiduh widuubgnipyut hwnluihoutph Ypw, hull n-nd wpynud E puquugudh
wunhdwup, npny npooynud b JhEpswtidwt  dudwbwl upwpdbne tjundwdp
hwdwlwunpgh hwinnmpdnnuljunipiniup (error tolerance):

Owslugnk(K) dniujghwt Junnignud k n wunhdwh nibkgnn P puquutnudl
wjtiy by, np P-u Swshugpnud £ K pwbiwhtt (npdws P-h hwdwp ywhwnp L htwpwynp thth
dhwpwbwl Jhpuluiqul; K pwbwiht): Unuhuh puquuinud jupnighint wwupq
Uninbkgnulutphg Lt K pwbwnt ubkpppmudt £ P-h  gopéwljpgubph dke: Initijghwi
Yhpwpuwuwynpl (V') yguuwhwlwt Yepynd Jepunwuwdnpmd £ V'-h wwwppbpp’
Jtpoiuui V yuhngp unwbwnt hwdwn:

Oguwugnpénnh Jhuuwswhwlwt ndjujubph hhdwt Jpw wwhnghg pwtwnt
unugdw knutwlt niuh Uygnphpd 2-nid tjupugpdus nbkupp’

Ujgnphpd 2 (Ahpswtidwuts wiqnphpd)

e Pug yqupudbwnpkp' F nupwn:
¢  Umwuph wuwpudbnpbp' n-n puquuinudh wunhdwi b, s-p wndniy YEnkph

pwtiwly, r-p pwpintihg wnwdtiugynn punipwghp Yhnkph putul (0 < n < r K

s), X' = {x;'}/-; puqunipjniul, npp thpluyugunud E jEluwswhwulut swpnip b

pudupupmd  htnlyuy  wwplwbibpht'x'; € F o x'; = x5 vi #j, i,j=1..r,

wuthng V = {(a;, b=
o  Bip' K pwiwyp judnull, npunkn null — p punnmupl wpdbp
Luy bp’
1. L « ¢;
2. Vi=1l.r:{(@,b) «nullVj=1..t{kpkx'; = a;, wngu (a'y, b';) «
(4, b;); grupu qui ghlyhg J L' = L' U (@5 b');}

3. P« dhpdwbmd(L);

4. EpkPnull E wyw JEpunupdialy null, huljunwl nkypnid {K <

dEpsw bl Pl p(P); dkpupupdinky K; }
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Ujgnphpd 2-mid oquuugnpdyws pninp gnpdnnnipniubbpp juunwpynud bu F puonnud:
Uignphpup pp Gphtt yEpunupdinud £ K pwbwht, jud null wpdtpl, npp bpwbwynud L,
np inytwjubugnidt wiguy withwenn: YEpswintd (L) $niughwt thy-Unjindnth (r, n)
Jtpdbwidwtt wygnphpdl b, npp thunpnid £ n wunpdub niukgnn wytuhuh P puquutnuad,
np P(a’;) = b’y wykh pul HTn hwwn (a';,b";) € L' wpdtpubph hwdwp: dhpsutnid(L)
dnujghutt JEpunupdinmd t pwuquwingud, npp pudupupnd b ogbplmd togws
wuylwtbphl, jwd null, bpk wmuhuh puquuinued sh quidky;: Jepduily LuinugH(P)
$mughwt Upgnphpd 1-nud wpqws Owdbuwgply(K) dmulghwyh hwjunupdt k b wyl
JEpulwbqunud £ K pubiwht P puquuwitinuudhg: Mwhngh epswbdwb wignphpdp qunind
E ghpw K pwbhl, bpk upjwjukph pwhwlp jEhuwswhwljut ndjujbkpoud [X — X'
(ophtwly" shwupuljuny dhunighwbph pwtwyp) thnpp & ? ~hg:

Qtnph wihh bpwljukph hwdwp ppulwbwgyl) b vnwinupn gy hunwlyp»
wwhngutph ujubtdugh thnthnjuws wuppbpulp®: Twutwynpuwbu, wn ujpbdwnd sh
wwhwboynid upuwjukp ninnnn Ynnkp: dkpphiutbphu thnpuwpkl, ghunwplynd Eu n+1
wnwpp nibkgnn wnwpphp puqUnipnitutp (np puquuinudh wunhdwbt E), npnup
qhutpugynid tu yhpswtdwt L puqunipnithg, b puquuanudubpp Jikpuljubquynud u
Lwgpwudh dhpwpluwt dhongny: Uju upjubduygh quuynp wpwdbjmpiniuitphg L
hwdwlwupgh hwinnipdnnuljwinipjutt wdp (error tolerance) upuwjubph ujwwndwdp:
Lwtth np wthpwdton tu dhuyt n+1 Jhnbp' n wunhdwt mbbkgnn puquubnudp
dhwipwbwl npnotnt hwdwp, wyu uppbdwny htwpwynp t vnwbw) K pmbwghl, tpp
ujuwutph pwbwlp (X —X'|) thnpp t r —n —hg, npp vnwigupn ujubduyh  hwdwp
Jtpunud pipdwd pyhg tpynt wbqud ks E: Uju dnnbgnudp dbs hwpduplbjhnipjut
wpdtiph wuwwdweny nih bwb phpnipnil, pwtth np wyt wwhwbignid £ juwnwpl) ks
pwhwlny puquuunudubph dnnnwpynudubp:

Zudwlupgh EpEymhynipniup swihbnt hwdwp oqgunugnpéyt) Eu hwuwubhnt-
prut Yhns npudunpuut b hwuwbbhmpjut Jins dkpddwut quuwhwwnwljuiubtpp: Ykns
Ukpddwt gnpswihgp wnwbunt bywwnwlny Juwnwpyl) B hudwlupghtt 100 nhunid®
mipuwpwiginip 100 oguiugnpénnh hwdwp dbjuijui wiqud: Zwuwbbjhmpjub Yins
npudwunpiut gnpswjhgp uvnwbwnt tywwnwlny Juwnwpyk) £ 9900 ghunid® thnpdbkinyg
Jtpdwiil pinpus Ukl oquuiugnpénnh tpuljutiph hhdwt Jpw qununuwuqpjus yuhngp'
Ujniu 99 oquugnpédnnutiph dbknph wihh kpuljutpt ogunugnpstiny:

Lwih np YEpdwinudp hwdwpynud £ hwgnnyws, Epp hwpgdwt dhinighwibph
puqunipjult Uk (nptt nith r Yhw) n+l Yhwnbpp hwdptujund Bu gpuigdwt owpnuh
dhtunighwukph htw, YEns dipddwi b §Ens mpudwnpdwb gnpswlhgubpp thnpuynid B n-
h wpdtphg Ywpdws (pphpuqws r-h phypnwd): Pnppugubing np° Yhns dkpddwt
qnpduihgp wjuqmud k, puyg wdnwd £ Yhns npudwunpdwi gnpdwiljhgp, b, hwljunwlp,
Ukdwgubing np° Ybnd dbkpddwb gnpdwlhhgh wdnmd E, hul] Ykns wpwdwnpdwi

6 U. Uludag, S. Pankanti, and A. K. Jain, “Fuzzy Vault for Fingerprints”, in Proceedings of Fifth
International Conference on Audio- and Video-based Biometric Person Authentication, p. 310-319,
USA, 2005.
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gnpduijhgp” tduqnud: Ykns dipddwt b Yind mpudwunpdwt gnpswljhgubph n-hg Yuu-
dwi gpudhlp wunlkpyws L vjwp 6 —nud:
Unwownpygws upubdwgh phpopnibttphg E Yhnd  dbpddwt  gqnpswlgh
hwdbdwwnwpwup pupdp wpdtpp:
1

T T T T T T

— s IS
QU]

08

T

Uhuwh gnpswlhg

o o o o o

E=N [Ay] o st | (mn]
L 1 L 1 L

o
w
T
/7
Y
Y
1

02F o e -
01} e e ]

5 B 7 a8 9 10 " 12
Puquuimwuh munhdwi
‘Lljup 6: 2tnph withh kpuiljutph pu hhuidws «ny hunwlp» yywhngubph ujubduwgh ¥SS-h o
YUQ-h puquuiunuuh wunhdwuthg jupudw gpudhly:

Ujuyhuny, thnpdtph wpmynitpnid unwgwip, np oquuwgnpénnubph Aknph  wthh
Epulutphg wpwbdtwgqus dptimghwibpp pwbwlp (25 hwwn) pwduljub £ 130 php
pwbiwh qupuntwgplnt hwdwp, pp hwdwlwupgh YSQ-p thnpp E 0.01%-hg, husp quy
wpmnitp E Jhpunwljut oginuugnpsdwt mkuwltinhg:

Thunwpltny dknph wthh tpuwlubph ypu hhdtdus jruuwswhwljut qunntw-
qpuwt hwdwljupgh wituuwignipniip odwunul wdjuutph tuqugny tunpnuhwgh
nbkuwtlynithg” vhwinbuwl puppudusnipjut nhypnid unnwugyt k 46 phpe:

Upu qiunud dpwljdly E twlb dkinph withh Epuwlubph U dwwnbwhbwnph Jpu
hhdugws puquujkiuwywthwljui <oy hutnwlp» wwhngubph upbdwi: Uju ujukudwb hp dke
ukpwnnud E puquujiuwswhwlwt hwdwlwpgbpht punpny pninp wnwybjnipyniuttpp,
uyn pynd Logpuinipinii nt pupdp widnwbgnipiniun:

Zudwlupgh EpEjuhdmpmniup swihbnt hwdwp wjunbn bu ognugnpdyty L
hwuwtbjhnipjut §ind mpudwnpdwi b hwuwtbjhnipjut ins dipddwb quuwhwnw-
Juutkpp:
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Uknd dhpddwt b Yins wpudwunpdwt gnpswljhgubph n-hg (o-p puquuinudh
wuwmnhdwt E) juhdwb gpudhlp (bhpujus puinhwunip vhinighwbph YEwnbkph putwlh
nhypnid) yuunlkpdws k Ljup 7-nid:

Ujuujhuny, thnpdkph wpyniipnid uvnnuguip, np oqgunuugnpénnutinh dknph wthh
tpwlutphg b Ywnbwhbwnptphg wnwbdimgyws vhunighwubph punhwinip pwbwlp (55
hwwn) pujulwb k 224 php pwiwih qunubwugpbint hwdwp, tpp hwdwlupgh 9S%-n
thnpp £ 0.01%-hg, hsp juy wpgnitp E jhpunwljut oginugnpddwi inkuwljknhg:

1

T T ! l [

———4sQ
09k =
08 |
07} |

&
06k )
£
505
& P
0.4+ = =
\\\ /—"/7!7/_
03F = e )
\\\ ’//
02t Theg s i
ol —'_‘——‘—:ﬁfd’:‘_g_,.,-"f ‘\\_\\-—-“\ —
0 | 1 ' e —
8 9 10 & 12 b h
Puquubnuh wunhdmb

Lhwn 7: 2knph wihh puljutph b dwntwhbwnpbph ypw hhdudus
puquuljEiuwswithwljwl <ng hutnwlp» wwhngubph upkdwgh ¥SA-h L WUS-h
puquunuuh wunhdwithg jupdwi gqpubhl:

Puquuljtivwsuhwljut upubdwh odwunul wdjujutph tjwqugnyu Eunpnyhuygh
mbkuwtlnithg wifunubgnipjui Jtpndnipjut wpyniupmd gnyyg npytg, np wj niuh
55 php wpdkp: Pwgh wyn, pwquuibtuwswthwlut  ujbdwh  whfunwibgnipput
Jtpnisnipjutt wpnyniupnid unwgykg, np wyt nith bwjwunpbt wdtih pwpdp wpdtp,
pult ujukdwlikphg mipwpwiynipp’ wnwdhi JEpgpws:

2nppnpny qunwd phpynud £ dbpph whh Epulubph gwigh dpuw hhdudws PalmVGram
hwdwlwpgh Wywpugpnipinip, npt ppujwiwgund § twjunpy gjunud pipjws’ dknph
wthh bGpwlubphg wnwbdtwgws punipwgpbpph Jpw  hhdtdws  qununbwugpiwi
hwdwlwpgh  Jupmgdwt  pupwgulupqp: PalmVGram  hwdwlupgh  hpkuhg
ubpuyugund t spwgpuyhtt hwpetp, npp punugus b Epyne hhdbwlwbh dwubiphg.
wnwohtip gpus k Matlab UhowJuyypnid, hulj Epypnpnp’ Java:
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UTUSULLP ZPULUYUL UL8NRLALEND

Untbwpununipjut  oppwtmfjutipnid  Juunwpwé hEnwgnuunipnitubpp  phiplp Eu
htwnlyw) wpmynitpukph®

1.

Unwowpnlyt] t dknph wthh Epwlukph gwughg punipugpbph wnwbdtwugdw
hwdwp wunlkpubph dowjdwt tnuwbwlubph hwdwnpdudp inp Uninkgnid [1]:
Qtnph wihh tpwlubkph gwiughg wpwbdbiwgws punipwugpbph hhdwb Jpu
dowljdt E qununbmgpuut hwdwlwupg b yEpnsyly Eu tpuw widunuwbgnipjut b
&oqpuinipjul hwnlnipniuubkpp [2]:

Uowljyt) E dtnph wthh kpuljuliph guwughg b dwntwhbtwnpbphg wpwbdbwmgyus
punipwqntnh hhuwb Ypw puquujttivwswthuljui qupuniugpdut hwdwljupg
b ksl ki tpuw wiunuwbqmipjui b &ogpuinipjut hwnljnmipniuutpn [3,4]:
Uowljyt) k dtinph whh Epulutph gwighg wpwbdtwgyusé punipugptph hhdwt
Jpu qunuiuugpdw hwdwlwupgh Jupnigdwt phpuguljupqu hpuljwbwugunn
Spugpuyht wmywhnympini [1,2]:

UStLUNNUNERE3UL eEUUSNY STUA TUO 20 UOLEMT

[1] S. Chidemyan, A. Jivanyan, G. Khachatryan ‘Palm Vein Minutiae Feature Extraction for
Human Identification”, Mathematical Problems of Computer Science 42, pp. 85-96, Yerevan,
Armenia, 2014.

[2] S. Chidemyan, A. Jivanyan, G. Khachatryan, H. Khasikyan “Palm-Vein Based Fuzzy Vault
Scheme”, in Reports of NAS RA, v. 115, Ne 1, pp. 27-32, Yerevan, Armenia, 2015.

[3] S. Chidemyan, “Palm-Vein and Fingerprint Based Multimodal Fuzzy Vault Scheme”, in
Proceedings of the YSU, Series phys. and math, Ne 1, pp. 41-46, Yerevan, Armenia, 2015.

[4] S. Chidemyan, “Palm-vein and fingerprint based improved multimodal fuzzy vault scheme”,
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PE3IOME
Yunemsan Cepreit Cepreesuu
“Paspa6oTka 6HOMeTpUIeCKOi KPUIITOCHCTEMEI, OCHOBAHHOM Ha BeHaX JIafOHU

B pmanHOi#t paboTe HCCIeZyIOTCA IIPOGIEMBI IIOCTPOEHHS OGHOMETPUYECKHX KPHUIITOCHCTEM.
IlpenMeToM HCCIeOBaHUA ABIAIOTCA XapaKTepUCTUKU 3(PdeKTUBHOCTH U 6e30IacHOCTH
KPHIITOCHCTEM, OCHOBAaHHBIX Ha BEHAX JIAJOHH.

Vcmonp3oBanne 6uOMeTpUYECKUX JAHHBIX PACCMAaTPHBAETCA KaK KIIOUEBOE pelleHMe s
MHOTMX IIpoGieM OGe3omacHOCTM U ayTeHTHGHUKanuy. HecMoTps Ha MHOTOYHCIEHHBIE
IIPEeUMYINeCTBa HCIIONB30BAHUS GHOMETPUYECKMX NAHHBIX, CYLIECTBYIOT PaGOTHI, B KOTODPBIX
YKa3BIBAIOTCA MX HEKOTOphle HejocTaTKu. Kaxkzgas OGuoMeTpudecKas XapaKTepHCTHKA,
HCIIOJIb3yeMast IIPY ayTeHTUGIKALNY, MeeT CBOU IIOJIOKUTEIbHbIE ¥ OTPULATEIbHbIE CTOPOHEIL.
B wacTHOCTHM, caMOif pacIIpOCTpaHEHHON OHMOMETPHYECKON XapaKTePUCTHKe: OTIedYaTKaM
IajblieB, IPHCYI, OYEBUIHBIH HeZOCTaTOK — HX BO3MOXHO KOIMpOBaTe. Kpome TOTO,
CYLIECTBYIOT MHOTOYMC/IEHHbIE METOJBI M3TOTOBJIEHUs HCKYCCTBEHHBIX OTIEYaTKOB. Bo
n3bexaHHe TaKOro poja yrpo3 smoHckas ¢upma “Fujitsu” mpemmoxuia TeXHOIOTHIO
ayTeHTUUKAIYY, OCHOBAHHYIO HAa BEHAX JIQJIOHU. OTa CPaBHUTEIBHO HOBAsS TEXHOJIOTHS
CUUTAETCSA OLHOM U3 CAMBIX O€30IIaCHBIX M MHOTOOOENIAIONIHX.

AyTenTuduKaiys, OCHOBaHHas Ha OMOMETPHYECKUX [AaHHBIX, fABJIAETCA XOPOUIMM
MEXaHW3MOM, OJHAKO [UI1 €e pealusaluy TpeGyercs XpaHeHHs OOJIBIIOr0 KOJIMIEeCTBA
GUOMETPHYECKUX IIAGIOHOB, YTO SABJIAETCA OOJNBIUIMM HEJOCTATKOM. XpaHeHHe OGOJIBLIOTO
KOJIMYeCTBa GHOMETPUIECKIX JAHHBIX MOXKET IPUBECTH K yTeuKe NHPOPMALNU UIN UX KPaKe.
Vicrionp30BaHue CXeM 3alUTHl IIAGIOHOB, B KOTOPHIX METOZbI KPUITOrpaduy COYEeTAIOTCS
BMeCTe C OMOMETPUYECKMMH XapaKTePHUCTHKaMM, pAacCMaTPHBAeTCs KaK II€PCIeKTHBHOE
pellleHe YKa3aHHbIX IPOOIIEM.

OCHOBHO#f IeNBIO [AUCCEPTAI[MOHHON paboThl ABIAEeTCA Ppa3paboTKa KPHUIITOCHCTEMSI,
OCHOBaHHOM Ha CeTKe BeH JaJOHM, KOTOpas obecrmedraa OBl BBICOKYIO Ge30IIaCHOCTh. OTa
cucTeMa JO/DKHA OBITH II0 BO3MOXKHOCTH 3(deKTHBHOM M, camoe IJIABHOe, C IIOMOINBIO JTOU
CHCTeMBI pelrajachk 651 Ipo6IeMa KOIHPOBAHISL GOMETPUIECKUX XapaKTePUCTUK, IPUCYIAs, B
YaCTHOCTH, OTII€YaTKaM MNajublieB. B TO >Xe BpeMs, 3Ta CHCTeMa [O/DKHA OBITh yAOOHA B
HCIIOJIB30BAHUY U KOHKYPEHTOCIIOCOOHA 110 OTHOIIEHUIO K IIOLOOHBIM CHCTEMAM.

Hayynas HOBH3HA

e DBrur mpezasokeH HOBBIM, KOMOWHHUPOBAaHHBIN IIOAXOJ, OCHOBAHHBIM HAa pPasJIUIHBIX
MeTO/aX M3BIe€YeHUs XapaKTePUCTUK U3 N300pakeHUil BeH JIaJOHU.

e DBrura paspaboraHa KpUIITOCACTEMAa, OCHOBAHHAS HA XapaKTEPUCTHUKAX, U3BIEUYEHHBIX U3
n300paKeHWY BeH JIQfIOHM U IpOU3BeJeH aHalIu3 ee CBOWCTB 0e30IacHOCTH U
addexTuBHOCTH.

e  DBrura paspaboraHa MyapTH-OHOMETpHYECKas KPUIITOCUCTEMA, OCHOBAaHHAs HAa XapaKTePUC-
THKaX, U3BJIeUYEeHHBIX U3 M300paKeHUIl BeH JIAOHU U OTIEYaTKOB IIaJIbIleB U IPOU3BefieH
aHa/INu3 ee CBOICTB Ge3omacHOCTH U 3(pPeKTUBHOCTH.
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IIprMenseMocTs pesyIbTaToB

Ha ocuose IIOJIy9€HHBIX Pe3yJIbTaTOB 6bLia paspa60TaHa OCHOBAHHAA HA BE€HAX JIAAOHU CUCTEMaA,

IIpesoCTaBaAIONIAsd BO3MOXXHOCTE ITPOU3BOSUTH ayTeHTI/I(i)I/IKa].LI/IIO TOJIb30BaTeNIel U 3alIHIIATH

6I/IOMeTpI/I‘IECKHﬁ H.Ia6.TIOH, KOTOpas 06Jla,ZLaeT XOpOomHMMH OIl€HKaMH IIPOHU3BOJUTEJIBHOCTHU.
YuwuTsiBas ToT q)aKT, YTO B €€ OCHOBE JIEKUT TeXHOJIOTHA 6€CKOHTAKTHOMN ayTeHTI/I(bI/IKaI.H/II/I, OHa

MOXeT OBITh ITMPOKO MCIIOJIB30BaHA B MECTaX, I'Zle BOIIPOCHI TUTUEHBI CTOAT OCTPO, HAIIPUMED, B

MEeIUNWHCKUX YYPEXIEHUAX M1 IIPeNOCTaBI€HMI 6GOIBHBIM A0CTyIla K JIUYHBIM JaHHBIM.

Kpome TOro, aTy cucreMy MOXXHO HCIIOIB30BaTh: a) B OGaHKOBCKOI cdepe IpH IpOBefeHHU

(MHAHCOBBIX Ollepauuii; 6) B y4eOHBIX 3aBeJleHH JAJIA IpeOCTaBIeHH JOCTyIa K 00yJaromum

cucreMam; B) B adponopTax AJId BRIACHEHMNA JUIHOCTH IIACCAXKUPOB U T.[.

Ha 3aIDUTY NMpeACTaBICHBI CIeAYIOINE ITOJIOXKEeHNA:

1.
2.

HoBs1it KOMGMHUPOBAHHBIH ITOAXO, 110 U3BJIEUEHUIO BeH JIAJOHH.

Kpunrocucrema, ocHOBaHHAasA Ha XapaKTePUCTHKAX, U3BIEUYEHHBIX U3 M300paKeHUH BeH
JIa/IOHH.

MynsTu-61oMeTprudecKas KPUIITOCHCTEMa, OCHOBAHHAsA HA XapaKT€PUCTHKAX, H3BJIEUEH-
HBIX U3 U300payKeHUii BeH JIaZJOHU U OTII€YATKOB IaJIbIIEB.

IlporpaMMHBIH IaKeT, OCHOBaHHBI Ha IIPEJJIOKEHHOM IIOAXOJe IIOCTPOEHHUS
61OMeTPUYeCKOM KPHUIITOCHCTEMBI, OCHOBAaHHOM Ha XapaKTePHCTHKaX, U3BIEYEHHBIX U3
1306paKeHUH BeH JaJOHH.

B pesymbraTe mccie;oBaHME, IIPOBEJIEHHBIX B JAHHOK paboTe, OBLIM TONYYeHHI CAemyOIIue

OCHOBHEIE Pe3yJIBbTaThL:

Bsun npesioxkeH HOBBIN, KOMOHMHUPOBAHHBIH ITOJXOZ, II0 U3BJIEYEHHIO XapaKTEPUCTHUK U3
n306paXKeHU! BeH JafoHu [1].

Bsuna paspaGoTaHa KpHIITOCHCTEMA, OCHOBAaHHAs HA XapaKTE€PUCTUKAX, U3BIE€YEHHBIX U3
n300paKeHUY BeH JaJOHM, M OBLI IIPOW3BEJeH aHaINu3 €€ CBOWCTB 0e30IIaCHOCTH U
abdexruBHOCTH [2].

Beira  paspaboraHa  MyapTH-OMOMETpUYECKas  KPHIITOCHCTEMA, OCHOBaHHAas  Ha
XaPaKTepI/ICTI/IKaX, M3BJI€EYEHHBIX M3 H306p3)KeHHfI BE€H JIAJOHU K OTII€YATKOB IIaJIbIIEB, U
GBLI IIPOU3BeJIeH aHaIN3 eé CBOUCTB GesomacHocTH U addexTuBHOCTH [3,4].

Bouto paspaboraHo mporpaMMHOe oOfecIedeHUe, peasi3yIoulee IIPOIeCcC IIOCTPOEHUST
6I/IOM€TPI/I‘-IECKOI‘/‘I KpHUIITOCHUCTEMBI, OCHOBaHHO¥ Ha XdPpaKTEPUCTHUKAX, H3BJIE€YEHHBIX M3
BeH yazonu [1,2].

Bregpenue: PazpaboranHas cucreMa, OCHOBaHHAsA Ha CeTKe BeH JIaZloHel, GbIIa ampo6upoBaHa B

yae6HOM HenTpe OO0 “ApmsaHckue mporpaMmsr’. C IIOMOIIBIO ZAHHOM CHCTEMBI IIPOU3BOSUTCS

ITpOBepKa JOCTyMA CTY/IeHTOB K 00yJalomeii cucTeme.
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ABSTRACT

Sergey S. Chidemyan
“Development of palm-vein based biometric cryptosystem”

The thesis is devoted to studying some problems of building of biometric cryptosystems.
The main subject of the study is performance and security characteristics of palm-vein based
cryptosystems.

Using biometrics is considered to be a key solution for many problems of security and
authentication. Though using biometrics has many advantages, there are many works in which
some limitations of them are mentioned. Every biometric used for authentication has its pros
and cons. In particular, the most common biometrics as fingerprint has the obvious disadvantage
— the possibility to be copied. Moreover, there are many methods of making the artificial
fingerprints (gummy fingers). To overcome such kind of problems the palm-vein based
authentication technology is reviewed. This relatively new technology is considered to be one
of the most secure and promising.

Authentication based on biometrics is a good technique; however it requires the storage of
a big amount of the biometric templates, which appears to be a big drawback. The storage of a
big amount of users’ information can lead to its leakage or steal. Using schemes of biometric
templates’ protection, in which some cryptographic methods are combined with biometrics, is
considered to be a promising solution of the problems mentioned above.

The main objective of the research is to develop palm-vein based cryptosystem, which
would provide high security. This system should have as good performance as possible and what
is the most important it should solve the problem of copying the biometric features (inherent to
fingerprints). At the same time, this system should be user-friendly and competitive with such
kind of systems.

Scientific novelty

e The new combined method, based on different techniques of palm veins features’
extraction is introduced.

e  The cryptosystem based on the features extracted from palm veins is developed and its
security and performance analysis is introduced.

e  The multi-biometric cryptosystem based on the features extracted from palm veins and
fingerprints is developed and its security and performance analysis is introduced.

Applicability of the results

On the basis of the obtained results the palm-vein based system is developed, which allows to
authenticate users and protect their biometric templates and at the same time shows good
performance. Considering that it is based on contactless authentication technology, it can be
widely used in areas where hygiene issues are acute, for example, in hospitals to provide patients
access to personal data. In addition, this system can be used: a) in the banking sector during
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financial operations; b) in educational institutions to provide access to training systems; c) in the

airports to verify the identity of passengers, etc.

The following statements are presented for defense:

1. New combined method of palm veins features’ extraction

2. The cryptosystem based on the features extracted from palm veins.

3. The multi-biometric cryptosystem based on the features extracted from palm veins and
fingerprints.

4. The application that implements the proposed algorithm of palm-vein based
cryptosystems’ construction.

The research conducted within the framework of the thesis has produced the following
main results:

The new combined method, based on different techniques of palm veins features’
extraction is introduced [1].

The cryptosystem based on the features extracted from palm veins is developed and its
security and performance analysis is introduced [2].

The multi-biometric cryptosystem based on the features extracted from palm veins and
fingerprints is developed and its security and performance analysis is introduced [3, 4].
The application that implements the proposed algorithm of palm-vein based
cryptosystems’ construction is developed. [1, 2].

System implementation

Developed palm-vein based cryptosystem was implemented at training center of “Armsoft” LLC.

With the help of this system the access of students to the training system is checked.
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