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Vi1 | Va2 | Viz | = | Vik
V21| V22| Vaz | = | Vak
V31| V32| Vsz| = | Vak
Va1 | Va2 | Vaz| = | Vak
V51| Vs2 | Vs3| = | Vsk
Vg1 | Va2 | Vg3 | = | Vak
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Ywnnigywépp, pwjg dhUunyu dwdwtwly hwlwnwynpnht gpynd £ wynwuwyht
whpwwbinbint  huwpwynpnyeyniuhg:  Ybpwnwuwynpdwt  hwdwp  wnwowpyynd  k
gbubpwgub] npnawyh pwuwyniyejwdp uyniubiph hwdwpubp, npnup wuhpwdtiown £ gnyg
wn gnyq wbnwinfub nhppbipnd: SEubpwgywsd hwonpnwywuniyeniup wwydwuwlwu
wujwubup  JEpwnwuwynpdwtu qunuuwpwn W npu nup  hbwnlyw] wbupp’
ID1,ID2,IDs,...,IDn: - GbUbpwgywd ujniubph pwuwlyp wbwp £ (huph gnyg: Pwludwu
dwdwuwl ogquwgnpdywsd qunuuwpwnp wuhpwdbtion | twl dbpwlwugunn Ynndhu,
hwlwnwly nbwpnud huwpwynp sh |hup unwtw] duwihnfuwsd (qununuwgpyuwd)
wrynwwyp b Ywwwpb] qunuupph  JGpwlwugundp: Lwugh wn  qunuuwpwnp
pwnwnpwdwubpnd (Swytipnd) pwg wnbupny wwhb htwpwynp sk, wn ywwnbwnny
wnwowpyynd £ wju pwofub] Yuwwwpjw) qununupnieiniu wwywhnynn Swdhph 2tdw)hu
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dbpnnny U uwnwgywd pwnwnpwdwubpp (qunuuwpwnh  pwnwnpwdwubipp) Ygby
duwdnpynn pwnunpwdwubphtu - (unp dbeanny pwfugnn hubnpdwghwih
pwnwnpwdwubpht): Npwbu  pwofudwt  wnduubp ogunwgnpdynd Gu  twfuwwbu
punpws obidwiht  Ywnnigwdéph wduiubpp: Chdh  pwuwyny pwnwnpwdwubph
dhwynpnwihg htnn huwpwynp Yihup yepwwugut) ypwnwuwynpdwu qununuwpwnp,
wrynwwynw Yuwwpb) depwnwuwygnpnup b ybpwlwuqul) qunnuppp: Quwynpynn
punuwnpwdwu dwjtph unnigwdpp ubpluwjwgyws £ uy. 2-nwd:

Ik

i 0P Gy T

Gunlpp Culpp | Mwpnibw-
huwwjwsdh | hwududh | §oipjmb
dujuyp CRC CRC

Yngh | Upmiumbh m: |12 | | . Nuwpnt -

Pununpum- Pununpu- o 4
hudwpp | hudwpp Ympoih

duh hunfwpp | dwubph pwbulp

Gunlhph dbpagny pugfuion
LY. 2. Pununpwdwu $wjh Yunnigwdpp:

Cwoyp wnubind pwpfudwu hwdwp punpyws Ynnph L hwdwwwwnwufuwu
wrynwwyh «wuhpwdbtionnigyniup» hwwnwynpnhu, win Gpynt wmdjuip unyuwbu Ygynud
b ybpwnwuwynpdwu qununuwpwnht b pwotuynid Swdhph dbpnnny: <wpluwynp § ugk,
np wyn hwnywsdh dwywp pwwn thnpp £ b wpwgugnpdnipjwt wnnwing gpbipt sh wgnh
dowyJws dbpnnh wpwqugnpdnypjwu Ypw (pwugh dbpnnp Uwjuwwnbujws b dbs
Swywih hupnpdwghw pwofubint hwdwp):

LY. 3-nud wwwybpjwsd Gu Swdhph dbpnnh L dowydws dbpennh pwofudwu
wpwgnpdnipnuuutiph - gpwhlutipp: LY. 4-nd wwwnlbpwd £ wyn  dbennubph
Ybpwywugqudwu wpwgugnpdnipjw gpwbhyubpp:

Wu gifund ubpyujugywsd Gu wy thnpduwlywu wpryniupubp unyuwbu: Ophuwy
2Gb Swdwin hubnpdwghw pwptubint nbiwpnd dowljwd dbennp 42.3%-ny wybih
wpwg b pwu Swdhph dbipnnp: Yhpwlwuqudwt nbiwypnud wnwybinieniup 11.95% £:

12 CPU: Intel Core i3 2.00 GHz,
RAM: 2GB,
Z HDD: 7200prm:
&9 - S
= 8.91
E|
E 7.54
E 6 6.42
s 5.81 =@— Cwuhph pw2hudwl Ukenn
'g 3.08 == Unntnny pw2hudwl Ukenn
2 3 — e 3.69 :
é“ 333 w
0 T T
(2,5) (3,5) (4,5) (5,5)

Chduyhtt uenigdwdpp (k,n)
LY. 3. Uwyywsd b Swdhph dbennutipny 10Up dwywny hubnpdwghwjh pwotudwu
wnwqwgnponipjut gpuphlyubinp:
9



[
a

CPU: Intel Core i3 2.00 GHz,
RAM: 2GB,
HDD: 7200prm:

[
N

[2.23—

=@~ Cwuhph pw2huduwil Utpenn

=&—Unnknny pwphudwl Utpnn

Yhpulubginiub dunfubulp ()
o0

(2,5) (3,5) (4,5) (5,5)
Chduyhtt Yunnigdusdpp (k,n)

LY. 4. Ugwyqwd U Swihph dbpnnutipny 10Up dwywiny hupnpdwghwih
Ybpwywuqudwu wpwgugnpdnipjw gpwbhyubpp:

Qiniju Gppnpn: Wu  gfund ubpyuyugynd Bu ufuwubp ninnnn Ynnbpny
pwoludwu nbwpnw  pwnwnpwdwuh  hwjwunhnigjwt  unnigdwu b Ynpwd  Yud
Juwujwsé pwnunpwdwuph ybGpwywuqudwu dbennubpp: Pwununpwdwup  unnigdwu
dbennh hpdpnd pulwd £ Cwdhpp dbpnnnd  pwnwnpwdwuh unngdwt  dbpnnp:
Uowydwd wignpppdnd pwnwnpwdwuph unnigndp hpdujwsé b “Cwdphpph dGpnnny
pw2fuynn” L “Nwpniuwynipynit” hwindwdubiph unniqdwu Ypw: Gwnunuhpp pwtunnp
pwotunwihg wnwy npnond £ Cwdhph dbpnnnud oguwgnpdynn g.q U p pYtipp, nphg
htitnn hwodwpynwd b hpwwwpwynd t re,ry, ..., re-t:. Wunthtinnl puwnpnud £ pwpfudwi
hwdwp ufuwiubp ninnnn Ynnp b wju wynwwyp, npnd wbwnp £ Juwwpdh qunutp
hubnpdwghwih pwotunuwip: <wonpn pwjnud pwyfunnp gbubpwgunud £ 1Dy, 1Dy, ..., 1D,
Ybpwnwuwynpdwt qununuwpwnp, bpwtu Ygnwd ufuwjubp ninnnn Ynnh b wnynwwyh
hwdwputpp b hwdwpbind nw npwbu S qunuupp, Yuwuwwpnw £ win hwndwsdh
pwotunuip Cwdhph dbpnnny: Npwbu  pwofudwu  wyjwiubp punniugnd Bu - wju
pwnwnpwdwubiph  pwuwyp L oGdph  wpdbipp, npp  oguwgnpdybiint £ qununup
hubnpdwghwih pwotudwt dwdwuwy: Wu  wdbuhg hbnn uuwpynd £ qunuup
hubnpdwghwih pwatunwip, nphg htnn wju nsuswgynid £: Ybpohtu pwyinid pwsatunnh
Ynndhg  hwpdwpyynd L hpwwwpwyynd G unwgwd  pwnwnpwdwubph
«Muwpniuwynipyniu» hwndwdubiph CRC32 wpdbtipubpp (CRC1,CRC2,...,CRCn): <wayh
wnutiny, np CRC32-p dhwynndwuh $niuyghw k, wwyw Ywpnn Gup wunbp, np tpw
hpwwwpwynwip nshus sh pwgwhwynnd pwnwnpwdwuh ywpniwwynyejw Ybpwpbipgug
L htnbwpwp wudwnwugnigjwu wnbuwulyniuhg ny dh fuunhp sh wnwowgunuwl: Wupwuny
pwotunnh Ynnihg pwotudwt gnpdptpwgu wyjwpuynud k:

Wdd nhunwnplybup wju gnpdnnnigyniuubiph hwenpnwlwuniegynitup, npp wtinp &
Juuwwph pwnwnpwdwu unwgnnp, npwtiugh hwdngdh, np hp pwnwnpwdwup hpwywu
E W thnihnfujwd sk:

1. Unwuwiny pwnwnpwdwup, hwpluwynp £ wnwiuduwgut] «Cwdhph dkennny
pwfuynn» hwwndwdp b dbpp Uqwpwgpywsd wignphpdny uwnigl) wjn
hwwndwsdh huynipjniup  (oguwgnpdtiiny  pwyfunnh  Ynndhg hpwwwpwlyywsd
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wnjuiutipp): Gt wn hwnjwsdnwd utuw) sh hwynuwpbpynud , www hwplwynp
E owpniiwybp uwnignudp b wwpgl]  «Nwpniawyngniu»  hwndwsdh
huyneiniup:  Gpt  «Cwdhph dbennnd pwiluynn» hwundwsénd  ufuwy |
hwjnuwpbpynd, www unnigndp - wdwpndnd £, huy  pwnunpwdwup
hwdwpynwd  thnthnfjujwsd (Ytndwsd Ywd Juwuygwd):

Unweoht Ybwh uwniqiwt npwlwt  wpryniuph nbiwpnwd,  pwnwnpudwuh
utithwwuwwbpp  hwoqupynd £ «Nwpniswynyeymi»  hwindwsh CRC32
wpdpp W hwdbdwwnnWd  wju pwofunnh  Ynndhg  hpwwwpwyyws
hwidwwwuwufuwu CRC32 wpdtiph htwn: <wdpuyubnt nbwpnid hwdwpynud ,
np wyn hwwndwdénd  thnihnfunieinit sh Juwnwpygtp W upwunyg  unnigdwt
gnpdpupwgp wywpuyntd

huswbiu nbuwup, unnigdwu gnpdpupwghg nnipu duwght «Pwnunpudwuh

hwdwpp», «Pununpuwdwubph pwuwyp», «Ckdp», «Cwdhp hwndwéh swdwip» L
«Gwdhp hwwnjwsh CRC» hwwndwdubtipp: Wu hwwndwdubipp sunnigbiint wywwnéwnp

htinlyw(u k:

1

«Pununpuwdiwuh hwdwpp», «Pununpuwdwubph pwuwlp» U «Chdp»
wndjuiutipp hwdwpynd Gu hwjiuh b npwug unnigdwu hwdwp  [pugnighs
wignphpdwywu [nwndubp hwplywynp sku:

«Cwdpp hwnjwsh swjwp» U «Cwdhp hwwndwsh CRC»  hwwnywdubpp
unnigbiint Ywphp syw, pwugh upwughg wnujwqu deyh thnthnfunyeniuu wpnku
Ywnwowguh upuw| “Cwdhph dbennny pwifuynn» hwwndwsh uwnnigiwu
pupwgpnLU:

Wupwuny pwnuwnpwdwubph uwnnigdwu  gnpdpupwgp Ywpbh £ hwdwpb)

wwpunyjws:  Udd  nhwnwpytup  wu  Gnwuwyny pwnunpwdwubph  unnigdwt
hwywuwhnipyniup: <uwpwydn’p £ wprynp “fuwidb)” wju unnigdwu depnnhu: Lwuh np
unniqiwt gnpdpupwgp pwdwuywsd k Gpynt dwup, wwyw wuywnwugnipjut unnigdwi
hwdwp nhwnwpybup Upwughg jnipwpwugnip wnwudhu:

1.

“Cwdhph dGpnnny pwfudnn» hwunjwsdh wudunwugnyeiniup hhdujws k
Cwdhph dbpnnny pwnwunpwdwubph unnigdwt  Jpw, huly wyn  dbpnnp
hwdwpynu £, np wywhnynud £ Yuwnwpjw) wudunwugniggniup: <Gnbwpwp wju
hwuinywsdh unnigiwu huynieintup Yuwulwsd sh hwpnignud:

“Nupnibwynpym”  hwwnjwsdh unnigiwtu  dwdwuwl  oguwgnpdynd k
CRC32, npp Ywpbh k hwdwpb) hby $niuyghw: bhwpyt hby $niuyghwubiph
nbwpnwd gnjnigniu nwh  Ynjhghwih  hwjwuwywunyeniu b wbuwlwunpbiu
huwpwynp £, np (huph wy “Nupniawynyeyni” hwwndwd, nph nbwpnu unwgyh
dhlunyu CRC32  wpdbipp: Uwlwju hwogh wnubiny, np “Nupniswynpynmu”
hwwndwdp niwh db6d dwywy b wyn dwywp qunwnuh sk, wwyw hwlwnwynpnh
fuunppp Ewlwunpbu pwpnwunwd £: Lw wbwnp £ thnpdh gl wyn unyu
Gpywpniygywu wy; phpwihu hwonpnwlwunyeiniu, nph nbwpnud Yuinwgyh unyu
CRC32 wpdtipp: Quuwjwd np wyu gnpdnnnipjniup  pwjwlwuht pwpn £ L
dwdwuwlwwwp, wjunuwdbuwjuhy wuhpwdbonngyuwu nbwpnd Jwpbh &
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CRC32-p thnfuwphuby wy' wybh Gpywp hby dnilghwing, nph nbwpnid 2wwn
wybh nddwp Yhuh quub) dhlunyu htip wpdbp niubignn U unyu Gplwpnigjwu
phprwjhtu hwonpnuwywunyeniu: CRC32-h puwnpnieyniup wwjdwuwynpyws £ upw
wpwgwagnpdnijwdp b dhwdwdwuwl thnpp Swywiny:

Uu gjfund twb bupwgpyws b ufuwubn ninpnnn Ynnbipny pwotudwu hwdwnp
Ynpws Ywd Juwujwd pwnwnpwdwuh yYbpwlwuqudwu dbennp: depwlwuqudwu
dbpnnp  hhdujwé £ qunuupph  dhowulw| pwgwhwjndwt Jpw, uwlwiu wn
gnpdpupwgnd pwgwlwynwd £ ybpguwlwt wwwynnwynpdwu gnpdnnnipjniup: Ubtipnnp
Fwlwunptu wyblh wpwg b, pwt wywpquwbu qunuuhph bpwlywugunwdp b Ypyhu
pwotunuwip: Ubpnnh woluwwmwuph tywpwgpngjwu hwdwp hwplywynp £ ubpyujwugub
pwotudwt wignpppuh pinYy-ufutidwu, npp wwwnlbpdws E uy. 5-nw:

Ununp | op

i ; Uwu1
: IEpunuuwnpnud :

o ' | unpunpiud | Gundppod pughnug Uwu 2

T quinnithp

i ~udpwynpnid
: Uwun
| Fuountd

LY. 5. Gwnunupph pwotudwt dbpnnh woluwwnwupp:

Ydbpwlywugqudwu gnpdpupwgp wwwnybndws £ uy. 6-nwd: huswbiu nbiuunwd Gup
npwbu dnunpwiht wjjwiutp wpynd Bu t hwn pwnunpwdwu b wjt pwnunpwdwuh
hwdwpp, npp wuhpwdtion b ybpwlywuqubp Pununpwdwuph ybpwlwuqudwu hwdwp
Uwlu wuhpwdtion k yepwywuqut) “Cwdhph dEennny pwafuynn» hwnywdp b unwuw
Ybpwnwuwynpdwt qunuuwpwnp, ufuwubp ninnnn Ynnh b wgnwwyh hwdwpubpp:
Mubuwing wyn wyywutipp huwpwynp £ Yuwnwpb) yepwnwuwynpdwu b fudpwynpdwu
hwlwnwd gnpénnnipniutiipp: Wu wdbkuhg hbinn qunuuhph yipwlwuqudwt hwdwp
wuhpwdtion | uuwnpb] wwywynnwynpdwu gnpdnnnipniup, uwlwju pwnwnpwdwuh
ybpwywuqudwu hwdwp wn gnpdpupwgp wuhpwdbown sk Ubpwlwuqudwu hwdwp
wuhpwdtion £ unwgyws ndjwiubphg wnwuduwgubp wju uniubiph wyjwiubpp, npnup
ogunwgnndyb| Gu k-pnp pwnwnpwdwuh unwgdwu hwdwp:
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_______ J e———— >
Uwu it E > i
5 Sunlhpny Jbpuubighnud !
E I hpunuuwynpnud™? i JYbpwywuguntu
: T » Uwu k
Uwu ic E > i
E Y Epwpudpuynpnid E
K i i
. dGpwywlgund |

LY. 6. YUnpwd pwnunpwdwuh yEpwlwugunuip:

THhunwpybup ophuwl: Gupwnpbup pwotudwu hwdwp ogunwagnndyby £ wnynwiwy 1-p, npu
wwwhnynid £ (4,5) otidwihtu Yunnigwdp: Npwbtiu Ynpwd pwnwnpwdwu nhunwpybup
wnwoht pwnwnpwdwup: Wu nbwypnd Yepwlwuqudwt hwdwp npwbu dnunpwijht
wnuubp  hwpywynp £ ww) 2-5 pwnunpwdwubpp b 1 phdp: “Cwdphpny
JEpwywugqund”, “dbpunwuwdnpmd?” b “dbpwfudpuydnpnid” gnpdnnniegniubiphg
htwnn Yuunwuwup wju uyniubph wduubpp, npnup tpwd Gu 2-5 pwnunpwdwubph
nhdwg: Hdwp sk nbutb), np wnwoht pwnwnpwdwuh hwdwp wuhpwdboun unibpp
wjnwnbin wnlw Gu: UWuhpwdbipwn t gbipgubp wyn uinibph nduiutipp b dlwynnpbip wnweht
pwnwnpwdwup:  Wu  gnpdplpwghg nnipu duwg  wdblwdwdwlwlwwnwp
gnpénnnipiniup’ hubnpdwghwih  wwwynnuynpnwp b pwgwlwynn  uniubipp
ybpwlwugqunwp:  Ljwpwgpywd dbpnnp b Jupnn  Ybpwlwuqubp  Ynpwd
punwnpwdwup wju nbwpnud, Gpp t = n: Wn nbypnud huwpwynp sh (hup yepwlwugqut
“Cwdhpny pwfunid” hwwndwsép b hGnlwpwp duwgwd gnpdnnnipniuubpu wpntu
wuhtuwp Yhuh Ywwwnpbp Uuhtupu, Ywpnn Gup thwunbi, np t = n nbwypnud pwotudwt
dbpnnp oww nhulwihtu £ U unyupuy dbY pwnwnpwdwuh Juwundp Yud Ynpnwwnp
Upbiph quininuhph Ynpuwnhu:

LY. 7-nd ywwlbpjwsd Gu Swdhph b dowyqwsd dbpnnubpnud pwnwnpwdwup
unniqiwt dbpnnubph wpwgnpdnipniuutiph gpwhyubpp: LY. 8-nWd wwwnlybpdwsd L
wjn dbpnnubpnud pwnwnpwdwup ypwwuqudwu dennubph wpwquagnpdnigyniuubph
gpwdhyutipp: Gpwdhlubipp gnyg tu wwihu, np dawljws dbpnnubnu wybih wpwq b,
pwu Cwdhph dbpnnh nbwpnid:
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140 CPU: Intel Core i3

E 119.89  2.00 GHz,
2 20 /f RAM: 2GB,
E = 100 HDD: 7200prm:
i / /M 96.89
< :":-; 80 / = Cwuhnph Ukenn
A ;
24 & 60.05
g3 /& 1567 —~e—Unntipny utpnn
? .E 40
E 20
0

10 50 100 200 500 1000

Pununpudwuh Swduyp (Up)
LY. 7. Swdhpp L dowyyws dbpnnubpnd pwnwnpwdwuh unnigdwt dbpnnubiph
wpwgnpdnipniuutiph gpwdhyutipp:

600 CPU: Intel Core i3
-~ 2.00 GHz,
_% ,g = ﬁgg?ﬂ RAM: 2GB,
g 5 “; 400 HDD: 7200prm:
3 E 300 ~m— Guuhph Utenn
= 3
EEE 200 —&—Unntpny Utpnn
- 100
0 &

10 50 100 200 500 1000
Pununpudwuh Swduyp (Up)

UYy. 8. Cwidhpp b Dwldws dGpnnubinnid punwnpwdwup Jepwlwbqudwt dGpnnubph
wpwagnpdnypyniiiiph qpudhliiinp:

Qiniju snppnpn: Wu gfunid ubpluyugywé £ ounwgyws  ghunwlwu
wpryntupubiph hpdwu Ypw dwyywd qununuhph pwotudwu ECC Sharing hwdwlwnagp,
npp  huwpwynpnigntt £ wwihu wpwg  pwotubp b yEpwywuqutp d6§  Swywih
hupnpdwghw, Ywwwpb] pwnunpwdwuh  uwnnignd,  YEpwlwuqutp Ynpwd  Yud
Juwujwsd pwnunpwdwubpp: Lwl Wwpwgpynud £ nunwduwlwt uywwnwyubph hwdwp
dowlqws' qunuupph pwotudwu  dbpnnubph hGunwgnndwu ECC Sharing  Explore
hwdwlwpgp, npp htwpwynieyntu £ wnwihu hGnwgnnb) huswbu Ynnbipnd, wjuybu b
gnynienlu ntubignn wy) pwofudwu dbpnnubpp: <wdwlwpgp htwpwynpnipniu £ wwihu
hwdbdwwnb]  pwotudwt  dbpnnubpp pun  wpwqugnpdnipjuu:  Uwlpwdwul
Uwpwgnyuwsd £ wyn dpwigph wofuwnwupp:
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uchiusSuuLh <hUutuuul ur3nrueusre

Uowlyb) E qununuhph pwotudwt stdwiht dbpnny’ hhdudwd ufuwiubp ninnnn Ynnbiph
Jpw, npu  h wwppbpnginiu gnyneyntu niubignnutiph wdbih - wpwg £oL
huwpwynpnipintu £ wwhu uuwpb)p 068 dwdwih hubnpdwghwih  pwofunud’
wwwhnybind huswbu qunuupnuygyniup, wjuwbu £ wdpnnowlwunygniu  ni
hwuwubhnieniup [1, 2, 3, 6, 7, 9]:

Unwewnpyyb) b pwnwnpwdwuph hwjwunhnipjut unniqdwt wpwg dbpnn, npu h
wmwppbipneyntu gnjnipniu niutignnubiph,  huwpwynpnigyniu £ wwihu  uwnnigh)
pwnwnpwdwup ufuwubp ninnnn Ynnbpnd pwotudwt nbiypnud W hwjnuwpbint
Ytndywsd Ywd Juwudwsd pwnunpwdwubpp [4, 5]:

Unwowpydt] b Juwuyws Ywd Ynpwsé pwnwnpwidwuph wpwg ybpwlwugqudwu
dtipnn, npu h wwppbpnyeiniu gnjnieniu niubkignnutiph, huwpwynpnigintt £ wwihu
ogunwgnndtip wju ufuwiubp ninnn Ynnbpny pwoludwu nbwpnd b dGdwgunud |
gunuupph wwywhny ywhwywudwu dwdwuwyp [8, 9, 10]:

Uunwgywsd ghunwlwu wpryniupubiph hhdwt dpw dowyyb) b qunnuhph pwotudwu
ECC Sharing hwdwlwpgp, npp huwpwynpngnit £ wwhu wpwg pwfub b
ybpwywuqub) d6§ dSwywih hubnpdwghw, Juuwwpb] pwnunpwdwuh unngnud,
Yybpwlwuqub Ynpwd Ywd Juwujwsd pwnwnpwdwubipp, nph 2unphhy pwofudwu
gnpdpupwgp wpwquwgh| t 42.3%-ny, huy yepwywuqudwup' 11.95%-ny [4, 5, 7]:
Nwnuiuwywu tywwwubph hwdwp JYwyjwd qunnupph pwfudwt dbpnnubph
htitnwgnundwtu ECC  Sharing Explore hwdwlwnpgp  huwpwynyeinit £ wnwjhu
hGwnwgnunb] huswybu Ynnbpnd, wjuwbu £ gnngntu niubignn wy  pwotudwu
dbpnnutpp:  <wdwlwpgp huwpwynpnigini £ wwijhu  hwdbdwnb)  pwotudwt
dbipnnubipp pun wpwqwagnpdniejwl [5, 7]:
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Khemchyan Artak Ararat

RESEARCH OF METHODS FOR SECRET SHARING BASED ON ERROR-CORRECTING
CODES

RESUME

The rapid development of information technology has led to a significant part of the
confidential information to be stored in electronic formats, the loss or exposure of which can
cause undesirable consequences for the user. In parallel, the risk of possible attacks on
information systems increases, the purpose of which may be disclosure of confidential
information, its damage or modification. From the other hand, potential data loss is possible
due to natural phenomena. For the described cases, secret sharing methods may be useful.
The most popular secret sharing threshold methods were originally used for the distribution
of keys, i.e the secret information is being encrypted and encryption keys are distributed
afterwards. This solves the confidentiality problem, but doesn't address integrity and
availability problems, which are open and not solved yet. If encrypted information is not
available or is damaged, it is impossible to decipher it with recovered key. Currently, new
data sharing method is widely used. It offers new option for entire data sharing rather than
only key and solves Integrity and availability problems as well. Given the fact that existing
methods are slow and the volume of information is growing day by day, a question arises to
develop a faster threshold secret sharing method. Different researches show that the fast
threshold secret-sharing method can be achived by using the Error-Correcting Codes.

In secret sharing method not only the distribution and recovery speed, but also the
security of components has an important role. Therefore, secret sharing method must have
component checking mechanism, and if necessary, the possibility of restoring lost or
damaged components. These capabilities increase the safe storage time of information.

Goal and objectives.

The purpose of this research is a development of new secret sharing methods,
based on Error-Correcting Codes. To achieve this, following problems are listed and solved:

e develop a high-speed threshold secret sharing method that allows to recover and
distribute large volumes of information,

e develop components' verification method for secret sharing based on Error-
Correcting Codes,

e develop fast method of damaged or missing component recovery for secret sharing
based on Error-Correcting Codes.
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The main results are:

¢ New secret sharing threshold method has been developed, which is based on Error-
Correcting Codes. Unlike existing ones, this is faster and enables distribution of
large volumes of information, ensures information confidentiality, as well as
integrity and availability [1, 2, 3, 6, 7, 9].

e Proposed a fast method of checking the authenticity of components, which, unlike
the existing ones, provides an opportunity to check the components shared via
Error-Correcting Codes and detect the falsified or damaged components [4, 5].

e  Proposed method of rapid recovery of lost or damaged component, which usage
during sharing via Error-Correcting Codes, unlike the existing ones, increases safe
storage time of the secret [8, 9, 10].

e Based on the results obtained from the research developed, "ECC Sharing" Secrets
sharing system has been developed, which allows quick sharing and recovery of
large volumes of information, as well as performs component validation, recovers
lost or damaged components. From performance improvement point of view it
makes the distribution process faster by 42.3% and recovery by 11.95%
appropriately [4, 5, 7].

e "ECC Sharing Explore" system, designed for educational purposes, enables the
system to research secret sharing methods based on Error-Correcting Codes, as
well as to other distribution methods. The system allows also to compare the
performance of different sharing methods [5, 7].

18



XEMYAH APTAK APAPATOBUY

PA3SPABOTKA CPEACTB PACMNPEAENEHNA CEKPETA HA OCHOBE KO/10B,
NCNPABIAOLWMNX OLLNBKN

PE3IOME

BbicTpoe pasBuTME UHGOPMALMOHHBLIX TEXHOMOrMiA MPUBENO K TOMY, 4TO
3Ha4YNTENbHAA YacCTb CEKPETHbIX JaHHbIX XPAHATCA B 3MEKTPOHHOM chopmaTe, U noTepa unu
pacKpbiTME MOMET MPUBECTU K HeKenaTeNnbHbIM MOCNEACTBUAM [ANIA  MONb30BaTeNA.
MapannenbHO € 3TUM, YBENMUYMBAETCA PUCK BO3MOMHbIX aTak Ha MH(OPMALMOHHbIE CUCTEMBI,
LeNbio  KOTOPbIX MOMET ObiTb Kak pacKpblTUe JaHHbIX, a TaKkKe MOoBpeXAeHUe Wu
moandmkauma. C npyroil CTOPOHbI, BO3MOMHbI MOTEPU JAaHHbIX U3-3a NPUPOAHbLIX ABNEHUIA.
B onucaHHbIX cnyyasx MoryT 6biTb MonesHbl MeToAbl pacrnipejeneHua cekpeta. Hawbonee
nonynApHble METOAbI NOPOroBOro pacrnpefeneHns cekpeta nepBoHayaibHO MCMONb30BAINCh
AnA pacnpepeneHua Kitoueil. To ecTb, cekpeTHaa uHdopmauma LWMdpyeTca, a KoYy
wncpposaHna pacnpenensetca. B atom cnyyae peluaetca npobnema KOHbUAEHLMANBLHOCTY,
HO He peLleHbl Npobnembl LenocTHocTh n goctynHoct. Ecnn wudpposaHHaa nHcbopmauma
6ynet noBpemjeHa WAW  HELOCTyNHa, TO BOCCTAaHOBNEHMEM  KlO4a  HEBO3MOMHO
pacwmdposaTb uHdopmauuto. B HacTosAllee BpemA pacnpocTpaHAETCA METOA, LLeNOCTHOro
pacnpepneneHna nHcopmMaLnm, KOTopblii ye peLuaet npobaemy JOCTYMHOCTU U LENOCTHOCTU.
YuutbiBaa TOT cpaKT, YTO CyLLECTByIOLLME METOAbl ABMAIOTCA MEAJEHHbIMU, a obbem
MHbOpMaLMM pacTeT C KamAblM [HEM, NoABMAeTCA HeobxopumocTb pa3paboTku 6Gonee
6bICcTpOpeiicTBYIOLLLETO  MeTofila MOpOroBoro  pacripefeneHns cekpeta. MccneposaHus
nokasanu, 4To ObICTPOAEICTBYIOLLMIA METOL, MOPOroBOro pacnpefeneHne CeKpera MOMKHO
MOMy4NTb C MOMOLLLbIO KOA0B, UCTPaBIAIOLLMX OLLMOKM.

B meTope pacnpepeneHus cekpeTa BaMHYlO pO/ib UrpaeT He TONbKO CKOPOCTb
pacnpocTpaHeHWA M BOCCTAHOBNEHUA, HO U 6e30MacHOCTb KOMMOHEHTOB. Takum obpasom,
METOo[L, pacnpeneneHna LOMKeH bbITb HajeneH BO3MOXHOCTAMU MPOBEPKU KOMMOHEHTa, U, B
cnydYae HeOBXOAMMOCTM, BOCCTAHOBNEHUA MOTEPAHHOTO WU MOBPEMAEHHOrO KOMMOHEHTA.
3TN BO3MOMHOCTM yBENMYMBAOT Bpema HE30MacHOro XpaHeHua HgopmaLmu.

Llenbto pabotbl ABnAeTca paspaboTka ObICTPbIX CPEACTB pacnpeneneHns cekpera
MOMOLLLbIO KOAO0B, UCMPaBNAOLLMX OLIMOKKU. [lnA BocTukeHuA 3Toi Lenmn 6binv nocTaBneHbl u
peLUeHbl cneaytolpe 3aaun:

e Paspabortatb 6bICTPOAENCTBYHOLLMIF MOPOroBbIii METOL, pacrpefeneHna cekpera,
KOTOPbIi1 MO3BOAUT pacnpeienuTb U BOCCTAHOBUTb MHPOPMALLMIO BObLLIOTO
obbema.

e Paspabotatb MeTOpn NPOBEPKM MOAJMHHOCTU KOMMOHEHTa NpY pacrnpeneneHunii
MOMOLLIbIO KOAO0B, UCMPaBNAOLLMX OLLMOKM.
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o Pa3pa60TaTb METOL, 6bICTpOI'O BOCCTAHOB/IEHNA NMOBPEXAEHHOIO NN NOTEPAHHOIO
KOMMOHEHTa Npun pacnpeneneHnm ¢ NnoMOLLLbIo KO4OB, NCNPaBAAOLLNX oLNbKM.

OcHoBHbIe pe3ynbratbl J],VICCGpTaLI,MOHHOVI pa60TbI cnepyrowmne:

e PaspabotaH noporoBblii MeTop, pacnpefeneHua CeKpeTa, OCHOBaHHbIi Ha Kopax,
UCMPaBNAIOLLMX OLUMOKM, KOTOpBbIN, B OTIMYME OT CyLecTBytoLuX bonee bbiCTpblii
1 MO3BONAET pacnpefenaTb bonblume obbembl faHHbIX, obecrneynBas He TONbKO
KOH(PMAEHUMANBbHOCTb, a TaKkKe UX LLeNoCTHOCTb U gocTynHocTs [1, 2, 3, 6, 7, 9].

e PaspaboTtaH ObICTpblii METOA NPOBEPKU MOAJMHHOCTU KOMMOHEHTA, KOTOpbIi B
OTANYME OT CYLL,ECTBYIOLLIMX MO3BONAET NPOBEPUTL KOMMOHEHT NPU pacrpefeneHnm
C MOMOLLBIO KOAOB, WCMPABMAIOLLMX OLIMOKU, U OBHapyuTb MOAAENbHbIE WK
noBpeMAeHHble KOMMOHeHTbI [4, 5].

e PaspabotraH  meTog ~ ObICTPOro  BOCCTAHOBNEHWM  MOBPEMAEHHOrO UM
OTCYTCTBYIOLLLETO KOMIMOHEHTA, KOTOPbIA, B OTMYME OT CYLLECTBYIOLLUX, NO3BONAET
ucrnonb3oBaTb €ro npyu pacnpefeneHun C TMOMOLLBbIO KOJOB, WCMpPaBNAOLLMX
olwnbKM U yBenuumBaeT Bpema 6e3onacHoOro xpaHeHua cekperta [8, 9, 10].

¢ Ha ocHoBaHuM nonyuyeHHbIX Hay4HbIX pe3ynbTaToB paspaboTtaHa cuctema «ECC
Sharing» pacnpepeneHva cekperta, koTopaa Mo3sonAeT ObICTPO pacnpenenatb U
BOCCTaHaBnMBaTb MWHopmMauuto 6onbloro obbema, BbIMONHATL TECTUPOBaHWE
KOMMOHEHTa, BOCCTaHaBAMBaTb MOTEPAHHbIE WM MOBPEMAEHHbIE KOMMOHEHTbI, C
MOMOLLbIO  KOTOPbIX —Mpouecc —pacnpefeneHua  yckopunca Ha 42.3%, a
BOCCTaHOBneHue - Ha 11.95% [4, 5, 7].

¢ Cuctema uccnepoBaHua metofos pacnpepenenua cekpeta «ECC Sharing Explore»,
pa3paboTaHHbIii nA obpa3oBaTeNbHbIX Leneli, AaeT BO3MOXHOCTb UCCNefoBaTb Kak
MeTOJ, Ha KOAax, Tak W [pyrue CyLLecTByHOLLME METOAbI pacripefeneHua CekpeTa.
Cuctema faeT BO3MOXHOCTb CPaBHUTb METOAbI pacnpeaeneHua no ckopoctu [5, 7].
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